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+ System data rList of available special days
Date (cur, year) | Description Day model Division
i 01/01f2014 | Mew Year DMAC-Holiday Cammon
Mo 01/20§2014 | Martin Luther King Jr, Day DMAC-Holiday Common
Mo 02/17§2014 | Presidents' Day DMAC-Holiday Common
Fﬂ Mo 05/2602014 | Memarial Day DMAC-Holiday Common
@ Day models Fr 07/04f2014  Independence Day DMAC-Holidaw Common
Mo 09)01§2014 | Labor Day DMAC-Holiday Cammon
Mo 10/15§2014 | Columbus Day DMAC-Holiday Common
F(E) Time models Di 11§11§2014 | Veterans' Day DMAC-Holiday Common
Do 1172712014 | Thanksqiving Day DMAC-Holiday Common
Do 12/25/2014 | Christmas Day DMAC-Holidaw Common

4 |

r Create, modify, or delete a special day

Description: I Columbus Day

Day model: IDMAC-HDIiday : Holiday @ Cormmon j
Date: I 1001 etk j Ievery wear ﬂ

Days to add: I? j

Week day: IMontag i after the date j

Date in this year: | Ma 10/13(2014

Priority: ISD j Walid From: I 3: uniil: I 33
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A ‘ { @ ® Division: (R

« System data rList of available day models of the access control
Day model Deescripkion Skart time: End time Skart time: End time Skart time: End time Division |
E Special days DMAC-Holiday Holiday 01:00:00 AM | 07:00:00 AM Caommaon |
DMAC-Tone none Camman

T"d‘) Day models

| 9@ Time models

rCreate, modify, or delete day models of the access control

Mame: I DMAC-Holiday Description: | Haoliday

Time intervals:  Stark kime: End time:

1stinterval: | 01:00 AM 3: I 07:00 AM 3:
znd interval: 3: I 33
3rd interval: 3: I 3:

Ggadl Toy .ayopl Jwlgallg Glawlgallg adgeill pwl Jyosi gl syaall jlgall 2140 paaiwl
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|E® Day models
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Mao. |Day model 6:004M 12:00PM 6:00PM ‘Descr\ptian Date (15t period) |Divisior
TEF4E6E DMAC-Holi... Holiday Di 07/21/2015  Comme
TEP4E6E  DMAC-Holi... Holiday Mi 07/22/2015  Comme
7274569 DMAC-Holi... Holiday Do 07/23{2015  Commc
F274570  DMAC-Hali... Holiday Fr 07/24/2015  Commi
7274571 DMAC-Holi... Holiday Sa 07/25/2015  Commc
4 | il
Holiday Day model " £6:004M 12:00PM 6:00FM HDescr\ptmn ‘ Date (15t period) |D|V|s|or
. | |
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L8 pSadll Olaag Gle wsSlil Olgal pii | jLia3l &ila) (8o = 1

/(300) Capsaally Jlaidl dla )] 8jgadl 6o (83350
(Ubi=o

I AMS (Jai ] jWiadl &la syaai +ls)] (596
5aled Juao gmg (U880 JSuiy JLaidl poac 269
JWiadlg (pgsSil

Jow] Gl Jgogll (9 pSaill plai dysai (594
o dxy Wl jLiadl Olla syoad =le)] J] o
Sl JSuy pSaill 8jgal

o sy aai s p8g AMC Ulaag jlisl OllA ssa
O3l aolipdl 8 (5958 (JSuiy LojLiad

U jlgall jyao plodiwl sic jLiad] &lA ssa
T AMC (le (8jga3] JUail jgpo dals) DCP
(5982 "Uaw3l J] GLedl (10" DTLS pii Syais
i) 48180 15 lgiaw duioj 8380 ai8 ] eld

AMC Glaag ()] Sguwg (Jaws DCP
doled lmoang JLiddl dila syaailelly @b
o)l 838 WI sy

Saill 8aag dgalg
Cun (padiwall Gl lbhioe (JgSgigp =) UDP UDP dgalgll ggi
AMC 83ag (,lc (DCP) 6J'.Q43| Jlail jgpe dals

J90 dalS (pu=i oic :(Jall dad (jloi=) TLS
Ubaidl @iy AAMC 83ag) (DCP) 8jga3l JLail
.(Hitso (Jlol @0 DTLS pc MAC 83agy TLS

DIP (alico (u=i (o 23U TLSg UDP (o (JSJ
Uil 259 I AMC (e 59 1 8

yaai @i 13] basd Uadi 3o aill Jaall gy | (Olgic of dSuill pwl | Capaall pwl/IP (lgic
.3aiall ggiS UDP AMC 8aag) IP

woud DHCP dbuwlgy IP (uglic youaii @i 13]
Sy Cuny AMC jlga) dSwid] ol p8gi Saic
Gia a2 8ole] dloc a2y AMC 2890 oyaai
; AP (lgic jizi Jla (9

Uasl DHCP (jgo (o OBwidl J] duuill

AP (lgic

MAC (J5lw) Galiuw (s3] AMC 3aio go 13m 10001 :(ad) Saiell by
(ol4i8l)

@9Ls] Olaleo
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2di AMC (J] dlyani Ly (s3] aolipll walo ol
MAC jlga (9 BIN (oo (8 639giall aolpll

0o US LAyl jakiyg daild (jo losyaai (Sayg
1031 Usguit) aogllg JgSoigpl!

aolpl (rani W el daleall odm (uei i
«liaiall 6:1yall 6jgal (e adgl 1dmg (LAl
[G)@l 31lal pac Als (6 del=oll jolai plig
.aolipl

L",.QQJ L_.S‘)‘QJ.I

a0l

.d8lb)l 3jgo duilg8 dublyo

Maie yelitmd (Joall (e dblall 5jgo abgi 13]
ol dlluw)

(UPS) dalhaiall pe d8Uall 3jgo Sgag piny
siisi] (1Swy Cyay wiudlpall dawb gl Guw lw Ub s
) lw)

dwllpo g =0

61 pal | bopduis = 1

&14) dopiii 2l =0
(83300 pe LA
JLiadl &l8) ladiie =1
(53920

d8lhbll 5jgo dillyo

150 Jo=i LI AMC 8jga3 odm jLiad] d&ils saa
un Olluldl o Gblio ] Jgo gl (§a pdgil
doolall Ulangll sac LLo3l MAC jlga cuwin
.5)3 eallg

e AMC ()8 JLAl 1am syaad @i 13] ail 1aad
Ugwogll gio AMC (le jdeinud (i3l (Juaio
aa) 18qiy ¥ 3] iplasjdl 8ayauid] @bliall LJ]
LASUSU JoJI slosill (J] Jgwall (82

&6la) douiis 2lo =0
(33390 e jLaadl
Jwiadl &ila) adiio =1

(89220

LAC vlwa (jgw

daipo plwdIl 8jo CUlS 15] had Laile s=f

"ole" dusljio3l doysll
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AMC (Jilow (pgSi

AMC 44 Inputs lDutputa] Terminals]

I arvie: | Serial resistar ] Parallel resistor Tirne model Meszages

01, AMC 4w/ 2K2 1K2 <Ma time model: 03, Open. cloze, Line cut, shart cincuit
Ij3,.;-’-;~M I:. 4W8 none nu:uﬁe . <No tin;|e mou.:-lel>. oo,

04, AMC 408 none none <Mo time model: o,

05, AMC 448 none none <Mo time model: o,

06, AMC 40/-8 nohe hone <Mo time model: o,

07, AMC 408 none hone <Mo time model: o,

02, AMC 40/-8 naohe none <Mo time model: o,

Ihput type

" Digital mode single

& Analog mode, 4 state

Ewvents Resistors
serial aralll
Time madet | <Mo tme model | Fie it I;L oot
- K e 1K
Open, cloze K2 ~ 1Kz
Line cut, short circuit [ k5 K5
= 1KB " 1K8
0 2KE i 2K2
(% i 2K7
=3 33
T " 3K9
(& i AKY
{ {
" E " G
s i
eljal doyl ] 13 jlgall aipo epwai i
ewl wuun Jalowoll dojls -
dalaall glgil -
daloall dowlgy LQJ“D_]LLUX'IOJ.LLUL,.Ululel -
s liill 269)l 2o dosaiwall Gloglaall gloil -
dalowll Ulel=o
:HWI Joaall ;8 AMC Jalaw Ulolso wawg oy
wogll| sge=ll puwl
.@la]l AMC-EXT 9l AMC é&uawiq (08 G101 (o) Jaswall pby w3l
huludl pgliell diynall pglaall dasd Lok oglaall
Gad gl @sgll = "=" gl "" Gl |
-silgiall pglaall digmall pglaall daid ysyc g laall
Lﬂ,ﬁg}]l aJo‘g_JI = n___n gl ")l!" gjlgioJl
Saanll G8gll adgai pwl| bgll adgai
lo§ ] w1 Jlus)| paly Sidusall ) bl
Wlwy g =00
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dalsoll dagisell Olaadl oy @i 13] = 01
du eVl 8131 (9 pad dadll 9 gladil (jysall aybii @i 13] = 02
Glaadl (5)ba bapiiii @i 13] = 03

DIP 8;lis] ! jgbiy 15 Jasall adgai plsaiwl (pino

a8 (5T (Gubaili Wow .dwai (Bgll (8 83a2io Jalso syaadl jaill sic Shiftg Ctrl (ualivel| paiiwl
Bosaall Jalsall graa e lopsiy podj

GlanSlg Gdgll a3lai

(,9 elbiilg (§l209 agido :lgic pMclg ddli] wlgdl Ul (pe aiisll el (2w gibg Luuny
.daspeSIl 810l (49 padg kil khall

USS pladl (] Glaals O3l odm Jy) (0 AMC jlga (uSwl) lg) dyWl jLiadl OLl soa
soanall UlEgdl J] Slaadl Jlw)| dulac opail duwsi pwdl dowiall d&ajlall (o g adgei saa
yoalell oIl OlBgl ala had lage agise Gaall (Jgsy a8 (Jlall Juw (le .adgaill dawlgy

Uasall ggi
(4 A1) (3BT @bl of (5B @bgll 8 Ologlaall (ubid (jSes

.(Bliog agide Ul O3l (4o had (uilla (e @Sl ol e8Pl @bgll oo L5118 2ol
anyesdl 85131 L8 padg ball (9 gladil LWI O3la (o (s (ye bSIl el (sl aBgll (8
Al (JSuiy

Rs + Re : (Re) &jlgiallg (Ro) dlubwill Ologlaell pié ggene|  agise LI

Rszwlobgwlﬂggm (2o wWI

ylgiWI (o wyiai U1 (Rp) @jlginllg (Rs) dduduwill Ologlaall pib ggono 8yl a1 pad
oo (sglwi U1 (Rp) dyjlgiallg (Rg) dslwluill Ologlaoell pi8 ggano 83181 pad
Ulogliall

(01103 el @bgll L6 =" ol "W" (] Ologlaall (yuei piy

ao bl i3l ayaai JUa (o djleially dudwill Ologlaell @b (e (Say qsib Uil gsgll (9
g syl

(gl 100 (,9) 8K2 (6K8 (5K6 4K7 3K9 :3K3 :2K7 :2K2 (1K8 (1K5 1K2 1K oL

Hbliall pglaell 38gi5 doudall OEUAU] lwang B3 snall pglaall dard Cuuny

849gia)l O Uaill (spudl 8303l (L9 jalsf b3 anall pasll Gied] 8aecdl 8 ] Jglaall jglaf

433l pglaall
B Wil silgio B Uil b
8K2 JI 1K A 1 TR 8K2 JI 1K "t gl
1K8 J] 1K 1K 2K2 J] 1K 1K
2K7 J] 1K 1K2 2K7 J] 1K 1K2
3K3 J] 1K 1K5 3K9 (J] 1K 1K5
3K9 (J] 1K 1K8 6K8 (J] 1K 1K8
4K7 (J) 1K 2K2 8K2 (,J] 1K2 2K2
5K6 (J] 1K2 2K7 8K2 (J] 1K2 2K7
6K8 (J] 1K5 3K3 8K2 (J| 1K5 3K3
8K2 (J] 1K5 3K9 8K2 (J] 1K8 3K9
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8K2 (J] 1K8 4K7 8K2 (J] 2K2 4K7
8K2 (J] 1K8 5K6 8K2 (J] 2K7 5K6
8K2 (J| 1K8 6K8 8K2 (,J] 3K3 6K8
8K2 (J] 2K2 8K2 8K2 (J] 3K9 8K2

dolc 83l - AMC ajlio (oS
L) (§blie GW e (sginig AMC-EXT 9l AMC (le ajao (S (neSi 1im jlgall 2ipo dndw 1845

apo (JSJ dumoll delseoll (e dole 83ai 20 doil8 210

aailall (8 b3 anall ajlaall (ngSil OljlLa
215all boyiis Loy chyjai

AT 44 ] Inputs Dutputs ] Terminals ]
Output ] Action type | Max. duration Delay Period Pulzing Duration I Count | Time model | Meszag
0, AMC 4-4/8 uzed by an entrance | 000, <Ma time model: [~
02, AMC 4-w/-8 used by an entrance | 000, <Ma time made| =
04 AMCAWE 1 0 0 0 1 0 0 000, cMotimemodel
0&, AME 448 used bg:l ah ehtrance | 000, <Ma time model: {
07, AMC 4-w/-8 1 a a a 1 i I 000, <Ma time model> (B
02, aMC 4-w/-8 1 1] 1] 1] 1 1] 1] 000, <Ma time model> (i
< | =
Output data—
Ctate i~ Ewents-
Input activated A Create events: [ Time madel: |DDD, <Ma time model> ;j
|nput normal 5 :
Input zhart circuit tamper e  Pulsing
Input open tarmper
Input enabled :
InEut PR Action type: |1 - Follow state - Enable: r
Output set
Output reset
Droor open | | b aw. duration; |0 SEC. Pulze width: | 1410 gec,
Door closed
'.:-'.Jf_ 1 i Delay: |0 SEC. # of pulses: |0
Dvoor left open
Reader shows access grar Period: | SEC.
Fieader shows access deni
Tirna ramdal antive b
& ¥
F || Output # ] Opl | Drescription | Faramii Param12 | QOp2 | Drescription Farameter21
03 Cioor open 106, Ok 10b NORMDOOR, Door-E
| 7 03 0R Dioor opened unauthorized 10b, DM 100 NORMODOOR, Door-&
| 05 Dioor open 01a, DM 0126 HORMDOOR, Door-7
o | Door opened unaul 01a, DM 01a-6 NORMDOOR 7
i | 2

UJgaall ;9 AMC ajlio ayaaj

Shiftg Ctrl (pualisall paaiwl .(sglell Jgaall 8 fsliall pawll gl 3aa gylaell Oluodo (pgSil
5 30WI (o Glawl sjall 8 llas] iy GUI Olpeill Jaiw o3l pj) 13] glawl 8ac ayaail jaill sic
o saai il 838WI (e lhad
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Output Action type | Max, duration Drelay ] Period ] Fulzing ] Duration ] Count J Time model _1 Meszages ]
01, AMC 4-w/-8 uzed by an entrance | 000, Mo time model: oo
by an ehtrance | 000, <Ma tine model: oo
S I T S S
1] 000, <Ma time rmodel> 1]

| 000, <Mo time madel> | ]

DE AMC 4-4/-8 uzed by an entrance | 000, <Moo time model: on
07, AMC 4-W/-8 1 0 0 i] 1 i] 0 000, <Ma time model: Juli]
08, &MC 4-w/-8 1 0 0 a 1 1] 0 000, <Ma time model> Juli]

soloy ol sehiiw (48 ol S0 gl il adgai dawlgs leaylie Gusi @i U1 pow3l ] duwill
0dg) (oSl Gldac (o wyjall clya] (1Say 3g "1UA e dbawlgy padiuw” Glogleall 2o aild
.25l

SIS (s9loy (b s aai LUl paw3l el

AMC ajlbo Ulaleo

wogll| sge=ll puwl

5Ll AMC-EXT gl AMC aic gylanll (Il a6 il asiall
AMC_I0089 AMC 20 08 (,J] 01
AMC_I016 20 16 (J] 01

Saaall dlpadl ggi ] oL a3l ggi

Al dmylio = 1
o = 2
wgqlidl =3

ba6 - [dwSleall &lwpl gl @) 13] (a5l = 019999 - 1] (ilgill 8)LbYl 830 Job 8ol

"1" el ggi o (5908l

"2"g "1" slpadl Legi go kaad - [9999 - 0] )bl slac| (in ilgill palil Jalul

"2" slpa3l g9 @o baad - 8jLbYl slac] Lin Lilgill 80l ol

Uwolgio (JSuiy 8jLib3l Glaziw g - yaudl bouinis pardl

ol Jgb 8ol

Al Ola! sac sanll

sanall Cibdgll adgai awl| cudgll adgai

Ayl blid) dodle Gyl
Jilwy g9y =00
Slaadl (ge pledl iy = 03

.DOP 8jli]| puwl el (15 Jaswll gdgai plaaiwl (H=o

[E%TH | I FPO] I RO FPRT EVY )

ol @ipo algi 8 JlasYl Jgdng jisdl Ol pladiwl odel doilall (o OIas3l gron <liv] iy
odm (9 8bliall Olslacyl G 8Ll J] @&e5ld Jlao] ayand (59829 -uasidlg slyadlg Glaadl
Olaleo gron (1955 (O daypb «deilall O3lasY 8a3sio Olylial Gle Lyl el @ihig .algill

GO B33nall UBLAY gren) Olaleall Glslae] (8 Ol sloicl @ig .dglwio 83350l a)laall
.dajlall
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- Everts
Create events: v Time model: ]DD1 . harmal week ﬂ
Behaviour Pulzing

Action type: | 2 - Trigger - Enable: B

hax. duration: | $EC. Pulze width: 1410 sec.
Delay: 1 60 # of pulzes: |0
Period. |10 sec.

odm Jy) uay OB 13] .ovnall apaall Alw)y Jwy] way OB 13) Slaal sbiu] LAl &4 saa
Maic elded ggull dlgi dlbe of Jull JYa (Jladl Juw (e dadd ss0m0 Olyio JUA Jlwl
:dy03all Olelpadl glei¥ al Olalsall (usi (1Say

sac | gaddl yéye | (Swei/ paudl Bawall| palil saall| sladl goi
G Lagill (sauaill
MW 9999 - 1 Py 3 -0 G5l = 0| &lall dsylio
9999 9999 - 1
9999-1| 9999 -1 e=i|  9999-0 -0 N Usiitil|
8yiall Juaei ol 13]| 9999
il
(Sao pe
3 9999 - 1 Py Y 3 3 waqlidl|

AMC 2jlio Olly
:Gle gyl jlga @10 (o Glawdl sjall (sginy

B33nall gjlaell 839giall O3l 2o doild 2130 -

.2)Bell i (Ju2idd) digSall U3lalg ajlhall (Jauals Jgaa -

Output data

£

Door clozed A
Door left open 3
Door open

[oor opened unauthorised
Host communication down
Host communication ok

Input activated

Input dizabled

Input enabled

Input normal

Input open tamper

Input short circuit tamper
Output reset

Output set

Output ] Opl | Description Param11 Faraml2 | Op2 1 Description Farameter21 Farameter22
o7 Dioor open 10b, DM 106 NORMDO...
07 OF  Door closed 10b, DM 106 NORMDO...
o7 OR Door opened ... 10b, DM 106 NORMDO...

=1
2
i
_J o7 OR Door leftopen  10b, DM 106 NORMDO...  AND  Door left open 10b, DM 106 WORMDOOR, ...
x|
[Z]
]

digee O3la dbuwlgs lghsini piuw Ul ajlall (ugsi
(o ddhio Olegano gl 4338 O3la dbwlgy lglisids iy Cuny odel 85 sanll ajlanll (JgSi eliSay
RUNEN]
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(solell dajlall gpo (4o ST ol hjao san -

Al daild (o dla s3a -

2Pl gle Al odm Jlw)) lgisey o3a0 dla) cdi Ollec of 8jgal 8ac sgag Jla 9 -
E Gila G lapiidll 2ég 18 geSaw
jleall 2o AlaJl elly sano apae JSI Jaae <Ll (Al (598 Lagojo I3ai 4ail gl) 21 (599 4ail
VWl Je3l 85Lbdl (Jlall Juw (le) Gwidllg (Jg3l Jaaall AMC (Jlall Juw (le) Jo3I
(Ug3l

E =it ﬂl Operandl | D' escription | Faram1 | Faram 2 |

04 Cutput zet 00, AkC, AMC 4452 | Out, 07, AMC 4472
jlas USJ Lahio OR (ol 2o ol izg doilall ()] 63aall &l Jai o 2l (599 yaill
(AMC (alae gros (JUall Juw () Culo

Exit ® | Dperand] | Dezcription | Parami1 | Parar 2 |
04 Cutput set 00, AMC, AMC 4452 Out, 07, AMC 4-wf-2
04 OR Output set 00, AMC, AMC 442 | Out, 02, AMC d-a-2
04 OR Output set 00, AMC, AMC 442 | Out, 03, AMC d-a-2
04 OR Output set 00, AMC, AMC 44442 | Out, 04, AMC 4-442-2
04 OR Output set 00, AMC, AMC 4442 | Out, 05, AMC 4.2
04 OR Output set 00, AW, AMC 44442 | Out, OB, AMC 4-4-2
04 OR Output set 00, AMC, AMC 44442 Out, 07, AMC 4-4-2
04 OR Output set 00, AMC, AMC 44442 | Out, 08, AMC 4-4.2

.3alg OR jlaial (J] O3l dac (=i (Sws —

E wit ﬂ Operandl D ezcription Faram11 | Faram1Z |

04 Clutput zet 00, AMC, AMC 402 Out, 07, AMC 44002

04 ] InpLt normal 00, AMC, AMC 402 In, 07, AMC 4-07-2
R Dioor open 0Ba, Tirnernagrm <4 s

:LAyl @ diSweo AND 20 OljLaisl|
(s)Lisl 3gac (9 oyaai (Gupb (e JAT byl lgd] WBlajg Layl o dimo A1 09Si gl Ly -
1 (899 1aill (@b (e dolzall AL lglusgig (spal Ala syoai iy el oy -

Exit & | Operandi | Drescription I Param11 | Param12 | Operand2 | Diescription | Parameter2] ‘ Parameter22 |
04 Output set 00, AMC, AMC 4442 | Out, 01, AMC 4-w/-2
04 i3] Input normal 00, AMC, AMC 4-w/-2 | In, 01, AMC 4-w/-2
m- 0R Dioar open 0Ba, Timemarn <oy AMD Dioor opened unautharized | 06a, Timemam < s

1y Lleuis]

B

aro JS J1 OR bbb 128 (ju=i (1S

.alalsy AND aalg bpb bub JSJ oSy ol (S

(531 )] Olilacg jgadl asen ] lginel LAl Sy Sl ol jlga (] Wl (el sy
(WAl sgac 9 (=ell Jaswll soa -

Al . _ . . _
§99 aill Buyb (e s9agall Cudill Gldacg Bjgadl gras) Wla)l odw L] piy -
2ol Cloleo (Jya=i
doilall 9 powdl (Jyi cliSey
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Olilacg 8jgadl (=i W51y iy «diyeoll Al lgeo (§ilbii 28 Cudi Oldoc of 8jgal 5ac 3gag 20
gl 132 (0 (Jo3 Gl

Uaaw (JUal Juw (le) 8jaadl jolai (AND Oljlais3l go) Param21g Paramil (s ga=l 9
ByUb] (JUall Juw (le) dola cli Ollec (le Param22g Param12 (5l gosll (sginy .(AMC
(G538 ol (Jasall

Uaw Gle) Cudi Ollac dac of (alpa3l/Jlo3l Olagl (Ul Juw (o) djgal 8o sgag Ul (9
ge2ll 13 ] b W1 =T Guglall pbgoe oy (85148 8jgal dsasio iyl «(Jlall

E uit ﬂ Qperandl | Dezcrption Faram11 Faraml2 |
04 Output zet 00, AMC, AMC 442 | Out, 07, AMC 342
n4 0F Input normal 00, AkC, AT 442 In, 07, AT 44042
04 oRF Diaar open 0Ga, Timemarm <o sy

O] (sl douwio dail8 jogb (L] (5981 Jj B8] L] sgenll Jlas] (598 agajall yaill (soés
dalsoll dallo

Exit | Operandi | D escription I Farami1 J Faraml2 |
04 Output set 00, AMC, AMC 44052 Out, 07, AMC 4-/-2
04 OR Input normal 00, AMC, AMC 4-/-2 I|:|-| f-‘-.ME-#WE

04 OR Cioor open 0Ba, Tirmemgm = o

e .-'-‘-.I'-1I: - 2
03, AMEC 442
04, AMLC 4-/-2
05, AMLC 4-/-2
OF, AMLC 4-4/-2
07, AMC 4-w/-2
08, AMLC 4-w/-2

(Hogexll 9 U3lBsYI Cyaai (J] Param21g Paramil (pyogesll (8 GBS jusi (59§
:Param22q9 Param12

E «it ﬁ | Operandl | Dezcription | Faramn11 | Faraml2

04 Clutput set 00, AT, AT 4-404-2 Cut, 07, AMC 4402
04 0R Dioar open 0Ea, Timemnanm <4 U e

04 OR IrpLt momal 01, AMC_ 10, AMC_I016_002 1 In, 07, AMC_I0TE_002_1

1 loub)

J :

.Param22q Param219 Param12g Parami1 s sac3l (J] duuily bad (jSao w3l 1o

Hirgo pai 3 (had salg Jase (eSH v (JUall Juw (le) a1 Oljla T s9ag pac Jla (49
Hwai i (JBodl 1o le agojo JSuiy jaill @i 13] . (soledl gl Jganll aran ylaig yuglall
.8 3all ddac (po oS Al 2ipo0 polasg 83 yol &l Lle elld

®

2Bl (a2 (8 Lol U1 O3l Bia
(&ailall Yol (398 Bgaje 1jai yaill of) '>' 1 (598 Jaill (Gupb (e 5 anall Ol A1j (3Swy
293adl ously elidlna) &) 2130 jelayw

(Gl LS 50 LIS Lg83a Maic (3Swesd apiny bozio O3la (g1j8] i 13]
101 Ba9 yail i (0pl sge=ll L6 JBs] 5T sl gy (s Jlodl) Je3l dajlall Jlas) soa -
) ) ) L« '>>!
Ug3l o3l (398 lhgojo ljai yail of -
Ll LaiS| (16 Lgdlay) of Winll dulac wuST cliShy .daliio 5360 jolai -
O3l ol gran Wia oy S (] el &gl daio 8360 jelaiwd (O3l dloc ©asST13] -
(3 wal) had saaall ol gl (pei wal) dijiaall
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T (599 3ail OP2 sgasll (,6 AND (usiisill (Jole dbwlgy (,Jg3l W)l Wini 48Ls] UYla & 3a)
AND &l 5gag Jla (6 bhad Waii (jgSy (s3] 1 "aphall &ode" )j (599 yail @i pawll ,8 (j S0

dlaJl hng

lgangg lgegi pdyg yaaill dlall O3l gren (e dole 84lai JWI Jgaall jagy
dailall Gle jlugdl ] ppeill Lgy] jUi - LAT Olelsell 0do e @l doflall Jaa (59iny

Guogll| gill aladl
€
593 JAao 1 baiio Jasall
59N Jsoe 2 sole Yoo
doglaay (gSJ o lae Jase 3 Jasall 85515 pas) il
doglaay (neSJ o lae Jasw 4 aialb wedil Jlas]
8ol adgei dlawlgs oo Jase i =] | 5 Uasall Juasei
a8l adgai dhwlgs Lo Jaso byiii| 6 Uasall (S
el apall gudg (oo ajh0 7 arall Qu=i
Gl Jasall pug oo Jaoo| 8 arsall (uei sale)
Wl @by (Jaaall GID 9 agioo wlJl
wWl @d) (Jasall GID| 10 Glso LWI
(9) "agiso WI" gBo oy oWl p8) (JaaalI GID | 11| oy apao pe JSuiy Wl aid
oWl pb) (Jasall GID 12 Agice Wl Wi @i
Gilall glgic| 13 dadlo aio yglaj (5ylall
Ugooll
Gl glgic| 14 Ugogll yad)y ek (s)lall
083l Cubgll adgai| 15 I (18gll a3 gai
Gyl glgic | 16 Gyl el
| 17 AMC J wcs
—| 18] aladl/JlaoYl dagly wels
106 dyjlayl @8lay Jasy (531 AMC jlgal | 19 d8lall glaail
1had d)laydl @8l (Jasy (s3] AMC jlgal | 20 a8l 839
-] 21 s cawaall (Jasl
—| 22 Ubso causell (Jlail
Gl Olgic | 23 Gyl (o @l
dnglll 8)| 24 LAC (o &l
d8ladl diblpo dabg «(sylall Glgic | 25 dSlayl du8lyo

2022-0915.0.0.1 |

Software manual

Bosch Security Systems



Access Management System V5.0 ar | pSail Glaag (pgsSi

63

) ) 2Jloll (2gsy

) GUI ajlael) bgpid] cayyei Sy (sl Gu=ill 2o gl wlg3l adlai go OlWWII Gu=i wila ]
B30n0)| daleall a8 apiall bl eiswd dogpid] odm Choa 13] .oy lgapasi el

Wl adgail lginei Sy GUI Ol plee JSdy -apaell pe disii i (531 Lo a7 O woy
Olgadlg 8jgadl JS Oljlb] Gubai (1Sey Al 0dm (8 ) dsyli] 8s1ya)l Bjgalg (wlglg ano
AMC jlgoy dgwgall &4Spall

dawlgy lgheii way Loyl jlaa J] W) gl digw gl dypay 5)Ub] sgag Jla (8 «JUall Juw (e
3o (i i) g apao pe JSuiy ol aidg Jasall 8451 pas) wedil Jalaoll OljLb]
Sbliall dgagll apro J] Uslaall gl Jasoll
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E xit ﬂ Dperandl Dezcription | Parami | Faraml2 |
4 [nput ghort cir.... 00, AMC, AME 44042 I, 07, ARC 42
! oA Coor opened ... 0Ea, Timemam L M s
1O ool (S Jlo
Exit | Operandt Description Pararn11 Pararnl2 |
n4 Input hort circut tamper 00, AMC, AMC 442 I, 07, AME 44842
04 R Input zhart circuit tamper 00, AMC, AMC 442 Ik, 02, AME 4042
04 R Input zhart circuit tamper 00, AMC, AMC 4402 Ir, 03, AR 44042
04 R Input hart circuit tamper 00, AkC, AMC 442 I, 04, AMC 4-40-2
04 OR Input zhart circuit tamper 00, AT, AMC 442 [, 05, ARME 44842
n4 R Input hort circut tamper 00, AMC, AMC 442 I, OB, AME 44042
04 R Input zhart circuit tamper 00, AMC, AMC 442 Ik, 07, AME 4042
04 R Input zhart circuit tarmper 00, AMC, AMC 442 I, 08, ARME 402
04 OR D'oor opened unauthaorized 0Ga. Timemam
04 OR Door opened unauthonzed 03a, Entrance B:B REVDOOR, Revaolving Door

85 3a0)l Olwodall (jy (Jlo
US Gusi axy drglholl e Sluodoll dljl gl 1§99 Jaill puodo JSJ salg Jlo] slis] pi

1O luo Mol |
E xit 1,",. | Operandl | Dezcription Faramn11 | Fararnl2 |
04 [riput ghort circuit tamper 00, AMC, AME 42 I, 07, ARC 4442
04 OR |rput short circuit tamper 00, AT, AMC 442 [, 03, ARC 44042
n4 1R [riput ghort circuit tamper 00, AMC, AME 42 Ir, 05, AT 4442
04 0R |rput short circuit tamper 00, AT, AMC 442 I, 06, ARC 44042
04 aR D'oor opened unauthorized 0Ea, Timemgm
04 0R D'oor opened unauthorized 3a, Entrance B:B REVDOOR, Revolving Doaor

jlaa (I @y Jlugl Ul e Gle o3l llaf 13] aylao 5c (le lgwai Bgplall Cauds (S
:dypoy B)lb| (J] 493U duigwo Bylb] (] bo.1| Cadal 13] cauai &bgll (_,9 (H,A.Jli
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E xit f",- Dperand] Dezcription Faram1l1 | Faraml2

n4 [riput ghork circuit tamper 00, AMC, AMC 4442 In, 07, AMC 44082
n4 0R [niput ghork circuit tamper 00, AMC, AMC 4442 I, 02, AME 4482
n4 OR Irput ghork circuit tamper 00, AMC, AMC 4442 I, 03, AMC 4442
n4 0R |nput shork circuit tamper 00, AMC, ARC 4004-2 In, 04, AT 44052
n4 0R [riput ghork circuit tamper 00, AMC, AMC 4442 I, 05, AMC 44842
n4 0R Iriput ghork circuit tamper 00, AMC, AMC 44042 I, OB, AT 44082
04 0R [nput ghork circuit tamper 00, AT, AMC 4-4-2 I, OF, AMC 482
04 5] [nput shart circuit tamper 00, AMC, AMC 440/-2 I, 02, AMC 4052
n4 oA Door opened unauthorized 0&a, Timerngm EEa Il

n4 0R Croor opened unauthornzed 03a, Entrance B:B REVDOOR, Revalving Door
0& Irput ghork circuit tamper 00, AMC, AMC 4442 In, 07, AMC 44042
05 0f [rput ghork circuit tamper 00, AMC, AMC 4-4w-2 In, 02, AMC 4-8-2
& 0R [riput ghort circuit tamper 00, AMC, AMC 4442 In, 03, AMC 44442
0& 0R Iriput ghork circuit tamper 00, AMC, AMC 44042 I, 04, AT 44082
1] 0R [nput ghork circuit tamper 00, AMC, AMC 442 I, 05, AMC 4482
0& 0R Irput ghork circuit tamper 00, AMC, AMC 4442 I, OB, AMC 44442
06 0R [nput shork circuit tamper 00, AMC, ARC 40042 In, OF, AT 44052
05 0R [riput ghork circuit tamper 00, AMC, AMC 4442 In, 08, AMC 44482
0& OR Door opened unauthorized 0&a, Timerngm SEa Il

a7 [ rput ghork circuit tamper 00, AMC, AMC 442 In, 07, ARMC 4482
7 0R [riput ghort circuit tamper 00, AMC, AMC 4442 In, 02, AMC 44482
a7 oA Iriput ghork circuit tamper 00, AMC, AMC 4442 I, 03, AMC 4402
07 0R [rput ghort circuit tamper 00, AMC, AMC 4442 I, 04, AT 4482
a7 0R Irput ghork circuit tamper 00, AMC, AMC 4442 I, 05, AMC 44082
a7 0R [riput ghork circuit tamper 00, AMC, AMC 4-4w/-2 I, OB, ARMC 4482
7 0R [riput ghort circuit tamper 00, AMC, AMC 4442 I, OF, AME 44482
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Description Farar 1 Fararm 2

Input activated 00, AMC, AMC 45082 In, 01, AMC 4-4/-2
Irput normal 00, ARC, AMC 42 0 n, 07, AMC 4402
[nput ghart circuit tamper 00, AMC, AMC 42 0 In, 01, AMC 4442
Input open bamper 00, ARC, AMC 42 1 n, 07, AMC 4472
Input enabled 00, AMC, AMC 45082 In, 01, AMC 442
Input dizabled 00, ARC, AMC 4%/-2  In, 01, AMC 4-4/-2
Clutput zet 00, AWC, AMC 44%/-2  Out, 01, AMC 4-w-2
Cutput reset a0, AMC, AMC 442 Out, 07, AMC 4842
Droor open 06a, Timemgrn 4 1w

Door cloged 0Ba, Tirmerngr £4 1 3

Croor opened unauthornzed 06a, Timemgrn 4 1w

Droar left open OBa, Tirmerngr £4 1z
Feader shows access granted Th-Reader [M
Reader shows access denied Th-Reader [M
Time model active 000, <Mo time model:
Tamper reader Th-Reader [M
Tamper AT

Tamper [0 board 00, ARMC, AMC 4402
Power fail

Fower good

Hoszt communication ok
Hast communication dowe

@8 plall Olanoll wygy (8 GlLBI] 3yaai

WJalaall slisi] iy Lalla AMC-EXT gl AMC jlga e &luodall (puei dxéyall & lanall Loy oy
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AMC 4-H4| Irpuats I Outputy ~ Terminalz

Signal allozation of AC 4-84" with 12 zignal pairing

Board T.. | entrance [nput zignal entrance Output zignal
aMC 4-R4 01 DM 0la Dioor contact Dk 01a Releaze door
AMC 4-R4 nz

AMC 4-R4 03

AMC 4-R4 04

AT 4-R4 3]

AMC 4-R4 1]

AMC 4-R4 07

AMC 4-R4 na

BPR HI 1]

BFFR HI nz2

BFF HI-1 1]

BFR HI-1 nz

J | i
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Arming area: |4
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DM 14b Alarm system Terminals

Authorizations
Name of disarming Name of the arming
authorization: authorization:
Description: Description:
Disarming Procedure

With card and keypad

(O By card alone

(® With card and keypad
(® Confirmation key + PIN code
(O By PIN code alone
(O By confirmation key alone

1, Press confirmation key '7'.

3. Present the card.
4. Enter PIN code.

6. The alarm system is disarmed.

2. Press confirmation key 'Enter’ or #.

5. Press confirmation key 'Enter’ or #.

7. The door is cycled automatically.

Confirmation can also be given by an input signal (e.g. from a

Automatic door cycle: key switch).
Arming and disarming
Output signal with a 1 sec pulse:
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PIN jojq osST PIN joj +
.PIN jojg d8lny plaaiwl |O.QJ.LLQJi d8oslao OBl Llola (le (=i oW yj| joy dowlgy
b&d PIN
alidog dblny plasiwl |0.Q_LLLDJi dolae OBUYI Globs e (u=iy Lol yj| alice buwlgy
VST bad susll
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I-BPRK Options Door control  Additional settings  Cards
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Description:  ||-BPR K

Division: | Common

(o WSl (1o o=y
185n 16 ()] Wya

Type: |I-BFRK ~
Activate encryption: Supported only by QSDP w2 readers.
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I-BPR K Options | Door control I Additional settings | Offine locking system I Key cabinet I Cards |

PIN code required: IEI = PIN code tumed (;I

Time model for PIN codes: |<m time modell=

Mz, time for aming: (50

Access also by FIM code alone: [
Reader terminal / bus address: |-| ..,.I

Aftendant required: [

Membership check: ||:| - hio check,

Membership time model: Imo time modell=

Group access: |-|

Deactivate reader beep if access granted: [

Deactivate reader beep f access denied: [

VDS - Mode: [
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[-BPRK Options Door control  additional settings  Cards

Reader blocking:

0 = Reader is in normal mode ~
Time model to block reader: | 2na time model =
Office mode: []
Manual operation: []
Chedk time model upon access:
Additional verification: [ ]
Host request timeout: 1/10 =ec,
Open door if no answer from host:
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@oLsl Olalac) 1G5y (uesi
[-BPR K Options Door control Additional settings  Cards
Access seguence cheds | (] - Deactivated o
Time management: [
Double access control
Enable: []
Door group 1D |:|
Anti-Pass-Bacdk timeout: minutes
Fandom screening
Random screening: [
Screening rate: |:|
Timeout random screening: I:I Minutes
REX button active when IDS armed:
Read permanenty:
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WIETK Reader I Options I Door control | Additional settings I Offline locking system I Biometrics I Key cabinet Cards I

—Card validation
Metorized card reader: r
Withdraw card: v

Triggering criteria:

[ Blocked card

[ 1Wizitor card

[ Card iz blacklisted

[1Irwalid tirme model

1 lrwealid areadtime miodel

1Mo authorization

[ Always collect

] Callect visitor cards an collecting date

1 Collect wisitar cards on last day of walidity

] Collect ather cards [no visitor cards] on collecting date
[ Collect other cards [no wisitor cards] on lazt day of walidity

1 Time model defined and invalid, independent of access and reader parameters
[ Area/Time model defined and ikvalid, independent of access and reader parameters
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Al

il ggi Wolpo im abgall dygm (duay)l wlwd :dlaade

(o B33aall (nabgell Gjse Jgaa ol Ilue 33a0ll (rabgell G¥jee Jgaa 8 .1
Ueaidd] goil dylaall (Glodl Laypei taloe puwl sgoc (9 83gagall Al san (o sdiuwall (Jid
.Ualhall

. ouiol| dailall (po oddd (jlol Laspei talo soa .2
pasd (lol ayyei cale wlbii il polab3l glogil gran go slpadl 3o )i -

O

Cbilises han) (has) (G sail 3

(rabgell GLW jlga Ol (_,s (reSUl GlghbAa

Olel wayyei cale plaill (9 lodlis] ey GUI 6aaall golaub3l Olaw Lali s ewall 3o abg
g ol yaddd] ggi JYA (o paid

Jlgall Oleyjo Uljluo

Lo Lubdl < (uabgall GlUly < duuiyl daslall -

Uo b3l dcgono < (rabgoll OLly < il daslall -

pasiidl ggi Wolpo im abgall dygm (dyuay)l wlwd :dlaade

a3l

18.4.2

18.5

Bosch Security Systems Software manual

2022-0915.0.0.1 |



128 gl (sgiwe B)lal (pgsi|ar Access Management System V5.0

Olel wayyei calo 2o lghy) i il golaub3l glgil 3] (ygifey ¥ plall laide of go 3ST .1
poiuidl ggi < pUaill Glily < dui Pl deilall jlgall gipo (9 yaiub

G99 Jail (o Laubl Claw <lis]g yolaub3l (lol wayyei Glale by Jga Jpolai Lle Jguaall .2
AWl Ol

axl
127 dadiall ,pasis g9i) paids (lof aypei calo =i~
169 dasnll ,(usbgall Olily 6515]g Liv] -
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AMS plaaiw3 Milestone XProtect (pgsi

do Jdall

AMS (s3) Jgogll 9 pSaill Gljre plasiwd Milestone XProtect (ngSi dwassS Juall 3o abg)
Jwp pi AMS (J] jolg3lg &laa3l XProtect pola (le iib dislg AMS 0)8g) (L] (J§Se Jwp
XProtect (J| ailil

- lg

AMS XProtect

=-[]] =

=-[]] =

;W1 sl lgisgi Uslpe 3 (bo (nesill wally
XProtect psla (e dolall AMS 85l Cuwdi -
XProtect pola (le OLAYI AMS (j§Swe Qi —
XProtect (gubi (Jalo AMS (pgsi -

19

!y loab]

daliso joloo (po &8sl OligSell Joinall (88161l poc

caud | 1ag) . pa=d| lpasy (e bl dgjeo Cuud LQJT L,ST «dpono Cuwy Milestone XProtect U laalo
lgilesig NET (o dalide Oljlauol &8ls] OligSe sac (Jusubhiy Crad 13] golpll 9 slaal & anj 38
Ugsall gm (J1S 13] had AMS (§ala) arauall <1331 BOSCH (pouai ()1 (35w XProtect pala (uai (le
V7] IRVEV | TN

daw LS| b g il

‘Uahibg CHS AMS -

. oAl yiguestl of dwai yiguesll Lle (aApdg Ciiis XProtect  —
OB NS (Jy daSub Jbail dagy -

XProtect pala (,lc dolall AMS &0 lgu Gy
aliAs Fouas Gle Jozy AMS (1S 13] 3] Uglho (3gSy ¥ slpadl lam (jf kind

AMS psla (o dolgidl walo awil .1
C:\Program Files (x86)\Bosch Sicherheitssysteme\Access Management
System\Certificates\Access Management System Internal CA.cer
XProtect posla (J]

Bolghidl calo (§99 lhgajo 134 yail XProtect pola e .2
83 lgui| alleo sglipg

B3 lgid | slpiwl ales jglauug

HWI (G99 jailg paiall 2990 dawvg Gloall jlgal soa
wUlalgid] gros @i6g saa

oo lmiwl (g9 4ail

891go (599 jailg dégigall jiaall Glslguidl saa

No o~
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W Gg0 ail .8
slgi] (509 jailg Ololacyl ailo galy .9

XProtect p3la (le ,8LsYI AMS (j§Se i

slacdl walo Awil .1
AMS XProtect Plugin Setup.exe
XProtect psla J| AMS Cwdi bilwg (o
XProtect psla lc walall 345 .2
a3l alleo jelauug
B9 yail i il 9L AMS XProtect (j§Sw (le dolle g (o RCYFPRY RV NP9 9 3
dsyliall s S 13] &8 Laidl Jors) Joud (399 4ail .(ilelll padimell yaiy 48lail pgliing
01031 jluall Joral JWI (G99 jail .93 (J§Swll ale3 1 Gyl jlwe plleall yoy=y 4
WI (§g8 yaill (b oHiugUal,ﬂml ql
9LbYI AMS XProtect (3§Sw Qi cliig le dil dleall 354y
Qi (§99 yail .5
~lail (599 Jail o dlaiSall Cuiil] dlac wuSU plaiil .6
.Milestone XProtect Event Server 5lowo)| Windows doaa (Jyodi ocl .7

XProtect (gubi Jals AMS (pgSi
Ugwgll ;9 pSaill < padiall (ugsil (J] Jaiil XProtect 8)ls] Gubi 6 .1
et da cbiti] s 3a @i Jguogll (9 pSaill (599 gl yuglall jj ail .2
ALY 3Swll dlleo selorwg
:LOLYl 155wl pllao (9 AW Glogleall Jaol .3
XProtect plai (lc 5831 oS! (je ojuall 13w AMS-XProtect (Jo 81 cawg ipwdl -
duwaj
9 Blio pw3l 3o (JgSuw) AMS - XProtect Plugin:(JolSill (9LSRI j§Swall -
(alaiy GOSN ()5Sl Cuudi sey & auwial| dojlall
/AMS API: https://<hostname of the AMS system>:44347 LSl dylgi dbdi -
AMS API Culi ade s aaall us1ji83] daiall 44347 sgag () S
Usad) ©lg3T U831 (e elloy (s31g AMS (Jsiiay o lall psaiwell puwl :siirell pawl -
Agin=i piww Ul XProtect OlpolS (J] &80l Ulg3l
Uil @ lall AMS jgjo dalS :(J2uitell jgpo dalS -
S @Gg0 yail .4
Ul Ugogll 8 pSalll polic spuy o disaa (s31AMS polay 83 AMS (5§30 (baiuw
(U3lallg Glaal Jolglg polgallg Wlangllg wigidl) lgadiisy
AW @G99 4ail qoasill boypi Jlaisl sic .5
Gl I glid] alles dndw jolaiw
daild 9 Jogooll blai (J] Olpe Sl &il8 (o GlpelSIl wawl (wlgdl go GlpelSIl gl)8Y .6
.ulgs3l
S @G0 yail slgidl sic .7
Jaan)l 8 dalai aic 130U Jwpg (gSill XProtect baany
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Otis Compass a0

do adoll

3)l3] Gle pUadl 13> (Jo=y .Otis Elevator Company (o Glgagll 8)la3 plai (jc 8juec Compass ()l
15U pailgag G dgwoll (o lgisly in WS sclaall Jlw)lg aclaall (Jo 8552l Glegoso

of Llel Gl Gle baall ] dalay QISP sy o) dyjgpall OLLWI pogilg .6:lasll (jo (Sao jab
@108 ailéo dag) ol Guoll &bl of GBI ()8 (53 paleng Ugrllay b «Jaw

Olly (e il .3l (sgime 850j J] Bosch (jo Jgwgll (18 pSaill daliil 2o JolSil (598

(53531 Olgagllg peljlio @ilgh (J] b:lasy LISYI Jai iy «Jaedidll b Gbgll adloig pm o leicl
QB PL Aol igaill ayyei Glalo (9 d3gagall pe @Gilghll Gllb plaill Jisy (Vg .lg) agowell
(Il GBgll adgai gy podl (o Wbg (L9 gl

Compass plsi 8jgal baglgib
MAC 83ag &uni Glgime 3 (o oym gy3iS Jawdl (J] Le3l (o Compass plai 6jgal (1gSi i
Jleall jpno (8 Baalg

(Otis Compass) :(Jg3I (sgiuwoll EI--E_E DMs
Compass plsi JS (1Sl .S lgagll 8)ls] ol =l MAC
acbaoll (o Glegano 8 (] Uy bo 8)19) =-{gg Otis Compass

g (32lghll dcgoano G laleoll {4 Otis DES Group 2

g aSwidl (pglic =-{jig Otis DES Group 1

Jyiojl Jgollg 38liall pld)f ﬁ'ﬁ Otis DET+0F

-{fjg Otis DET+0R

) ) -{jig Otis DET+1F

(Otis DES/DER) :(,iliJI (sgiusall {0 Otis DET+2F

314 laio US pv iaclaall g0 Olegono 8 4yla) -{fig Otis DET+3F

Jlaa 0o (384 salg abio (DES) deagll JUio] {fi5 Otis DET+4F

Gl2d (ujlea ol salg (les [ Otis DET+5F

Gile solwall 130 Gaudly 38 el S (e oglle ~{f Otis DET+6F

tjgal pwl QU= (Quuaill a8l aaS (Gu)jLial {5 Otis DET+6R

(DER) dgagll JWas] aungi 8olel ~{§z Otis DET+TF

degono (JSJ danlg degooso Wyeo 1O leleoll ﬁ'ﬁ Otis DET-1F

ebas -5 Otis DET-1R

Jlea US) 2alg P glsie {jig Otis DET-2F

LS 15] log acbaall wlgl 20 @Gilghll Jgoa
egasll Jgogll dalie sodel Gorll 2yl yoy=
duianiso MAC daag (,lc Otis Compass p Uil
Otis DET :¢J i1 (sgiwoll aalg DES lop sy 83alg sclao degaso
(DET) dgagll Jlao¥ &8 )l Olanall 83alg JSJ (DET) d8lall Gllasall o sae
8b dhso JSJ aalg IP (lgic :Olalaall | Gl 8 Rl F g7+ (] 2- Go Gl ) lglo
sebiaall wlgil 2o lgd] Ugwogll 1Sy (81lgb -Qaldll ol duolodl Llg)3l
.48 dano (JSI

Ugogll 9 pSaill plai ;9 JolSill (le dole 64k

USui leauog pipw U1 AWl Jalpell ;6 Compass aosy Jguogll (8 pSalll plai glggue pgd,
i)l 9 AaY (hado

Jlgall jya0 ;8 Baalg MAC 8aag (lc Compass djgal (ngSi .1

Jjiall @1l Jio @8Uadl Jola) Otis 5 dwla yaiload) damie Joan (ugSi .2
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igno acloo Olgag U] Ugwgll eSat (U1 igadll wayyei Olale U] .3
Guwliall Ollagl Glols (] Urgadll wapyes Olale (uei 4

jlaadl jyoo ;9 Compass plUsi (pgsSi 20.1
jlgadl o (-9 Otis Compass plai (pgSiy dalsiall Ulghall pwall 3o awny

JlgaJl 23y0 jluo
jlaadl Ol < (posSil< duwi Pl deilall -

Compass pli slac] :1 (sgiwall 20.1.1

Compass plUai slac] :1 (sgiwoll slpal
Jlgal jpne 8yaub by ddypb (L8 dyglhall MAC Bang saa .1
Aoy Giode yailndll dnaw (Jedli 33 aa Otis Compass saag (a3l guglall jj jail .2
Otis Compass -
@ilghll -
Lo lginei iy GUI droml 4isSIl Uleleol| Otis Compass yguill dodlc (_,J.c 3
(o_;.ea)“ By (9 polay Ol way s pw3l) pawl
(o (haly canio @Sub @8l lc «Compass plail JUaill sy IP (jlgic) MAC IP (jlgic -
.(MAC 20 Compass plai adJia
Agil3 aay MAC 8aag) IP (jlgic puy 13m :dkando
(Codd)| dglac (9 doodiuog daipo pLwddl CilS 13] had) paall -
.paniiall Liall pesll dawlg) opusi elio wlb ol bo dwsliodl lgesd e Olaleall (8L il
(W Jgoall (9 paise JSiy lgang pisw

wuogll doyall dolooll
duslyis |

saziall Cwl dcganal IP (jlgic 234.46.30.7 MC dcgono (jlgic

sa=iall Cul 38l 48307 | ou=yl DES/DER jlga) MC daio

47307 | (laoll DES/DER jlga) MC laio

DERg DES jga3 UDP 34lio 46303 | su=y| DES/DER jlga) UDP daio

45303 DES/DER jlga) UDP daio

Glaell

DET 8jga3 UDP 38lio 45308 ag=y1 DET jlga) UDP daio

46308 Glaal| DET jlga) UDP laio

Olgi 5 (TTL) samiall Ewl <lay 80

0dm (i . Obal Ol (o Gdall jlade paalg auli Sl o lé
&l T "o jleadl OF (5831 8jgadl) SljLbYI

Jlicl (Ju8 lehgai Sy LUl Olall sac 3| aslall Olal sam) (0dSl sall
Jozll (e labgio jleall

daalg auli Alwyl dgo

3 Alwl 8ay33a)l O3glaoll

Galghll dcgene pusi (§49 4ail (ialglll gy dode e .1
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Otis plj aclno Ulegano (Jub (1o lgayadi wglhall (Gilghll Lle3lg a3l pld)3l JasT .2
.Compass
127+ J] 127 (po a3l Glaill aglyy -
Olpsill laan) (lhas) B @99 jail .3
DERg DES &jgal caclaoll Olcgono :2 (sgiuwall 20.1.2

(DES/DER 5jgal) aclioall Glegono slac) :2 (sgiuall =lpal

do sd.0ll

simla gan Sy o3l pj) 13]g .oclao dcgano pay (531 yiguasll gm (DES) dgagll o] pola ()
nall jolad &4lSw] 2o «(blio DES jlga (9 duasio IP (nglic 2o (Jul=d DES

dbhaj sic DET 8jga¥ aoung aclnall Ulegono (Juogl (DER) dgagll J o] dungi dale] jlga pody
e 3. Gisall (8 @b (53 dgag)l Ollb Joud dma gl Jlall duw Gl isall (6 dSjiido Joao
asa)l jolai 269 (9 Ja=l DER (498

:8jgadl yaub (,9 DES &jgal L

jlgall jyn0 Byaib bye (L8 wollall Otis Compass saa .1

gy Glode (ailnall dndw (Jesii 3yaa Otis DES saag (pasdl guglall jjy jail .2
Otis DES -
Galghll -

4 Wl Olaleall (yic Otis DES wyquill dode le .3
(8jga3l 8aib (9 jaby (O Ly (531 pw3l) pawdl -
9 L&aY DETg DES bjgal (ngSi Wlgad Buwslg olail j8g; lngio drowi plai psaiwl
(oSl dulac
45 uad (e Bjlic jlgall wang ((s)Lisl) rawgll -
Olegano groa (13948 aunnall saell 1dm (Joal .10 (J] 1 (Jo arswo s oc tdegoaall -
(Y .13o Otis Compass plai (Jals (lg dwla)l DES / DER 6mi dlawlgs diumoll) acliaall
Banlg B0 (po JST dwai deganoll pd) podiud s 13] Wjlga OWasi han (po (Sl
3o DES jlgal IP (jlgic :Jg3I IP (jlgic -
i oy golall 1P (lgic JaoT ddm DES jlga) jjSo plgi sgag sic :GilWIIP glgic -
()] dglac (L9 dosdiuog daipo pLwdIl CilS 13] had) paudll -

LA Jgaas (Compass plai) 1 (sgimall 53 anall (Gilghll pyadi @iy «qdslgbll gy dode (le
Usaeill dble

:8jqadl 6yuibs (,9 DER &jgal -Liu)
jlaa Gl alizg 3 DER (1 g wuagll (8)lall DES 6jgal li] duyb Guais Uyyas DER 5jgal U] o
FWIIP glgic dolso qyo) sagi 3 JWlg «(Juirall jolas

dws)l (Gilgbg «ualag dwolol Ligsl 2o «(§ilgb 10 (o sclos dcgono (Gilgb ool JUall iy
(ogo=ll Jgogl dalie dwolw (g1lgbg
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oIS DES Floors

Highest floor: 7

Lowest floor: -2

Change floor range

Floor number | Name Description Frant door Front door publidy accessible Rear door Rear door publicly accessible
7| vIP Cx0 floor v N I I
5 Restaurant | Public v v v v
5 Offices-4 Staff Iv I I I
4 Offices-3 Staff v n I [
3 Offices-2 Staff v [ [ [
2 Offices-1 Staff v n I [
1| Conference | Invited visitors v [ [ [
0 Lobby Public v v v v
-1 Maintenance |Restricted v I ™ I
-2 | Servers Restricted v I I [

Wb pladiwl s2noll lgd ariy Gl G1lglall granl jLiadl GUls ssa pole3l Gl sgac 8 .1
o3l

USal gl palddl W sgasl dleos dayphy juiadl OLL saa .2

OSes Gl @1lglal) doylil] jLiadl GUla saa (ogeall Jgwgll aliall Lolodl Ul sgoc 8 .3
; 8 (sl 099 (o ] Ugwgll s2mall UIS) 2ias)

USel (] ipegazll Jguogll dalie Lalall Gl sgasl dilas daypay jLiadl Glls ssa 4

Gle sguall (o wjell @byl 0dm il dodle (e (Gilghll degase pusi (599 1ail (5ylial) .5
.Otis Compass (sgiwo (lc lginei pi Ul (G4lghll degono

Lizo 0l dyy slowl cawglly pawdl (s3goc 9 &l slowdl Jogiwl .6

il

Olpusill khaal (lhaa) Wad jail .7

DET 6 jgal :3 (sgiwall

(DET 8jgal) &8hll OlUasoll slac) :3 (sgiwall =lpa)

:do sdoll

jooy ol ddzall sleicdl GULy 6:1)a) (dgagll Jlas] JguasS -~ DEC pwl Lal b)=i) DET jlas g
2aall digls Jals ol (amaell Galall gl Golodl GWI gjla (u=o Gilb (9 DET guvg (3Swy PIN

16 jgadl 8yauis (,9 DET 8jgal «Lixi)

Jlgadl jpao 8yadb Ub)e (L9 wollall Otis DES/DER jlga saa .1

Otis (o Bayaa @b dbno sang (a3l guglall jjy jail .2
Otis (yo d19yb Olbao slis] daiiell 630U jelai -

13w DES/DER (e lgiygSi ;9 wep il Olhanall sae Jasl .3

gy GBI IP (lgic (po dsylyl &glaill soyan dyloy pud Jaol of dusljiodl uall Judl .4
plaill paay (o ©o)l 13] el syl jLiadl &la soa Bole dayll) (Sg dgilal (53 -
cgladl 83Lj (@i (e &b dhano JSJ 29 IP (lgic (ngSD
) ) (@91go (499 yail .5
Bjgadl 8yaib ;6 DET 8jgal (Jo wolhall saell slii] iy -
sl 8ghall L8 b3ysal of S lg vl IP (nglic 83bj @i -

DET &jgal (jugsy
sugl (lode DET jlga JSU yailiadll dado (Jauais

20.1.3
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Otis (o @djbll dbanll -
@lghdl -
;W1 Olaleall (jic Otis (po @wdphll dbaall woi dode e .1
8jgadl byt 9 jalay OF Loy s3I ewdl ol -
o pad (e dlbe jlgall cawg (s)lidl) vasgdl -
|3 DET jlga) IP (jlgic IP gjlgic -
4..1 :haddll gibgll -
Gl ol jjai f (asuanll WSy (o Olgagll &bjlall danall wllai S 2bgll 13 3aay
o il JWI Jgaall pasy .lginw (o (§aaill DES/DER

glull awgll| gis gl
2ainill
s
(L1031 GlLsdill gb9)l) (&1 UaJl 1
dalo slaicdl Gl C6lS 13] .PIN joj Jasy of oslaicl Glily wSIPl pady N
by $aind (8Lo] Yl b wSIPl sy plg dAllo PIN joj 1S 13] of
SIPL oWl "Ujall" @1l of w14i831 (81Uall DES (o DET
.DES (10 dgagll elli DET wlby 3aic (&lido dgag (d1lb wsSIPl Jasi 13]
(il .dgagll Gilb sy @ PIN joy Jasy ol oolaicl Olly WSIPl pody | J] Jewgll 2
.DES (0 dgagll clli DET &1l glall
deagll (] wad) ol Jgwogll (82 ales Ugwooll (19 Saill plai pgdy dgaall
.&ygllall
(ogesll Jowgll dalio deagll CulS 13] .dgagll (Bilb padiwall oy Jlas] 3
.DES (10 dgagll DET wlby 3aic PRI
Aginws (1o (@asill oolaicl Glly @yadi uSIPl (o DET wlby weld B4y | dgagll (3slal
dalo slaicdl Glly C6lS 13] .PIN joj Jasy of oslaicl Glily wSIPl pady (&1 UaJ | 4
ol (141831 (§1Ua)l DES (30 DET wllsy Maic (Ao PIN joy 1S 13] ol | ol Guoljio3l
ASIPL ol "Jjall" (Gulo diol
Jlislg s l1aad @ilall jLial jolai LSIPl (jlSwl 33 anall dlgall 810 JUA ©3Aiuall
.8aliro dgag | .dgagll (3slal

a8yl dbaoll 0dm 9 VISP OIas] Yo oo JLiAS] GlA Sas r@d o] OMaw -
Ol Jauwd

@8yl dnaall 0dm (e ayyei PIN joy plodiwl alowl odm jLiadl &la saa:PIN joy -
ad=all slaicdl @lje3 yous
Usouwi) (Jas)) jlgall gipo PIN d8Uny gqill (po (Juawill 6:14all 8jgal poaiwl :dlandlo
.48 1la)| Otis Glano (9 lgolsaiwd PIN jgo)

lgad 1Sy U1 OLE g3l sty gl adlai) alowd) oo jLiadl dils san:abgll adlai -
.83l danoll 1im ol adiwl

(o] dglac (9 dosdiuog daipo pLwdIl IS 13] had) padll -

830l (Glghll s 3aT i Otis (po dxdyll danoll (oilad dndw (,6 (Glghll Los dole (le
.Uso=il @418 L)a JgaaS (DES/DER) 2 (sgiucall

W8 el 3S o3l (3Sy @l 13] .E8LS auagi el 2 (sgiwall s anall drowil] plai J8gs () way 1dlande
cgouwill Ui JlaSY 2 (sgimall ] 83g2)lg cllac kan) (ogi
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@2lglall gy dode aiblg 8jgadl 8yah ;8 ojga oill SLILL Crad DET jlga S o3a .1
Gilghll Jgaa sy -

I DET jlga (o ] Jguogll 1Sy (galb JSJ jLuiadl &ils saa olodl wldl sgoc 6 .2

alio olol b S dayll jLiadl &ils saa (ogenll Jewgll aliall Loledl UL sgac ;6 .3
25y hod T 093 (0 ogesll Jgwgl

] egesll Jowgll susll Gbg adgai saa poledl wlll Gbgll adgai sgac (9 (lial) .4
@l ] ool oSy 3 a8 (JUall Juw (le o3l o) 13] (@ilall U3 8 Lolodl LI
podl (po digmo GBgl L9 3] Alio paboll

Ugwl aliall Lalall ull g Galadl Gl sgesl o3l pj 13] daylull Olghall Suaii S .5
(Galall oLl G8gll a3gaig (ogas=ll

(G99 jail .6

il
:Jlio

wlgiSlg @lghall i Il Jawall (15w Cua «(@slgb 10 (o sclino dcgano (a1lgb olsl Jlall (jiy
Vlgd Wlig (ubgll adgaiy subo pahall (G1lb J] Jowgll .dmsyl (8 Lolodl amaall UL (o
.aualallg dwolo3l sclinall

LU lpusill haal (laaa)

OTIS terminal  Floors

Highest floor: 7

Lowest floor: -2

Change floor range

Floor number | Name Front door Front door publicly accessible | Time model for front door | Rear door | Rear door publicly accessible | Time model for rear door | Description
7 VP v r r r Cx0 floor
& Restaurant v v Ma_Fr_07-17 v I Ma_Fr_07-17 Public
5 Offices-4 I~ I I r Staff
4 Offices-3 v [ [ I staff
3 | Offices-2 v [ [ I Staff
2 Offices-1 v [ [ I Staff
1 Conference Iv I I I Invited visitors
o3 - - - -
-1 Maintenance v [ v I Restricted
-2 Servers v [ [ I Restricted
- 1A 4 - . 3 . - . - . -
ULl (Jola) Otis 4 dwvla yoibod) duoivise (Jgoa (PgSJ 20.2

do ol
833a0ll Otis (ailna Jlas] Jsdiel (5Sey Cua damaall Jgaall el bis] daS pwall 13m g
M dlawlgy "Jjiadl" 13m ayani way .dusljis3] digag ol @8ladl Jola "Jjio" 13yaig (8 Uy (Jola)

:OlWilaal

Aclbaall degonn .1
Wl .2

Wl .3

Uil e wny (Jgogll (8 eSaill plai Jrac 18 @8ladl Jola) Jjiall @ilb ayaai sic il laaY
Jodall @b way ccuudl 13glg .0 W ((§slall cocbanll degano il yualy OLLII Jlo]
Jaw3l ] GLeSI (o oSy O bddyg «delypall L &MU daunsall

LolS GMUI Sl lanYl slisi] 8jgpay dalio OIS (1 asSl (@9lgo (599 yail

dole (e jalail gyl alin dwla Otis Oljla (sl J] a8LsYL «dyjgpall &M damiall Jgaall 53a
-Ugogll ;8 pSaill Jrac dgalg (o scboall Cygy

Ugéall 9 ACE/AMS (1¢S5 Olassi gal) cbamniall Jganll (eSi Jga dole Ologleo (e (Jguanll
(abgoll Ll dasioll
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Jgadl 21p0 jluo

diosie Jgdba < OllUa < (ugSill< duwi gl daslall

=1l

acbiaall Lygs dolle saa dumnioll Joinll ajla dadw (,8

sclao dcgono :(,)g3l diilandl

yaa JBo] Jaa LY p=i (399 jailg «ygull dodle (le da ;8 lAgaje 1jai jail .1
.Otis DES ayaai s s (Jéall ggi deilall (jo

Elevator Group Jasl éwoauill Jaa 9

Tab:Elevators 33a (9 ydye Wild (o

Uandl 13m gl O wiay Cun cacbiandl cygsi dode (le 13446 58g0 soa @ubgall dcgano (,9
.paaiall

o b wio

Uided! Gl :dulill dglanl

B3y diaunde (Joan iy (agaa Jda (§99 4ail

Uiell (dalb saa (Jaal ggi doilall (o

Home floor (Jasl «éuaauill Jaa 9

Tab:Elevators 33 (9 ydye dild (o

Uaall 130 joby (F wiay Cun acbaall gy dole (e 13448 8890 sua @ibgell dcgano (L8
Ldylud | aglaal asi oSy O way laill Glsde 18 (po pladiwdl Jrgud .pamsall

N

o b wio

agyl ub :dUWI dyloadl

Byan dicuaso (Jgbn sLind (ayaa Jba (599 jail

2911 Wl soa (Jball ggi dailall (o

Exit door (Jaosl el Jaa 0

Tab:Elevators saa ;9 ydpe doild (o

Jaall 1o jeby () sy Cus (acbaall gy dodle le 13,49 2890 3an @ibgoll degono (L8
Ldylud | aglaadl ani oSy O way plaill Glsde (18 (po pladiwdl Jrgud .pamiall

N

o b wio

OByl (lola) dwls Otis Oljlua

do adoll

UgaaS OliLall odm syaai @i 13] .&uwlall Otis gl ladg Otis 4 dwla &l OljLa duled 8gi
Glola) amumnll Ll wgs dole (le jLial OLIAS jehiwd acbaoll wgl dode (lc danio
OSey Maie . (go bl < (pabgell Glily < dwuil deilall) yolaubdl jlgall grpo 9 O LA
Joogll L8 ESaill plai L2 dbwlg) loayaai <l2l]g ooyaaj

.Otis Ugaio Wlsld¥ lAdg had OljLall odm (385

123l

byan dicuaso (Jobn sliid (ayaa Jba (§g9 jail 1

.Otis Olja saa (Jaall ggi doslall (o

.Otis (§ilig) laag gl Otis flag 1 JUall Juw (le ol elizows JaosT dpemil] (Jéa (8
Tab:Elevators saa ;9 ydpe dild (o

OTIS option 8 (,J] OTTS option 1 (yo Wlkall sal soa daulsgll ggi d&oilé (1o

WAl &l jlai O ey Cus (acboall wgs dode (le 1350 88g0 saa @bgell dcgans (9

B.o

oo r wio

Ul haal (lhaa) 99 il .7
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Otis .)_cl l l -“ s--g O)L.j. " mm 9' I -!

do adall

9 sclaall Ulgilg (31lglallg Otis acloo Ulcganal (Jgogll (§g8a (prosdi duausS s 3o oy
9 spal OWigai 2o lgmen aic (égub JiST dayplay ol Bpblio OLELaYl lola (J] GWgadl (Ju=i iy
OlBUadl Glola J] lginei Maic piy LUl (Jguogll taypei Glale

daw LS| b g il

dliao) acloao degano go JoiSo di] .jlgadl jpa0 ;9 MAC 8aag (le Otis Compass plai 3y aai @i
(lgs dwola)l DET sjgal dliao) wl+@ilb algjig (s yolall DES jlgay

Jgall 2130 jluo
OMigaill < pUadl OUly < duwgyl dojlall

lal

~aaa (rgad <Lind (ayaa) I;l B899 Jail 9l gnge hedi pwl sl (ugddll paul Jaa (8
.ad] sliiwdl Otis Compass plaj <lixi] i (s3I MAC wl 3aa MAC dojld (9
Otis s=100 gl dodc (§g9 }ail
drgadll ] gidls] 9 wey il claall dcganel DES/DER 53a Otis acbao dajld (9
(a8 salg DES/DER (le (sginy (of Jigadll Sl il land)
@2lebll sja L8 833a0)] aclooll degono (§lgb jehi -
Gl @ilghll el (8 Ulgdl sas (Bilglall sja 6 LAlA Ullg LoloSl LI (nogasll (& .5
ol 1o (9 lgisesdi Ly
pi baic 0dm sclaoll degasal oayani iy pl Gl Gilghllg wigdl odm (o land -
13 jlgall 21p0 (9 syaaill dlE (9Si (g ol dyoley JgSiw (jlgall jpao (9 lmaysai
ol Wlg3lg (Gilghll area syoail @lghll s @ljlg @ilghll US Gu=i (uil G99 sail ol .6
.83alg dpo loagsad «le]

il

Nw R

.gall has) (bbaa) @aqd jail .7
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IDEMIA Universal BioBridge (pgSi

(o Bosch (po Jgwgll (9 pSaill dalil go Jezl IDEMIA djiogull 8jgadl (31935 wall 13m oy
.BioBridgeq MorphoManager (JYa

;W O3laall (6 &jgpall (1gSill pleo dicjall pLwd3l odm Jolits

Bosch (Jo Jgwogll ;9 pSadl plai -

MorphoManager -

MorphoManager (¢ BioBridge Juowil Jpoc -
dalire &8l Olinuig ©Lial sl ol _

Bosch (jo Jgwogll (9 pSaill pWi (,9 BioBridge slacl

plUaly IDEMIA & jiogull 8jga3l by LUl OLLWI 83cld sLiY ACS (16 &l Olghall Juaii ey
leaey ()] QW OLLWI 8acld OLLS (el OLLl acld pgai .Bosch (o Jgwgll ;8 pSaill
:ua=d|

] @3l (Bosch) yosuds did -

(IDEMIA) (js0 3aiurall 21jgi dcgase -

Jlgadl 2iy0 jluw
(oSl IDEMIA Olly sacld < Olgadl < (ugSill < AMS &gl doilall -

(roSil IDEMIA &Ll 8acld (§g9 jail .1
.IDEMIA BioBridge GLly j9g»0 jlgall 2150 jola

5 IDEMIA - BioBridge Data Provider - X
I T
IDEMIA BioBridge Data Provider (& BOSCH
Invented for life
Database instance IDEMIA database definition User distribution groups
Server (name or IF address):
W16-TAMS-EN Selection Person class User distribution group
Dzl nes:
Employee Employee
a
ss 01 esssss External personnel External personnel
......... & sseses Visitor Visitor
Connect |
Delete database Assign user distribution groups
Synchronize database Use pictures of access control badges for image comparison
Exit

Wl Ologleall JaoT Ll 8acld Jgio sja 9 .2

J SQL Server il 8acld Juio (Jusuii piy Cun piguesd IP (jlgic gTLEJ._pZJJo.J||o.w|:|o.)|A'J| -
oo iy SQL Server (usids (518 13] (laell Capsoll ewl 13m (5gSy 38 .ACS

(ACE :(511831) ACS Olly 8acld Juo :0LLWI 8cld Juio -

(sa :(1831) ACS Ol 8cld Juio Jgguwo wlwn puwl :psdimell pwl -

AMS Cuii LT LoizgSi o3 LS «Jgduall Ll jgpo dolS ;jgpall dalS -

IDEMIA &Ly 8acld waypnisja (9

a8 deljall lam (uléa (Jol

IDEMIAg Bosch &Ll gesi Gl GLLWl 8acld pwl :ldemia Olily sacld -

ﬁxlﬁtﬁ,ﬁ}nlg;}“dawb aobpdl daiy (M Olill 8acld padiwo pwl :ldemia p sdiwo pwl -
Relmy

A asig d96 Idemia paiiwo pwl jgpo dals Jasl .1
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Jb (9 oslspiwl jdeiwg dbaiuall (neSil plgo (,9 ley] aliaiw .ol jopell dalS g§s .2
lgiloas

Olly sacld <Ll §g9 jail .3
B91go (599 4ail .daali LiuYl dulac S 13] Lo &lw Pl 210 55 Guw

oLl sacld Jlail juwisd JLasl (§g9 jail .4

Jlenll 210 (8)eY aoyd (G99 yail calaiy OIjUiAl JleS] aic .5

Usosdiwall @21jgi Glegane cja (9
Glola) (o sdiwell =iy pgai MorphoManager OGS (e 8jlic (o sdiuwall 2ijgi Olegano (]
] Litei (4o .MorphoManager =Mac gl dyiogull 8:1yall 8jgal (o Wlegono (J] (slaicdl GUly
Bosch (yo Jgwgll 9 pSaill delail 8 yasdd] OGS
i)l dloc lgo saiws gadud @8 AMS JSU jLiadl Gla saa Mayaai” sgesll 8 1

a1j9i degeno dgac (9 dylae)l ddall J] ol yarddl did ewl dwil 0y sal Ged paw JSI
Blai (§ilbis ()] sy (rosiiwell 21jgi degoang yasddl did slowl )T LY -
(a0 ddiwall 21joi Glegano (u=i (399 Jail (gu=ill JlaiSl aic .3

VisionPass (jo ogagll (lc W =ill diggll délby jguo pdgi
&g Ol8lay jgw plaaiwl VisionPass (1o ogagll e Wy=ill dyaily IDEMIA 8:118 5jga3 alawl
:AMS OUl acld (o OBladl (,lola
oAQLLJl(_,_QA.tSLJb 89 jguall dijliel dgnglQQpSAﬂlOljhijjgm pdaiwl (§99 48l »
il 248 dioljall ddac (; IDEMIA BioBridge &lily 1990 5380 058
Aygb i8g Jall (§shiuy 28 dinall jguall Ol &S (le Hi @il 1aad

MorphoManager (,s BioBridge slac]

daw LS| b g il

Gy go I ol galy . eliswd (-9 MorphoManager pala (le MorphoManager Cudi J
.Chyiidl pe 8 sclwellg MorphoManager

dolc 8lai

] alini {Morphomanager g Bosch (jo Jgiogll ;9 pSaidl dabsil (Jy BioBridge dgalg plsiiwy
:MorphoManager ;9 L b (ngSS

diogull sjgadl (nesSi -

(sHogudl jlgaJl -

Wiegand wayy=i Olale -

padiwall (pgsSi -

Urosiimoll 21jgi degose -

pdiwoll A8sboo @169 -

pUll guesi -

Morphomanager (ju (Jbail (ODBC) agisoll Gl 8acld Jlail slac] way el 3 (J] d9Lo3L
AMS 20 LgSjlus Ul ULl 8acldg BioBridge

AW plwddl L9 oo (1ogSIl pleo gren Lawg i

Wiegand wayj=i Olalo

21.2
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1 loub)
J o]
Bjgal el 9 Loy bslyall Bjgal glgil gron (e dgawl (o eyl Gle Wiegand ayyei Olale (guaii

.OSDP 5:,8

loaic Wiegand Out dgalg pc &iogull 8jga3l lgayas LUl Ulogleall Wiegand waypei Glalo saad
lgosaiuy (s3I Bosch (Jo Jgwgll 9 pSall plai (J] Ulegleall odm Jail .o sdiuell djgm s aaT
.Jgogll jl38 31A5Y

slpadl

Wiegand wayp=i walo < 8513l (J] Jail MorphoManager .6 .1

.Uanie Ly alo <LiuY d8Lb) (599 4ail gl lbuwo 85anell Wiegand waypei Olalo aal saa .2
(o Jgogll 8 pSaill daliil 20 lgolaaiwd duwlio CSN Cayyei Glalo gran saf (ole (JSuiy
weloUal) caypei walo Cudill aolip pod 13] .duwlall Cuy 26 wyyei Glale (J] a9Lb3L Bosch
.dailall (3o p33ag wolpiwlg daysdi @i (s3] Lalall 2890 wysail Slpiwl (599 yaild

| B Morphatanager [14.4.3.9] - O %

[RIETIRESERNN £y Uiser Managemen @ Biometric Identificatic @ Access Logs 8 Reports

e B e ] -
= Operator Gd Edt Deste | Refesn | ¥mPort ulExport
[ Key Policy Hame ~ Description MA2G MASG MIDF
Automatically generated rmndom 64 bit Intarpreted
= Biometric Device
Prafile CASI-RUSCO 40 bt 19 bit Facity [ 19 bt Badge Ranw Rave Rav
HID Covporate 1000 - 35 HID Corporate 1000 35-bt. R Interpreted Ran
(j Blometric Device HID Corporate 1000 - 48 HID Corparate 1000 43-1t. R Interpreted Rav
J Wiegand Profiles HID Corporate 1000 - HID PACS HID Corporate 1000 - BACS Ranw Interpreted R
ISO/IEC 14443 CSN 32 bit 32 bit Card Serial Nurnber Interpreted Interpreted Mot Supported
~
efl User Palicy ISOIEC 14443 CSN 56 bt 56 bit Card Sarial Humber Interpreted Inzerpreted Mot Supparted
\ ISOEC 14443 CSM 64 BE 64 bit Card Sarial Humber Interpretad Inzarpreted Moz Supparted
(2% Access Schadules
Kastl 32 b Kastle 32 bit Raw Tntarpreted Raw
User Distribution Maitri 56 bit 54 bit User 1D Interpreted Tnterpreted Ra
Group Miare CSN CSH Card of type mifare Interpreted Tnterpreted Mot Supported
& User Authentication MiareDesfrelSH This s a simpile test Interpreted Tnterpreted Mot Supported
Mode OnGuard Wiegand 64 A it faciity, 48 bit card number, 8 bit Esue code Rarve Raws Ran
5 Operator Role Standard 26 bit 8 bt Site/16 bit User code Interpreted Interpreted R
Standard 26 bit - HID PACS 8 bit Ste/16 bit PACS Interpreted Interprated Raw
a Motifications
= clients
c] Scheduled Reports
& card Template
(37 card Encoding Log
@] eventiog
. v
Connected to hitps//w10-Itsc-en:42100/  Logged inas A Site ID: CEOE-9C32-F933-46E6-8906-5BDD-E5A2-6E10 & Log Out - Change Password

Ay yiogull 8jgadl (o Jgwgll 9 eSalll plas lglby LUl Ologleall JaoT glgall g 8 .3
GO al] ByLbYl elde way o dlis] ol oayanh pgai (531 Wiegand wayyei calo pwl s .4

sHogull jlgall (ugSig paiimell (eSi (po S (9 MorphoManager GliygSs

djiogull 8jgadl (noSy

capai losic ST gl aalg (spiogu jlaa) dolall Ololaclg Glaleall (spiogu! jlgall (1gSi s any
jlez (29T Bubil pgiw B)1931 (8 (spiogull jlgall puwd (8 laad pUalll J] dijlogy 8jgal

lgule (s)iogu

O 8Uayl 8¢lya) 440Ls) duisi o IDEMIA (po dyiogy 61y8 djgal piris bl JWI <ljadl o 4iay

lya

sHogull jlgadl (uosSi < 8)la3l (J| Jaiil MorphoManager ;.6 .1
3 (sHogy jlaga (RoST clind ddLa| (§g9 jail .2
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padiwi ¥ S 13] .((syWial) caog (J] 88Ls3L wypeill ale) Lawl Jasl aJWl ablill Gle .3
(88 gl/g dpiogy OLW) wayeill glogly goill Lamy pwl pladiwl wogi Wil wangll Jaa
.6elyall sjgal (o dcganal

sHogudl jlgadl Olslac] J] Juai Gia JWI @G99 jail 4

ol dulos) (§1lw Gbg 9 ailisl s3] Wiegand wayyei talo saa -

Uelgall sasio gbgll Glslac] ] (hai Gin JWI (G99 jail .5

dSlnyg dyjiogull GULWI 84148 OlLilSe] (po degono gm :(Jolgall sasie gibgll (J] duwilly -
.dajlall (po Custom 33 «(Jguogll

.dailall (po Device saa :gweli (Jgo (Jo @Sl ddlbdl @b (J] duwddy -

9 MerphoManager [14.6.0.23]

A Home (D ICELUEETE N £y User Management # Biometric identification &) Access Logs &) Reports

Adding Biometric Device Profile

Multi-Factor Mode Settings

= Operator
Ltﬂ Key Policy Multi-Factor Mode: :Custum ~
Contactiess Smart Card Mode: Device ~
= Biometric Device .
Exotic HMorpho 3D Face Multi-Factor Mode
m Biometric Device Mode: Esometric Only ~

2] Wiegand Profiles MA 100, MA 3, MA 500, MA VP Mnlu-raagr Mode
Mode: |Biometric Only |
?ﬂ User Policy

A
W% Access Schedules MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, and MorphoWave Multi-Facto
F User Distribution Biometric: | Mifare Classic: O
b iGrge Proximity Card: O
‘_' User Authentication iegand In: 0O Mifare DESFire AES: %]
W Mode
Kaypad: O

% Operator Role

a Notifications

' Clients

b
Ugwgll ;9 pSaill gibg Glslac] dnan (J] uai Gis JWI @G99 jail .6

i |
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B Administration UserManagement @ Biometric Identification | Onsite/ Offsite 8 TransactionLogs ¥ Reports

Editing Biometric Device Configuration

Access Control Mode Settings

Operator

ll‘ Key Policy Access Control Mode: Integrated By Wiegand / Panel Feedback v

Configuration
Panel Feedback Mode: LED Feedback (2 Wire) ~ | (Panel to Biometric Device)

m Biometric device

Panel Feedback No Response Timeout: 3000 (in miliseconds)

Wiegand Profiles

- 1000 (in 10s of miliseconds)
ef) User Configuration

25000 (in miliseconds - please refer to the MorphoAccess Sigma Series
Access Schedules Administration Guide for further information)

Duress Wiegand Mode: Disabled
n User Distribution v
i Group Duress Wiegand Profile: Standard 26 bit

' User Authentication
4 Mode

& Operator Role
‘ Notifications e
Clients

\E) Scheduled Reports
& card Template
Card Encoding Log
@] Eventrog
9] Exception Log

“\ System Configuration “ Back Next " Finish © Cancel Q

B9lgl sMI oliol s1pa3l 2151 .OSDPg Wiegand (yo (JSJ AMC Ulang Ulslys] seldi «dlapoll 0dm (9
1eyo) AMC pSai 83ag ggi 20

Wiegand J AMC Glaag (JI duuidl

Integrated by Wiegand (J| Jgogll ;9 pSaill gibg (ic .1
LED Feedback (2 wire) (J] dagll Ulid=i giog (jic .2
gil (599 jail .3

OSDP J AMC Glaag ()] duuilly
Integrated by 0SDP (J| Jguogll (;9 pSaill 269 (ic

LED Feedback (2 wire) (J| dagll Ola=i gidg (jic

dio3l OSDP 3Li8 jLiad| dila soa

9600 3gWb ¢l Jomo (pusi

(sriogull jlgall < 81331 (J] Jail

OSDP (jlgic (Jaslg b (olall IDEMIA (spiogull jlgall oaa «syingadll jlgall pyai cjall (8
o Lk

o v hwid R
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S RLLIUEERN 3y User Management & Biometric Identification M onsite/Offsite & TransactionLogs @) Reports

Editing Biometric device

Opesator Enter the details for this Biometric Device
| L]i Key Policy Name: ‘
| Desaription: [Morphowavecompact MDP1 ]
== Biometric Device
i Configuration Location: I ‘
m Biometric device AssetD: [ ‘
| Export Value: l ‘
| Wiegand Profiles
| | WhegandFro Time Zone: (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna v
| :a User Configuration Hardware Family: MorphoWave Tower, MorphoWave Compact/XP and MorphoWave SP
| Hostname\IP Address: IMu'moWaveCocrpact
| &3 Access Schedules
' Port: 11010
n User Distribution Biometric Device Configuration: BioOrCardOSDPMifareDesfire v
% Group
OSDP Serial Address: 2 =3
' User Authentication
4 Mode Indude in Time & Attendance Exports: [ ]
s Operator Role Change User Onsite / Offsite Status: [
Onsite Key: No Key
‘ Notifications Offsite Key: —
™ Clients
=
@ Scheduled Reports
&7 card Template
Card Encoding Log
2] Event Log
@| Exception Log
\\ System Configuration ) Back Next ~ Finish @ Cancel o

.MorphoManager (po agjall =lgil (§99 jail .7
Uwéioll (MBTB) MorphoBioToolBox aoliy Tayl .8

(sHogull (5)lal IP (jlgic (jic (JUaidl gy dolle (e .9

v

(())lpEMlA

File Options Help

Authorized IP Address &muﬂa&n%

Terminal Type |MA Sigma Family L= a8

Connection information

& TCP/IP  _ Serial

L3l (posi :(pe31 JLaidlg dswidl ey dole ()] Jaiil MorphoBioToolBox aolip (6 .1
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:
sddudwd ] Olslaedl sja 9 AWl Olslaedl saa .1
Half Duplex:ggidl -
9600 :0qWb &l Jomo -
g:oblbdl &y -
1:abgidl <o -
No parity :(fleddl <y -
.0 :dudybll dbooll Wymo -
Jleadl ] Olpsil Jluy¥ &S (598 4ail6 qudll (o (s jusi b 13] .2
lgololg OSDP asilao sUnAl (6 LixSiuwl
U VRV L-_.,JUL.lUBl alian)l (=i 83le] Jglad <OSDP (5ylay (ol JUasl slib] (po (1Swii @) 13]
(=i Bale] < jlgadl Olslac] J] Jail MorphoBioToolBox aolip ;9 .1
Gwlw3l OSDP alice saa .2
paiidl ailao (u=i 8olel (99 jail .3
MorphoBioToolBox «lgil @8 .4
(syiogudl jlgall 21.2.3

acld L6 OMawll daylho Woljar LU dpiogull sleicdl Ol LS 15] b &yiogull 8jgadl pisi
ploaiwl Gaa S Jauy Lyl laaiai mg .o lill

lyadl

sHogull jlgall < 85la31 J| Jaiil MorphoManager (,9
330 (sHogy jlaa -l dSLs] (g9 sail

U831 Gle jlaall dn Al duw w3l Juolaill (Jas]

8jga3l dcgonn (dajlall (1)

IP glgic/audall pawl

@l G8g (9 disaa (s3I (sHogal jlgall (2gST (dajlall (1o)

w N e
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i
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“leil 598 jail 4
laiugSi @i Ol Buw I 8jea3l "(spiogul jlaall" Jlga aipo 31 opuy
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p - am II lw“ﬁl
Gldlaio ogsa) (uosdiuel lilei Ul Jguwogll (§98a (o pja (e 8)lic padiwall (0gSi Gldac ()
OlEgl (sl 89 glagl (sl (osbg lpolsaiwl gl aouy I dypiogudl 8jgadl (sl lgwai Jgwogll

=1l

.edaiuall (139Si < 8yla3l (J| Jaiil MorphoManager (9 .1
s padlwe (oS LiY d9La) (599 yail .2

T r————r——

Wl Ologleall JasT (o sdime dwluw d9Ls) jlgall gipo 0 .3

iogll (Gylial)g podiuel | dw luwd a3l -

Per User (Jgwogll gibg -

Bgouo Yool laud (oss (U1 OBg3lg pLIl pSey Ugog Ugaa -

AsHogul jlgall waypei ale (Jal (o divaa (s3I dwai Wiegand wayyei walo -

Gub (<) 8jgadl jleall gosaime Loy poaiwuw LUl (§a)l cuuny qosdimall d8sboo aibg -
MorphoManager psaiuwo Juo galy (el (J] g OBl gf dagll of ol gl o3l dony
Uuolail (po 3ol

) slgil (399 jail .4

d8slaoll glogl ploaiwd . (Many :1) psiiwell d8slao pibg dusl}io3l o saiuwel| dwluw (jgSuw

Uga Jwolaill (yo syje) MorphoManager o saiue (Jus paly .&0Ls] podiuoe Olwluw Gl (spa3l

o xaiue) | duw b lginsei Sy LUl dalisall (ailasll groa

; ; (o 3dimall g1jgi Olegano
of dyiogull &:1jsll jeal (o Olegana L] (osaiuall (s (pos3imall 21jg7 Olegoaso pgaj
.MorphoManager s)aoc

s LS| b g il

@69 (=i i dun podiue dwlw (uosdiwell 1jgi Glegane (9 (rosiiwall s Ugsy Ol way
.Per User (J] JgodgJl

AMS (6 U831 Le Baalg posid &8 (] (wosdimall 21jgi Glegano (o degono US Gusl vy
Agosaiuwi yasdh di8 JSJ J831 (e b3alg (rosaiwe g1jgi dcgano Guil (JWlg

s=lpadl

(o dailuall @1jgi degoao < Bjlsdl (J] Jaiil MorphoManager ;9 .1

338 (g0 34iuso a1jgf Acgane LY AOLS) (399 a5l 2

o —

dypiogull 6jgadl 3yaai &ginall dnanll ] i Lin LJWI G99 jail .3
21jgi degeno (8 Uolab3l lgosatuw Ul &jiognll bjgadl 0dg) dny Wl jLiadl GLlA soa 4
0D (p0Aiuall

slgil (999 jail .5
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BioBridge _J ODBC sluac]
do sdoll
.MorphoManager BioBridge plsaiwX Guwlwl Wi (ODBC) agisall GLLWI 8acld Jlail o]
9o @ ogall il gaolip .dalide ULl sclgd (J] Jgogl) dango daop dgalg ODBC iy
OdbCDriverl7SQLServer
GO BIS i bilwg le p2ddl aolip sagy BIS J duwily -
BIS\3rd Party\OdbCDriverl7SQLServer
www.microsoft.com (po (il polipy (Jjis 8 AMS J duwidb -

Glily jouoo =Ll
(ODBC) agiaoll ULl aclgd Jaid (DSN) Olily jowo pwl Liy]

Jdggls) lgal san Windows (8 pSaill dagl 8 .1
.dajlaJl (jo ODBC Data Sources (64-bit) daa .2
.pUaiJl DSN wygul dodc s3a .3

=) ODBC Data Source Administrator (64-bit) X

User DSN System DSN  File DSN  Drivers  Tracing Connection Pooling  About

System Data Sources

Mame  Platform  Driver Add..

Remove

Configure

_. An ODBC System data source stores information about how to Gonnect to the indicated data provider
Ej; A System data source is visible to all users on this machine, including NT services.

Cancel Aoply Help
e golip yoadl doLs] (599 jail 4
=lgil (899 yail pi (Jusui aolipS ODBC Driver 17 for SQL Server saa .5

Create New Data Source X

Select a driver for which you want to set up a data source.

Name Version Comp

J B R e 2017.174.02.01 Micro:
ot SQL Server 10.00.17763.01  Micro:

< Back Cancel

0L josaae) &l Juolaill Jasl .6

Ol jsuna) law! :pawdl -

(sylial) cawgll -

10 13i831) Ol 8acld pwlg AMS Olly 8acl8 Cudi pi Cua JgueSIl pwl :psladl -
(ACE\<L__.,.§ uo I ACSpula>

21.2.6
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Microsoft 50U Server DSN Configuraticn hs
This wizard will help you create an ODBC dala source that you can use to connect to

;@ SQL Server.

. What name doyou wart to use to refer to the data source?
SOL Server
Name: |SIEMEENE ‘

How do you want to describe the data source?

Description: | ‘

Which SQL Server do you want to connect t2?
Server: |VM—WZD1&EN—ERT\B\S_ACE ~ ‘

Nest > Cance! Help
< L,JLI.” 999 jail .7
Jedall hawi Glogleo gaal jlga pijo jobsy

Microsoft SQL Server DSN Configuration s

How should SQL Server verify the autherticity of the login ID?

)

; (O With Integrated Windows authentication
SOL Server

(O With Azure Active Directory Integrated authentication

® With SQL Server authentication using & login |D and password ertered
by the user.

OWilh Azure Active Directory Password authentication using a login 1D
and password entered by the user.

o) With Azure Active Directory Interactive authentication using a login 1D
entered by the user.

Login \D" ldemia |

Eassword:‘nu.q |

< Back Next > Cancel Help

«Jods (rowi Wyeo pladiwl SQL Server ddsboo go s3a .8

(Wl Ologleall Jaol .9

ajls di] LACS (6 diygSi i LaS Idemia Olily 8acl8 podiwe pwl :dgadl uawi Wbyeb -
.Idemia

ACS (,8 diygSi aic ddemia Ol 8acld psaiwal lgiuei o LUl jgpell dalS :jgpall dalS -

< JWI @g9 yail .10

il OUlA saa (JUWI jleall grpo 6 .11

Tdemia saa g i)l &ws o3l OLLI Bacld jusi -

dunidall ANSI Gl jso pladiwl -

Olpdaillg dudalall yiolggllg dejlall ANSI pad plodiwl -

adladl dSuil) IP dds -

READONLY (JJ] (§ubil (jo Suwoddl (jic .12
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Microsoft SQL Server DSM Configuration x
Change the default database to:
}@) |Idemia v|
$OL Server Miror server
SPN for mimror server (Optional):
[ Attach database filename
Use ANS| quoted identifiers.
Use ANSI nulls, paddings and wamings
Application intent:
READONLY ~
] Multi-subnet failover.
[] Transparent Network IP Resolution
[ Column Encryption
Enclave Attestation Info:
[] Use FMTOMNLY metadata discovery.
< Back Next > Cancel Help
< JWI g9 yail .13
JWiAS Ol soa (JWI jlgall g1 9 .14
- R -y - e
Wpadl Olly deoayi duaid -
el salguu dadl -
Microsoft 5QL Server DSN Configuration X
[Cichange the language of SGL. Server system messages
)
& (Default)
SOL Server
Use strong encryption for data

Trust server certificate
Perform translation for character data
[1Use regional settings when outputting cumency, numbers, dates and times
[[] Save long running queries to the log file:
C:\Users\ADMINI~1\AppDatatLocal\ Temp \QUER™ Browse...
Long query time (miliseconds): 20000
[[JLog GDBC driver statistics to the log file:
C:\Users"ADMINI™~ 1"\ AppDataLocal\Temp\STATS Browse:

< Back Cancel Help
slgil (999 jail .15

Uaalall OUly aaly (JWI jlgall @ipo 9 .16

2022-0915.0.0.1 |

Software manual

Bosch Security Systems



Access Management System V5.0

ar | IDEMIA Universal BioBridge (ngSi

151

alaiy ShLiadl JleS] (o 25lg Ll jouae jUisl (G0 jail .17

ODBC Microsoft SOL Server Setup

Anew ODBC data source will be created with the following
configuration:

Microsoft SQL Server ODBC Driver Version 10.00.17763

Data Source Name: ACEldemiaSQL5Server
Data Source Description:

Server: VMW2016ENBISERT BIS_ACE
Databaze: Idemia

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: No

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
disconnect

Uze Fallover Server: No

Uze ANS| Quoted Idertifiers: Yes

Use ANSI Mull, Paddings and Wamings: Yes
Data Encryption: No

I Test Data Source... I 0K Cancel

S0L Server ODBC Data Source Test

Test Results

Microsoft SGL Server ODBC Driver Version 10.00.17763
Running connectivity tests...

Attempting connection

Connection established

Verifying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

BioBridge pUWii (pgsi
.BioBridge dgalg plsaiwd Jguogll (8 Saill dalsi¥ & glholl dasioll Olslacl puwdll 3o iy
w w3l b pid]
148 daduall ,BioBridge ) ODBC slac/ galy .BioBridge J ODBC slac] iy
s=lya 3l
Wil (pugss < 8ylaldl J] Jail MorphoManager (.9

BioBridge wuguill dolc saa

MorphoManager Universal BioBridge saa oUaidl dosuioll deilall gspo (,9

x

.ODBC slac] alleo (3o ajal i «Slpsill gran bhaal .18

.2

.3
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(HeST (G99 jail 4
(8o Jlgn @ipo ol

dahiiall 8381 (8

ODBC sua p8gall &ouwioll dajlall gipo ;9 .1

.ODBC slac] (3o (DSN) Gl jouan pwl JasT

lam oy i i LS jgpall dalSg (Tdemia) podiwall pwl Jaosl (Jeaadl Jaows Juolai (ras
.ODBC slac] (,9

Ul (eSi jlgall gipo (J] 8og=l (§91ge (599 yail .4

Uil (19S5 jlgall 2130 (9

Gbg (9 disan (s3I Wiegand waypei walo dailall (o son :Wiegand waypei walo (J] duwdly .1

w

6w

@eeaill @69

J] MM Universal BioBridge (0 saiuw (=i MorphoManager (le way waiS slacdl ldm s aay

Wl OlyLall sal jial .MorphoManager (o saiwo g1jgi Olegano

&0 MM Universal BioBridge (o Jgrogll (sgime Glegaso Wlali gbgll 13m (Gl Slali -
cduwdj drad] allano lgg s S 13] MorphoManager (9 (o sdiwell @21jgi Olegoao

lgwai ;o MM Universal BioBridge (,9 Jgogll (sgimwe Glegase (4Si ) [3] :(sqy -~
Saii Al 0do (9 eliSeyd MorphoManager 8 (Jao saiuall 21jgi (Ulcgonn) degoso
sl duwluy Oliggas (5 g (uad

(51531 Glslacl
05111831 lgasd aic AW Olslacyl Wy eliSey (W3lall plhizo (,6

B)glaall dailall (o 83 3a0)l padiwe]| dwluw BioBridge (Juouwi @i gjaall padiuell
Ueni U1 podiuell dwluw &5l podiwld odo jWiadl dild Gsaa 13]
Per User w3l

04i89)1 (23 (G 3] psibwall islje pne Jubids pon ()| lgiil Guligg - Gidg
o Mol dioljo
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osatwall diolje Oliles Gy Giodl Jolall|  dglac US gu palil
dobj I (596w lgisd g‘loLIéjJIJJIgnH_i)gJL,JLHAi.Ulﬁ.)Qj (59 §lw p3Aiwall dioljo

pe satwall gon yaai) oWl &)l
jlgio JSuin paiwall diolje Wyso (et pipw glall lim (Swei aic dioljay alowl
8olj ] o3l lim (596w psdiwael) G88all (sl 83513 Cyaad 2o TRV | © SAiluwall
olaill ojlgo Gle Gllhll soc| CBgall Gujail 83513
B3uS Olly aclgd pladiwl vic slocl lim Juani (uuaiwell (1o o dAiuall
pdiwell G8gall (ujall 8)S13 Cyani lgud iy LU OlEg3lg pL3I 83513 Cyaai Jgaa
awen (9 8840 (39S (U way (@8l Glgime el (e Jguanl) b gall (pjail
qeanll 8308 Ol sclgd Ol dolaill 1ol @Gleiy losd (3S)g (g3l © Jiuall
gui ] dalall
e sdiuall 219l degano Gliysei
Gl (ACS 83300l o laubdl GliS) Glegeanall gron (i (o aSU (Ol Jgaa 8 -
.(MorphoManager (8 &3 3a0) (o ddiwell 21jgi Glegono

r—————————————

BioBridge (Jrouwil (Jroc (pgSi 21.3
do sb.0ll
plai (o sdiuel dypiogy Olaw Lib] d)A (o eliSy JgueS jlga gm BioBridge Juswd! Jree ]
:=|j._ai 3 (o BioBridge (Juouwi! (Jrec slac] ddoc (3855 .(Jgogll L,.Q eSail
MorphoManager (JJ] (sowi (i da6ls] -
Usowil| plga) MorphoManager (Juoc jiguaS djgal (nosi -
Urowd | (Jroce jUIAl -
daw Lw 1 b g pid|
Ao gl aaudl J4aily lgio pgéai AMS (Jec dhao (S (le MorphoManager BioBridge Cudl
IDEMIA &alsi¥

Morpho Manager (,J] Juouws (e ddLs| 21.3.1
=13l
.MorphoManager (Jyoe Gpii Juo (9 89)lgl Ulayleil 24l
lgs o go Active Directory osiimo Ollwa sof ol Ulw rdkaadoe

Urowdl olge) MorphoManager (Jioc jigues iij.e.gi (R oSy 21.3.2

a3l
C: :21;i831) MorphoManager cuii Jds 9 .1
( \\Program, Files (x86) \Morpho\MorphoManager\Client
UJg&uwoS ID1.ECP4.MorphoManager.AdvancedClientConfig.exe alall 34i
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MorphoManager Client Configuration [15.3.2.7]

Basic
Server connection details

Hostname
hocalho st

Port
42100

Save Clase

ausoll pawl (o Morpho psla capso pwl JasT (bl (gl dode 6 .2
&ilg) g «(pulodl jgpall &alSq padiuall pwl gf Active Directory paaiwl ((po3l Cudill .3

.Morpho
Urowi Ol wyauill dodle (le [l ddle cuwdiill Ollos) & (wogs 3] welld (1o Su 4
dganJl

| Morphouanager Clet Confguraton 5327) -
Login options

Remember my username and password
Whas e chard lBarcban, | wand b pro-populate 5 ey
#rd pawword frich putomafically with the sformaton | peovede
bt

Lhername

adErel1r a0oe

Passwadd

Automate kgin

W the chpet Bl | w50 domatsialy o & vl the
e and pasTeced | provc

D

Operator override

e b i B cperaior b change connection detel, kom
Tt ] bt P

D frueeo
Cloan

Gl pwall (8 Jrawd| Jiie) LagilaosT (13U jgpell dalSg padiwmall ewl Jasi
Yes (J] Flalidl JeaaJl Jaawd alice (Jusiy pd

C: :14931) MorphoManager i Jds 9 .1
( \\Program Files (x86) \Morpho\MorphoManager\Client
UJgbwoeS Start ID1.ECP4.MorphoManager.Client.exe talall 3dj
Mo=ll < 8yla3l J] Jaiil .2
Uroc jiguoS daa .3
B (G99 jail 4

()il Sy cauogllg a8gall Jaslg iwglaall aauwill Juac ol Jaol .5
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LWl g9 jail .6

:Urowd] uoe e lpoye sy Ul wugid] Olode) doy Wl jLiadl Olls saa 7
dylodl -

Odgguell 5yls]l -

gyyladl -

Wawgll Olaw -

ssiogul Gappaill -

I (598 43

o

daajlall (po No camera sasa oIl J] dwdd .9
HWl G99 jail .10

@ilall (o Default ssa rdwu Pl dw bl ] dudly .11
W God jail .12

Urowd] Joe dbno e dolsaiwl sy (s spogud! Juowdl 538 saa .13
lgi] 598 sail .14
MorphoManager (gubj (glel .15

a2
153 dnaunll ,BioBridge (Juawill (Jrac (ygSi -

Urowd | (Jroce jlial 21.3.3

C: :(»1)i931) MorphoManager i Jds 9 .1
( \\Program,Files (x86) \Morpho\MorphoManager\Client
ID1.ECP4.MorphoManager.BioBridgeEnrollmentClient.exe talall Adi

1930 &alSq padiwall pwl Jis] ] daladl (g (o ol &bl slesiwl eliSoy il (o oST .1
Ui | (JS 4o
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“-I--- olﬁl_b_! t---,l--“ --.9 C,ln.““ p-c‘)

9l) wayyei wale (o o SSWI elide wiay arnio JSuiy el dw i)l Jowgll Ol8lay MAC sang puai (,S)
O Uay (Olauwii of) Guuis (paaii MorphoManager GO lgisaa Ul Wiegand (wayp=ill Olalo

:0dm (Jgogll
Card HID HID Class HID MIFARE Classic | MIFARE | MIFARE
Family Prox iClass DESFire | DESFire
Seos EVO EV1
Card 2k/2 1K 4-byte NUID | 2k 2k
Variant 16k/2 1k 7-byte UID 4k 4k
Prox | 16k/16 Seos 4k 4-byte NUID | 8k 8k

32k(16k/2+16k/1) 4k 7byte UID

32k(16k/16+16k/1)
HID
OMNIKEY | v~ v v v v v
5427CK
HID
OMNIKEY | v~ v v v v v
5427G2

dogesall IDEMIA OL8lay :21.1 (yousgill JSuid]

pldl =13l

Wiegand ayp=i walo < 8jla3l (J] Jaiil MorphoManager (9

Uasaro Wiegand waypei calo sLii¥ d9Ls] (599 ail

oUaill lgosaiuy LUl &8layl duisig (Guuilll Ologleo JasT dball OIS jlgall Oleipe (,8
walo (Jan (8 dawl JasT qplaill ;8 1jado oayaai @i (s3] Wiegand wayyei calo plsaiw
:a Wl MorphoManager jlga Uleyo (9 Wiegand way i

(sHogull jlgall waypei calo < 5yla3l

p3ailwol | dwlbuw < djla3l

i

D w

Mifare Classic CSN

AWl Juolaill Jaslg Wiegand User CSN Element paic cabl

(JUadl Juw (le) CSN a3l

32 Jghll

Reversed :(hagall gidg

Wolgall sasio gibgll Glslac] dndw (9 (spiogull jlaall Layyei walo < 8jla3 (pasd
MIFARE Classic jLia3] &la saa

Mifare DESFire CSN
:ad Wl oo ladl sliiw b Mifare Classic (pgSi) (Jiloo (pgSil

56 :Jghll
Wiegand pwoic psiiwel CSN paic bl

spawdl (pas lawl Jasl -

56 Jasi dghll 9 -

Reversed (Jasl :dygaill @69 9 -

Wolgall saaio gibgll Glslac] dndw (9 (spogull jlagall wayyei walo < 8jlad (pasd
Mifare DESFire 3DES jLiad| dila soa

iClass 26 BIT

Standard 26 bit-HID PACS lAuuwe Ssaoll wayeill walo saa

1

214
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R

HIAT (G99 yail
Wl @G99 jail

w

RS (@G99 jail 4

Fixed Facility Code pouwll WQdal .5

HID iClass SEP User ID jhuldl ssa .6

BT (G99 yail 7

24..1 J116..1 (o padiwall Byeo (Jgb jic .8

wayyei calal (spogudl jlagadl Olslac] daaw (9 (sHogall jlgall wayyei walo < )10l (Jos .9
Standard 26 BIT-HID-PACS saa (Wiegand

(Uolg=ll s a=io gibgll Glslac] dadw (9 (sHegall jlgall wayyei wale < Bjlo3l (oo .10

HID iClass jLiad] dila saa
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ddLs)] (599 yail

Wiegand.site_code_propagation (8a3l @la) dwlwa) dwnise deleo sl
1 ] Lgiesd (ic

+lgil (399 J—°—’|

Pl | dwluw < 85131 (o 13> JeiSell Wiegand waypei walo (Jaol

A1
12
13
.14
.15
.16

iClass 35 BIT

HID Corporate 1000 35 BIT Lo.u.uo Saaall i)l alo saa

B (599 Jail

A (&9 il

d93alg Fixed Company ID pai=ll phw saa

d83alg User Card ID Number pmisll jlhw saa

Oic @ vl paisll Juwolai 99 HID iClass/iClass SE PACS Data paisll jaw sl
IRV

Card ID Number :pwl

32 :Jghll

Uolgall 33zio aibgll Glslac] dnaw (6 (spogull jlgall Laspni talo < Byl (jaus
HID iClass jWiadl dila soa

daoiall Ololaall dndn (] Jai Gis (I (G99 il

ddLs| (599 yail

Wiegand.site_code_propagation (w83l dla) dwlwa) danio daleo Lol

1G] lgiosd (sic

gl G398 4l

o 3aLurall dwluw < 851931 (1o 13m JaiSall Wiegand Layyei alo JAo

1
2
3
4
5
6

iClass 37 BIT

37 UJghll

USlail Cuy d8Ls)

EvenParityBit 1 (JUol Juw (le) :pawdl

l:&._l_ngS!l

18 :Jglall

Even :gibgll
1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18:U.ul.u.l;3| Cu
User HID iClass/iClass pwoic d9ls]

Parity Bits 2 :(JUol Juw (lc) :pawdl

2 :&4_ng’>!|

19 :Jglall

0dd :@is gl
19,20,21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37 :U.IJLu.I‘Bl Cu
WUelgall 332io aibgll Glslac] dnan (9 (spiogull jlgall Laypai walo < 8)laPl (ous
HID iClass jLliadl d&ila saa

wawiall Glalaall dndn (] (i Gis W (G986 4ail

adLs| (599 yail

Wiegand.site_code_propagation (831 @la) dwlwa) @it deleo wasl
1 ] leilaud (e

lgil G955

p3diluwol | dwluw < 8jla3l (pos 13 (JoiSwll Wiegand wayj=i walo (Jasl
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iClass 48BIT

HID Corporate 1000 48 BIT lduuo sanoll wayyeill calo ssa .1

R (G99 ail 2

Wl (§g9 jail .3

d93alg Fixed Company ID pai=ll jhw saa 4

dd3alg User Card ID Number pai=ll jhw ssa .5

e oy Aol paiell Juolai ;09 HID iClass/iClass SE PACS Data paizll jhw wosl .6
qETRv

User w3l -

45 :(JghbJl -

Uolg=ll s a=io gibgll Glslac] daaw (9 (sHogull jlgall cayei calo < )13l (Joud .7
HID iClass jWiadl dila soa

duaainell Gleleall dndw (J] Jai Gis JWI (G99 jail .8

a9Ls| (§99 jail .9

Wiegand.site code propagation (a3l &la) dwlus) &nnio daleo wasl .10

1] glasd gle -

~lgi] (39 jail .11

e daiual | dwluw < 831331 (Jas 13 (JaiSall Wiegand wayyei walo Jaol .12

HID Prox

Standard 26 BIT lhbuwo sanall waypeill calo soa .1

BT (899 yail .2

HWI (§g9 jail .3

Fixed Facility Code pauwll Wial 4

HId (G99 yail .5

24..1 J116..1 (o prdiwoall Byeo (Jgb jic .6

waypei wale) spiogull jleall Olslac] dndw (8 (spiogull jlgall waypei alo < )11 (osd .7
Standard 26 BIT sua Wiegand
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Access request sent
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Card
author-
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System?

Card on
white
list?

Unlock door
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Eirth name: I

l Persons Personnel no.: I SC41156 Date of birth: [ Th 12j14/1995
Employes ID: I Employes vI Gender: I Female -
h Companies Company: I Test_Firma J Title: I

Car license Ma.: I Car2515132
ﬁ Print badges
£

10/20/2014
Card no ¢ |000000101234 Readet, , | >| 20}

Card:
&l e Card no. Application type PIMlock | Created on Last printed on Mo, of prints | Code data

000000101234 | Personal card 10/21/2014 0 2 PM 0| ner code:150, Badge no,: 101234, W

F_ PIN code
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——
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=
T

Mew Change Delete |
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« Main menu Mame: |,\‘1usterfrau First name: |Anja

Birth name: I

I Persons Personnel no.: |5c41155 Date of birth: ITh 121411395 3:
Employes 10 IEmployae - Gender: IFemale vl
h Companies Company: ITest_Firma J Title: I

Car license No.: I Car2s1s13z
ﬁ Print bacges
=]

Cardno.: | Reager) |,| 10f20/2014

¥ Cards
Card na. | Application type | PIN lack |Creatad an Last printed on | Mo, of prints | Code data

L PN code
’ﬂ Blocking

Reason;

Group of
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Q< e

<+ Main menu
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h Companies
ﬁ Print badges
=

Cards

o e

PIM cods

Blocking
;

Blacklist

Group
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q} Areas
{i Change division

PegaSys
= Stoppage card

* Keys

Employee (D lm
MName: |*

First name: l—

Personnel number: l—

Company: l—

Card: l—

Yalid on: lﬁ

Gender. had

Department: l—

Cost center: l—

until starting with: l—
until starting with: l—
until starting with: l—
until starting wiith li
until starting with: l—

MNumber of records found: 2 [~ Show al
MName First name Gender Pers. number | Location | Cost unit Job title Company Department Card number Time model “alid from Walid until
Musterfrau  Anja Female SC41156 Test_Firma
Musteimann Max Male 5c393000 Software-Entwickler  Test_Fima

A

Wanted field to change: I

=
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Access Engine

Vehicle Datum 02.07.2014 |, 14:26:14
Seite 1
Lastname Firstname Arrival Vehicle Person
Departure Last area Last area
Status Duration
Neuer Besucher mit Vorname 02.07.2014 1421 AC BB 5678
Langem Hamen 02.07 2014 14:30 parkpiatz_01 asE
present Oh &
Test Visiter 01.07.201405:10 AC AA 1234
02.07 2014 12:00 parkplatz_01 158
too late 25h 16
Testbesucher mit sehr  Besucher mit gaaaaaanz 01.07.201407:30 AC AR 2345
lagem Mamen langem namen 01.07.2014 12:00 AUSSEN AUSSEN
departed 4h 30
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