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U E| { @ Division:

« System data rList of available special davs
Date (cur. year) | Description Day model Division

Mi 01/01/2014  Mew Year DMAC-Holiday Cammar

Mo 01/20/2014 | Martin Luther King Jr. Day DMAC-Holiday Common

Mo 02f17/2014 | Presidents' Day DMAC-Holiday COrmmon

Fﬂ Mo 0526/2014 | Memorial Day DMAC-Holiday Common
G) Day models Fr 07/04/2014  Independence Day DIMAC-Holiday Common
Mo 09{01/2014 | Labor Day DMAC-Holiday Cammar

Mo 10/13/2014 | Columbus Day DIMAC-Holiday Zormmon

F(S) Time models Di 11§11}2014 | Yeterans' Day DMAC-Holiday COrmmon
Do 11/27/2014 | Thanksgiving Day DMAC-Holiday Common

Do 12/25/2014 | Christmas Day DIMAC-Holiday Common

4] | i

Create, modify, or delete a special day

Description: I Columbus Day

Dayw model: IDMAC-HDIiday : Holiday @ Common j
Date: I 1001 fH*4+ ﬁ Ievery wear ﬂ

Days ko add: I? ﬁ
Wk day: I Montag:  after the date j

Date in this year: | Ma 10{13(2014

Priotity: |6D j Walid from: I 3: unikil: I 3:
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6.2

oA ‘ @ 1 Division: [

« System data rList of available day models of the access control

Day model Description Stark time End time Stark Lime End time Skart Lime: End time Division |
@ S DIAC-Holiday Foloay 110000 &M | 07:00:00 A Common I
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|E Day models

Description: I

Reference date: IT._, 07j21}2015 33

W Ignore sperial days

Bresiew

r#ssignment of day models

F i Ma. |Day model 6:004M 12:00PM 600PM |Description Date {15t period) ‘Divisiar
(A MIIEITEE 7274568 DMAC-Hai .. Holday Di 07/21/2015 Comme
7274568 DMAC-Holi... Holiday i 07/22/2015  Comme

T274569 DMAC-Holi... Holiday Do 07/23/2015  Comme

7274570 DMAC-Holi, .. Haliday Fr 07[24/2015  Comme

7274571 DMAC-Hal, .. Haliday Sa 07/25/2015  Comme

< | ol

Holiday Day model ” 6:004M 12:00PM 6:00PM ||Descr|pt|on Date {15t period) ‘DIVISIDI’

(349 Jlgall 1o Jgan (9 leluolai (oyaig Gadl @aild (o B)8giall Cbgll adlaj 31387 (S0
B0 Ubg adlei LY cljadl 2o GLUINL dalleo (S| Syai

w3l Jasi of vy elpa3l 3o dpaiilg .&ladl (o gl adlei -lin] 1Sy (LE)L6 gliall (1S 13]
ki (JBs]) OLLI odm 2uST aicg lmape Lyl gl coull By)b soaig 8piall (6 pL3l sacg
2o doilall odo (9 pawdl sac (§8lgi .lgio Jawl pgul adlai (=i jlgall 2100 Jaa (9 dajld
ol Tow 3] w8 yall ayjlgig ajaie @8y Gle Uall (s9ini (Ul 5aac3lg el (inall U3l sac
RV ]

(18 (30 4S5 LaS (dailall odm (9 ladd "EawdI" sgasll Olas] aljs] of pusi psdiwall Sk
pgdsg glgall gipe (i) L8 839250l GULWI (o "anWI" g "sasll” (oges)l (& O3 Liig
13w jlgall 2130 ;8 G LUl Olpwaillg pgy adgai JLIAL "o gll" sgazll dieiy plaill

2023-09 1 5.2.0 | plaziwVl >

Bosch Security Systems



Access Management System V5.2 ar | ugail (pgsi 17

(USag -aaill daild Jan by pgdll adgai vgac ;9 izall awll (le agajall jaill JUA (yo
adgai (u=i (4Sey daypall 0dgig .deilall 0l (Jo 3gagall podl adlai (Jo aalg adgai ayaad
39290l Lavgll J] Uil puiy gaT paw J] padiwel| Jail losicg -84iall (o pgs JSI 3320 poy
awogll sgasll L8 saaall pgyl adgall

Jaidll galped lawll dojlall Jaa 8 dball G135 podl adlei 2o 3yanill dawe OMlasll jal
ol adlai anads juai (Sey disa 0gli] i (s3I gl Sanall Gbgll adgal) dumillg .(Gaaillg
aii (3Sey dg ddm (eell Udgll adgai e 3] Olwsill odo (s ¥ «elld gog .diuno Ozl
Jlgall gipo 9 3] drbidiallg Joall 5gagall adlaill US le @Gubis ol Lasly LU dolell Olpusill
oMzl Jilao duamnio pgy pdlai gauwdl pbl aiad (Olslacdl 0im go Bluilg " Mlasll"

pL3l slelpo Jb (9 damiall pgul adlai gomwdl pbl Jilaf (Olslacyl odg) li8g clld ang
WWilaell 9 loyw 3 caunio (JSuiy lgineig pod! adlai ploaiwl i dil (o Byyw (§anillg . all
D330l Uljiall plg}“ Uaradl jlade yopei dgles (e 3o jlgall 2130 (5giny

AaS logy 90 gl duioj 858 3yaai (JSweyg dizlese jI Gle paill Jaiwo jlga 2130 aid) «dyledl (99
389 (s Loyd 1gkiy loS (oymig pyaill Lisy il sl (399 a1l sic . OMas)l Joidy Loy (adl
ol Jolall pan e i glgi puay diles)l 0dm (§)Riwi

Preview E|

— Properties

Period: 7 Reference date: 26/06/2006

Startdate: [wo 26/06/2006 =  Enddater [Sa02/09/2008

Date 13t period] | Day model | UE:00 1200 18:00 | Descrip
Mon 26/06/2006 | Weekday ] ~
Tue 27/06/2006 | ‘Weekday il

Wwied 28/06/2006 | Weekday
Thu 29/06/2008 | ‘weekday

Fri 30/06/2006 | ‘weekday
Sat 01407 /2006 | Weekend
Sun 02/07/2008 | ‘Weekend

Mon 03/07 /2008 | \weekday
Tue 04/07/2008 | DMACHO...

‘whed 05/07/2006 | Weekday
Thu 0607 /2005 | Weekday

Fri 07/07 /2006 | ‘Weekday
Sat 08407 /2006 | Weekend
Sun 09/07/2006 | ‘Weekend
ton 10407 /2006 | ‘Weekday
Tue 11407 /2006 | Weekday

Wwied 12/07/2006 | Weekday
Thu 13/07 /2006 | ‘Weekday

Fri 14,/07 /2008 | ‘weekday
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« System data [~ Time model of the access control
Mame: | gl Description: I
E Specisl days Period: ﬁ Reference date: [74 0772102015 = ¥ Ignore special days
Frexview |
|E® Day models
#Assignment of day models

Mo, |Day model 6:00AM 12:00PM &:00PM |Descrintion Date (1st period) ‘Diviswor
7274565 DMAC-Hol,. Holiday Di 07j21(2015  Comme
7274568 DMACHOl,. Holiday Mi 07j22{2015 | Comme
7274569 DMAC-Hol... Holiday Do 07/23{2015  Commc
7274570 | DMAC-Hali, . Holiday Fr 07/24/2015  Commc
7274571 DMAC-Holi... Holiday Sa 07/25/2015  Comme
4 | |
Holiday Day model ” 6:00AM 12:00PM 6:00PM ||Descr|pt|on | Date (1st period) ‘Dlwswor
4| |
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File Edit Data Help
D B‘ < ? r@_]' Division: |[eflylnl
@

« Main menu Divisions:

Division | Colour | Description

ﬁ Device data Common {Common division)
']:' ACME Corp 1st floor tennant
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Eﬂ* Options

t‘x Tools
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dol=ll AMC Gloleo

=& DMs

| AMC 4R4 Inputs Qutputs  Terminals
=-Hg MAC

Name : [AMC 4-R4-1

Description: |apiC

Communication to host enabled: (]
Controller interface

Interface type: s

IP address [ host name: |AMC-4H4-W’M-'I

Port number:

Device communication password: Configured at this device E

Bootloader: LCMVODEZ. RN

Prograrm: |

Pawer supply supervision: [

Mo LAC accounting:

Division: | comman

AMC Glolss (pgSi

wuogll dloionll pasll dolooll
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Uil 2159 (J] AMC (le 59 1 8
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AMC (Jilswe (pgSi

AMC 44 Inputs lDutputa] Terminals]

I arvie: | Serial resistar ] Parallel resistor Tirne model Meszages
01, AMC 4w/ 2K2 1K2 <Ma time model: 03, Open. cloze, Line cut, shart cincuit
Ij3,.;-’-;~M I:. 4W8 none nu:uﬁe . <No tin;|e mou.:-lel>. oo,
04, AMC 408 none none <Mo time model: o,
05, AMC 448 none none <Mo time model: o,
06, AMC 40/-8 nohe hone <Mo time model: o,
07, AMC 408 none hone <Mo time model: o,
02, AMC 40/-8 naohe none <Mo time model: o,
Ihput type

" Digital mode single & Analog mode, 4 state
Events Resiztors
: zernial parallel
Time madet | <Mo tme model | Fie it Pt
q oo [ 1K + 1K
REL:REEE & 1K
Line cut, short circuit [ o+ HES K5
" 1kB i 1k8
= : i 2K2
i i 2K7
]  3k3
[ " 3K9
= Ak
i bis
™ E [ Bt
i ol

eljal @l ] 1o jlgall 2ipo euwas o3

pwdl cuua Jalosall dils -

dalaall glgil -

Ualaall dawlg led] 8l piiw iUl Slsadl -
bl 259)l go dosiimall Gloglaall gleil -

dalowell Uloleo
:GHWl dgaadl (8 AMC Jalsw Uleleo tawg 3y

wogll| sge=ll puwl
.@ila)l AMC-EXT 9l AMC é&awig (08 (J] 01 (jo) Jaaall 835 w3l
Gludwdl pglaall dismall pglaall deyd oye g laall
L,.OQJJI g_uogﬂ —n__mn gi II)-L!" . il
silsiall polaall disnall polanll dasd Usse|  polaall
L,.O.QJJI EJOQJI —n__mn gl ")JJ." LSJng-DJl
Sdanll Gbgll adgai pwl| Wdgll adgai
o] i (01 Sl dsousy sitmall @By
Flwy gg = 00
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dalsoll dagisoll &landl bydis i 13] = 01
du eIl 8451001 (9 pad dball (9 gladil (1ol bapius @i 13] = 02
Glaadl (syba lapiis @i 13] = 03

DIP 6)lib] puwl sgbay 15 Jasall adgai pladiwl (Jizo

18 LSi Gebii Wgw .dwai Gbgll ;8 so3=io Jalow syaad jaill aic Shiftg Ctrl (ualiaall o saiwl
Boanall Jalswll gron le lojusi pgéi

Glandlg Cbgll adlos

L,S glnsilg (8l2og agidn :lgic pMclg adlil ulg3l Ul (je sl el (2wl 269 Quuny
. yeSIl 8181 9 paldg ball ball

USS plall J] Glaals U3l odm Jlwy) (o AMC jlaa (uSed lg) dsy Wl jLiadl Olils saa
OBgdl ] Glaadl Jlw)| dilac swdi) dwai pwdl dswiall d&ajlall (o g adgai san

Uazll Glégl ajla hag lage agian Gaall (jgSu a8 (Jladl Juw (e .adgall dowlgs 83300l
RTRYES]

Jaaoll ggi

(4 All) spblil gibgll gl (5Ll @ubgll L6 Slogliall Jssud (1Say

Bliog agite wWIl Udla (o bad (uills (jo @iSIl ol oSl @bell 9o (ul4iodI gibgll
815131 L9 padg ball (9 glhsil LW O3l o Gulls (e bS] b (5Bl gBgll 9
GILal JSuly duyesdl

Rs + R : (Re) &jlgiallg (Rs) arluduill Ologlaoll o6 ggano|  agise I

Rs :aludwill Ologlaall b (sgluy Glao LWI

gl G wiaT (U1 (Ry) jloially (Re) dluludl Slogléall esd geano| 61wl pad
oo (sglui LUl (Re) &jlgiollg (Rs) dululwill Ologléaol] pid ggono 810l pad
Glogliall

(14031 Lad I @ibgll (8 " ol "Wy ()] Gloglaall (uei ey

ddobdl jlpi3l sgoni JUa o djlgiallg dduwlwill Gloglaell i (u=i (1Swy (sHb LI @uogll (9
g dsy Wl

(gl 100 (,9) 8K2 (6K8 5K6 4K7 3K9 3K3 :2K7 2K2 (1K8 1K5 (1K2 (1K b

yblied] pglael] 36917 doudoll GGl loang B3 3a0)l pgléel] doud wuuny

849gia)l O Uaill (spul 8ancHl 8 jalaf o saall prall Gied] aecdl 8 alWl Jolaall yglaf

33l pglaol)
B Woill silgio B Uoill Gl
8K2 J] 1K fe-st gi Iy 8K2 J] 1K oot gi It
1K8 J] 1K 1K 2K2 JI 1K 1K
2K7 I 1K 1K2 2K7 JI 1K 1K2
3K3 J] 1K 1K5 3K9 J| 1K 1K5
3K9 (JI 1K 1K8 6K8 (I 1K 1K8
4K7 (J] 1K 2K2 8K2 J| 1K2 2K2
5K6 (J| 1K2 2K7 8K2 J] 1K2 2K7
6K8 (JI 1K5 3K3 8K2 JI 1K5 3K3
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8K2 (J| 1K5 3K9 8K2 (J] 1K8 3K9
8K2 )| 1K8 4K7 8K2 (J] 2K2 4K7
8K2 (J] 1K8 5K6 8K2 (J] 2K7 5K6
8K2 ()] 1K8 6K8 8K2 (J] 3K3 6K8
8K2 (J] 2K2 8K2 8K2 (,J] 3K9 8K2

dolc 53bi - AMC ajlio (pgsSi

dpuyy (§blie O (e (sginig AMC-EXT gl AMC (e apo (JS (peSi 1w jlgall gujo dadw 9495

ardo JSJ diumall dalzoll (le dole 84lai po daild pipo -
doilall ;8 8sanall gjlaall (poSil Whla -
2ol bopiii boph =i —

AMC 44 ] Inputs Outputs ] Terminals ]
Output ] Action type | Max. duration Delay Period Pulzsing Duration I Count | Time model | Meszag
01, AMC 4/-8 uzed by an entrance | 000, <Ma time model> [a
0 S used by an entrance | <Mo time modsl: =
1 0 0 0 1 [ (
06, AMC 4-4w/-8 used h_l,:l an entrance | 000, <Ma time model: [
07, &MC 4-0/-8 1 1] 1] 1] 1 1] 1] 000, <Ma time model> [
08, AMC 4-w/-8 1 a i 1] 1 a a 000, <Ma time models [
3 | >
COutput data—
State  Ewentz-
Input activated ~ Create events: [ Time model: |DDEI, <Mo time model» Lj
Input normal 3 :
Input shart circuit tamper L e i
Input open tamper
Input enabled ; : ]—_] 3
Thot dieabied Action type: |1 - Follow state - Enable: I
Output zet
Output reget
Door open ) Max. duration: |0 360, Pulse width: || 110 sec.
Droor clozed
¢ Delay: |0 zBC, 1 of pulses; |
Dioor left open
Feader shows access grar Period: |V 3EC.
Reader shows access deni
Tirvm cricilal 2ol b
& >
_>J Output ~ ] Opl | Description | Param11 ] Param12 | Op2 | Description Parameter21
03 Door open 10b, DM 100 NORMDOOR, Door-&
| > 03 oR Dioor opened unauthorized 10b, DM 10b HORMODOOR, Door-6
| —1 05 [ioor open 01a, DM 0126 NORMDOOR, Door-7
7 05 Door opened unaut 01a, DM 0156 NORMDOOR, Doar-7
L% | L]

dgaall 9 AMC ajlie 3yaai

Shiftg Ctrl (ualisco)l psaiwl .L§gJ_vJ| Jgaall L,.Q Ul plowldl Sgi Saa gyBall Oluedo (pgsil
538WI (o Glawll <jall (8 ko] piy LU sl Faiw .pe3l ) 13] glawl sac syoall aill sic

Amosaai Ul 830WI e bhad
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Output Action type | Max, duration Drelay ] Period ] Fulzing ] Duration ] Count J Time model _1 Meszages ]
01, AMC 4-w/-8 uzed by an entrance | 000, Mo time model: oo
by an ehtrance | 000, <Ma tine model: oo
S I T S S
1] 000, <Ma time rmodel> 1]

| 000, <Mo time madel> | ]

DE AMC 4-4/-8 uzed by an entrance | 000, <Moo time model: on
07, AMC 4-W/-8 1 0 0 i] 1 i] 0 000, <Ma time model: Juli]
08, &MC 4-w/-8 1 0 0 a 1 1] 0 000, <Ma time model> Juli]

(soloy Yol jehiiw (g8 JAT U gl vl adgai dowlgs laaylio (usi i LUl pow3l J] duuill
0dg) (neSUl Glloc (yo syjall clpa] (31Swy 3g ."1JAs0 dauwlgy padiwe” Glogleall 2o aild
.a)Ball

0S13 (5oloy (ol s aai LU pawl jglas

AMC 2jlio Uloleo

wogll| sge=l)l puwl

Hliadl AMC-EXT of AMC sic ajlaall (Jla)l oudyill asiall
AMC_I008g AMC 20 08 (J] 01
AMC_IO16 20 16 (J] 01

Saaall el ggi ] 8L a3l ggi

Al dnylio = 1
L = 2
wgqlil =3
- [awS ool Ayl jglas @) 13] &5ls = 069999 - 1] ilglll 8)LbYl a0 Jgb 8ol
"1" el ggi 20 bad (5908l
"2"g "1" <ljadl Legi go bad - [9999 - 0] 8jLbYl slac| (in ilgill paldl Jalul
"2" clja¥l ggi go baad - 8)LbYl slac| (in (ilgill 820l ol
Uwolgio JSuiy 8jUb3l lo=iw 3lg - padll lapiiii |
wadll Jgb 8.0l
Wl Olaw! soc sanll

saanll Cbgll adgai pwl| Gbgll adgai
Awyl blid) dode Byl

dilwj g9y =00

Glaadl (je pledl piy = 03

.DOP L] pwl ol 15 Jaswall adgai pladiwl (H=o

wasl elpadl (Slaadl :a)laoll

2o (algi (8 Yol Jgdng juisdl Olils plsaiwl odel dojlall (o OIlasY] gron U] iy

GO Biblall Olslacdl J] 85LbYl J] @&eild Jlas] syani (sa8ig .pauillg slyaPlg Slaadl jlgall
Olaloo gren (5oSi ¢l daypb «deilall O3lasY s32io Oljlisl Gle Uil el (@Gibiyg .algill 0do
GO 833aa)l O3ASY ares) Glaleall Olslac] 8 Olpwsill sleicl pig .dgluio 533aall a)liall
.dajlall
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- Everts
Create events: v Time model: ]DD1 . harmal week ﬂ
Behaviour Pulzing

Action type: | 2 - Trigger - Enable: B

hax. duration: | $EC. Pulze width: 1410 sec.
Delay: 1 60 # of pulzes: |0
Period. |10 sec.

odm Jly) way U 13] .sanall apaall dlw) Jug) way g8 13] Glaal bik] jLiadl &l saa
Maic ciled gguwdl dlgi dllac of Jull JUA (JUo)l Juw Gle dadd 850a0 Olis JUa JSlwyl
:dyopall Ol glgiS AWl Olaleall (u=i (1Say

dac wase | (asSwif sl daall| palul daoll| =123l goi
S lagdl il (sauaill
W 9999 - 1 =i 3 -0 asls = 0] alall dsylio
9999 9999 - 1
9999 - 1 9999 - 1 p=i| 9999-0 -0 3 Uil |
8yiall (Julaej ols 131 9999
wauill
(a0 pe
3 9999 - 1 =i 3 3 3 Uolidll

AMC 2jlh0 Olily

iGle gyl jlga gipo (o lawll sjall (sginy

Boanall ajlanll 5)0giall G3lal 2o daild g0 -

aylaoll odm Jpeihi) &§Sall O3lallg ajlanll (posdiy Jgaa -

Output data

£

Door clozed A
Door left open 3
Door open

[oor opened unauthorised
Host communication down
Host communication ok

Input activated

Input dizabled

Input enabled

Input normal

Input open tamper

Input short circuit tamper
Output reset

Output set

Output ] Opl | Description Param11 Faraml2 | Op2 1 Description Farameter21 Farameter22
o7 Dioor open 10b, DM 106 NORMDO...
07 OF  Door closed 10b, DM 106 NORMDO...
o7 OR Door opened ... 10b, DM 106 NORMDO...

=1
2
i
_J o7 OR Door leftopen  10b, DM 106 NORMDO...  AND  Door left open 10b, DM 106 WORMDOOR, ...
x|
[Z]
]

dizee O3l dbuwlgy lgheii piuw U1 ajlell (ugsi
(o dudhio Ulegono of @938 O3la dhwlgy lglisdi ply Cuyny odel 83 sanll ajlaall (oS eliSuy
RUNEN]
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(solell @ilall gipo (o JST ol hjao soa -

Al @aild (o dla soa -

2P gl Al odo Jlwyl lgiSey 5380 dla) cundi Gllec gl jgal 8ac 9gag Jbb 8 -
21 Gils ] lapbilll 2bg (8 (gSuw
jlga)l @0 Al elliy saa0 apo JSI Jaoe L3 (Ul (99 Bgajo I3ai 4ail gl) 21 (599 4ail
CWIJe3l 8yl JUall Juw (o) il (Jg31 Jasall AMC «Jlall Juw (le) Jg3l
(UJg3l

E =it ﬂl Operandl | D' escription | Faram1 | Faram 2 |

04 Cutput zet 00, AkC, AMC 4452 | Out, 07, AMC 4472

jlea USJ ibio OR (Jole 2o logli] pizg deilall J] 8o sanall Al Jai piy 2l (599 yaill
(AMC (also gron (JUall Juw (le) Culo

Exit ® | Dperand] | Dezcription | Parami1 | Parar 2 |
04 Cutput set 00, AMC, AMC 4452 Out, 07, AMC 4-wf-2
04 OR Output set 00, AMC, AMC 442 | Out, 02, AMC d-a-2
04 OR Output set 00, AMC, AMC 442 | Out, 03, AMC d-a-2
04 OR Output set 00, AMC, AMC 44442 | Out, 04, AMC 4-442-2
04 OR Output set 00, AMC, AMC 4442 | Out, 05, AMC 4.2
04 OR Output set 00, AW, AMC 44442 | Out, OB, AMC 4-4-2
04 OR Output set 00, AMC, AMC 44442 Out, 07, AMC 4-4-2
04 OR Output set 00, AMC, AMC 44442 | Out, 08, AMC 4-4.2

.dalg OR jlaisl J] O3la dac (=i Sy —

E wit ﬂ Operandl D ezcription Faram11 | Faram1Z |

04 Clutput zet 00, AMC, AMC 402 Out, 07, AMC 44002

04 ] InpLt normal 00, AMC, AMC 402 In, 07, AMC 4-07-2
R Dioor open 0Ba, Tirnernagrm <4 s

LAyl Lo diSsao AND 2o OljLaisl|
(s lisl sgec (8 payani (Gub (e AT bpb L] WBlalg Lal (o dimo A1 oS5 Ol wsy -
1§99 yail (duyb (s dalzall AL glusgig (spal dla syoni piy welld oy -

Exit & | Operandi | Drescription I Param11 | Param12 | Operand2 | Diescription | Parameter2] ‘ Parameter22 |
04 Output set 00, AMC, AMC 4442 | Out, 01, AMC 4-w/-2
04 i3] Input normal 00, AMC, AMC 4-w/-2 | In, 01, AMC 4-w/-2
m- 0R Dioar open 0Ba, Timemarn <oy AMD Dioor opened unautharized | 06a, Timemam < s

1y Lleuis]

B

-ar0 US (] OR by 128 (juai (550

.alalay AND aalg byb bpb JSJ oS of (1w

(531 Gt Olilacg bjgadl aron ] Ll LAl Sy «Cuali ol jlaa (] Al (e ey
(syWAl sgec 9 Gizall Jasall soa -

Al . _ . . _
G99 Jaill Gub (e vgagall il Gllacg 8jga3l aron) Al odw <Liki] @iy -
ajliall Olaloo (Jya=j
doflall 9 pawdl (hasi eliSay
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Ollacg 8jgadl (puei Wails i «diyeell Al lgzo (3ilaii 08 Culi Oldoc gl 8jgal 8ac 3gag 20
ggll 13o (o (Jo¥l Cuiil

Uaaw (JUadl Juw le) 8jgadl jolai (AND Oljlaisdl 20) Param21g Param11 (j 3502 9
8] (JUa)l Juw (le) dola Gudi Ollec le Param229 Param12 (jlsgesll (sgin) .(AMC
(538 Ll (Jaaall

Uaw Gle) Qi Oldac sac of (ala3l/JlBo3l Olag) (Jlall Juw (L) djgal o sgag Jla (8
Sgell 1w ] bW =W Guglall phge psiy (8148 8jeal Boasio OljLb] (JUall

E uit ﬂ Qperandl | Dezcrption Faram11 Faraml2 |
04 Output zet 00, AMC, AMC 442 | Out, 07, AMC 342
n4 0F Input normal 00, AkC, AT 442 In, 07, AT 44042
04 oRF Diaar open 0Ga, Timemarm <o sy

O3as] (sl @ouwio do3ld jgeb ] (5981 Jj 48Ls] L] sgazll JBas] (Ge8 agojall yall (s34
.dololl dnJlo

Exit | Operandi | D escription I Farami1 J Faraml2 |
04 Output set 00, AMC, AMC 44052 Out, 07, AMC 4-/-2

04 OR Input normal 00, AMC, AMC 4-/-2 I|:|-| ;'f-.ME 4w 2
04 OR Cioor open 0Ba, Tirmemgm R AME doia

e .-'-‘-.I'-1I: 4 W 2
03, AMEC 442
04, AMLC 4-/-2
05, AMLC 4-/-2
OF, AMLC 4-4/-2
07, AMC 4-w/-2
08, AMLC 4-w/-2

(Roge=ll 9 OIS Cyaad J] Param21g Param11 (pogoe=ll (9 O3BSY] jusi (so&
:Param229 Param12

E «it ﬁ | Operandl | Dezcription | Faramn11 | Faraml2

04 Clutput set 00, AT, AT 4-404-2 Cut, 07, AMC 4402
04 0R Dioar open 0Ea, Timemnanm <4 U e

04 OR IrpLt momal 01, AMC_ 10, AMC_I016_002 1 In, 07, AMC_I0TE_002_1

1 laab)

| !

.Param22q Param219 Param12q Param11 s0c3l (J] duwily bad (jSao w3l [im

Higo paiy ¥ (had salg Jase (9ST wun (JUell Juw (le) (38 Oljla sl sgag pac Ul (9
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E xit ﬂ Dperandl Dezcription | Parami | Faraml2 |
4 [nput ghort cir.... 00, AMC, AME 44042 I, 07, ARC 42
oA Coor opened ... 0Ea, Timemam L M s
10 luwodall (S (pu JUo
Exit | Operandt Description Pararn11 Pararnl2 |
n4 Input hort circut tamper 00, AMC, AMC 442 I, 07, AME 44842
04 R Input zhart circuit tamper 00, AMC, AMC 442 Ik, 02, AME 4042
04 R Input zhart circuit tamper 00, AMC, AMC 4402 Ir, 03, AR 44042
04 R Input hart circuit tamper 00, AkC, AMC 442 I, 04, AMC 4-40-2
04 OR Input zhart circuit tamper 00, AT, AMC 442 [, 05, ARME 44842
n4 R Input hort circut tamper 00, AMC, AMC 442 I, OB, AME 44042
04 R Input zhart circuit tamper 00, AMC, AMC 442 Ik, 07, AME 4042
04 R Input zhart circuit tarmper 00, AMC, AMC 442 I, 08, ARME 402
04 OR D'oor opened unauthaorized 0Ga. Timemam
04 OR Door opened unauthonzed 03a, Entrance B:B REVDOOR, Revaolving Door
139300l O lwedall (py JUo
US e o2y dglhall pe Sluodall @lj] gl 21§96 Jailly yuolo JSU alg Jlas] <liv] @iy
1O luo Mol |
E xit f‘,-| Operandl | Dezcription Faramn11 | Fararnl2 |
04 [riput ghort circuit tamper 00, AMC, AME 42 I, 07, ARC 4442
04 OR |rput short circuit tamper 00, AT, AMC 442 [, 03, ARC 44042
n4 1R [riput ghort circuit tamper 00, AMC, AME 42 Ir, 05, AT 4442
04 0R |rput short circuit tamper 00, AT, AMC 442 I, 06, ARC 44042
04 aR D'oor opened unauthorized 0Ea, Timemgm
04 0R D'oor opened unauthorized 3a, Entrance B:B REVDOOR, Revolving Doaor
jlas O] @by Jlw] Jlall o Gle go31 wlbi 13] ajlio sac Gle lguai Boplall S (55
sy pay ByUb] J] @8LbIL &g 8jUb] ] LAyl Cuadal 13] cwai Gdgll (9 (ayla
Bosch Security Systems plaziwdl Jd> 2023-09 ] 5.2.0 |



64

eSaill Ulaag (pgsi | ar

Access Management System V5.2

E xit ‘3 Dperand] Dezcription Faram1l1 | Faraml2

n4 [riput ghork circuit tamper 00, AMC, AMC 4442 In, 07, AMC 44082

n4 0R [niput ghork circuit tamper 00, AMC, AMC 4442 I, 02, AME 4482

n4 OR Irput ghork circuit tamper 00, AMC, AMC 4442 I, 03, AMC 4442

n4 0R |nput shork circuit tamper 00, AMC, ARC 4004-2 In, 04, AT 44052

n4 0R [riput ghork circuit tamper 00, AMC, AMC 4442 I, 05, AMC 44842

n4 0R Iriput ghork circuit tamper 00, AMC, AMC 44042 I, OB, AT 44082

04 0R [nput ghork circuit tamper 00, AT, AMC 4-4-2 I, OF, AMC 482

04 5] [nput shart circuit tamper 00, AMC, AMC 440/-2 I, 02, AMC 4052

n4 oA Door opened unauthorized 0&a, Timerngm EEa Il

n4 0R Croor opened unauthornzed 03a, Entrance B:B REVDOOR, Revalving Door
0& Irput ghork circuit tamper 00, AMC, AMC 4442 In, 07, AMC 44042

05 0f [rput ghork circuit tamper 00, AMC, AMC 4-4w-2 In, 02, AMC 4-8-2

& 0R [riput ghort circuit tamper 00, AMC, AMC 4442 In, 03, AMC 44442

0& 0R Iriput ghork circuit tamper 00, AMC, AMC 44042 I, 04, AT 44082

1] 0R [nput ghork circuit tamper 00, AMC, AMC 442 I, 05, AMC 4482

0& 0R Irput ghork circuit tamper 00, AMC, AMC 4442 I, OB, AMC 44442

06 0R [nput shork circuit tamper 00, AMC, ARC 40042 In, OF, AT 44052

05 0R [riput ghork circuit tamper 00, AMC, AMC 4442 In, 08, AMC 44482

0& OR Door opened unauthorized 0&a, Timerngm SEa Il

a7 [ rput ghork circuit tamper 00, AMC, AMC 442 In, 07, ARMC 4482

7 0R [riput ghort circuit tamper 00, AMC, AMC 4442 In, 02, AMC 44482

a7 oA Iriput ghork circuit tamper 00, AMC, AMC 4442 I, 03, AMC 4402

07 0R [rput ghort circuit tamper 00, AMC, AMC 4442 I, 04, AT 4482

a7 0R Irput ghork circuit tamper 00, AMC, AMC 4442 I, 05, AMC 44082

a7 0R [riput ghork circuit tamper 00, AMC, AMC 4-4w/-2 I, OB, ARMC 4482

7 0R [riput ghort circuit tamper 00, AMC, AMC 4442 I, OF, AME 44482

:12/229 11/21 doleol) dwsl}id3] eusll 2o 85gagall U3l A41Sy dailé
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Description Farar 1 Fararm 2

Input activated 00, AMC, AMC 45082 In, 01, AMC 4-4/-2
Irput normal 00, ARC, AMC 42 0 n, 07, AMC 4402
[nput ghart circuit tamper 00, AMC, AMC 42 0 In, 01, AMC 4442
Input open bamper 00, ARC, AMC 42 1 n, 07, AMC 4472
Input enabled 00, AMC, AMC 45082 In, 01, AMC 442
Input dizabled 00, ARC, AMC 4%/-2  In, 01, AMC 4-4/-2
Clutput zet 00, AWC, AMC 44%/-2  Out, 01, AMC 4-w-2
Cutput reset a0, AMC, AMC 442 Out, 07, AMC 4842
Droor open 06a, Timemgrn 4 1w

Door cloged 0Ba, Tirmerngr £4 1 3

Croor opened unauthornzed 06a, Timemgrn 4 1w

Droar left open OBa, Tirmerngr £4 1z
Feader shows access granted Th-Reader [M
Reader shows access denied Th-Reader [M
Time model active 000, <Mo time model:
Tamper reader Th-Reader [M
Tamper AT

Tamper [0 board 00, ARMC, AMC 4402
Power fail

Fower good

Hoszt communication ok
Hast communication dowe

@8 plall Olbaoll Lygei 8 GlyLBYI 3aad

(Jalaall sl el loJla AMC-EXT gf AMC jlga Gle &luodall (ei dxdyplall &lanedl wygy oy
soaadl QW adgei cuusy O Oliyei J] Uiy

Ollac .auugill Olagl of @Saill songs ol &dplall Glanall gy (,9 O as <l wliSey 3
Olslae] Usge pis wuwldl 13g) . Ja sl @adia) &8l Olanall gy (6 bhad diSao pyaill

Chls] OliygSi ] peadl ol lgwye @iy GUI Jalsall pis . doloy Gala Gle 48 lall Olhanall
liall O13 alae]
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AMC 4-H4| Irpuats I Outputy ~ Terminalz

Signal allozation of AC 4-84" with 12 zignal pairing

Board T.. | entrance [nput zignal entrance Output zignal
aMC 4-R4 01 DM 0la Dioor contact Dk 01a Releaze door
AMC 4-R4 nz

AMC 4-R4 03

AMC 4-R4 04

AT 4-R4 3]

AMC 4-R4 1]

AMC 4-R4 07

AMC 4-R4 na

BPR HI 1]

BFFR HI nz2

BFF HI-1 1]

BFR HI-1 nz

J | i
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DM 14b Alarm system Terminals
Authorizations
Name of disarming Name of the arming
authorization: authorization:
Description: Description:
Disarming Procedure
With card and keypad
O By card alone 1, Press confirmation key '7'.
(® With card and keypad 2. Press confirmation key 'Enter' or #.
A 3. Present the card.
(® Confirmation key + PIN code 4 Enter PIN code.
(O By PIN code alone 5. Press confirmation key 'Enter’ or #.
o) . 6. The alarm system is disarmed.
By confirmation key alone 7. The door is cycled automatically.
Butonsticdoor eyda; E::f:znltiﬂc)m can also be given by an input signal (e.g. from a
Arming and disarming
Output signal with a 1 sec pulse:
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@2lebl Loy dodc aiblg bjgadl 8yab (9 ojgay gill LKL Cued DET jlga JS saa .1
Gilghll Jooa jelay - -

. laJI DET jlga (3o @yl Jogwgll Sy (Gilb JSU jLiadl &la saa olodl wldl sgac 8 .2

Golol b JSJ doy Wl jLiad] &ila saa (ogenll Jgwell aliall Lolodl LW sgac ;6 .3
-azﬂg Uieai 5T g (10 «ogazll Jgwgll alio

Gl prgeall Jgogll auail G8g adgai saa peledl wlll Glgll adgai sgac (9 (gylual) 4
@b ] Jowgll oSy ¥ a8 (Jliall Juw le o3l i) 13] (@ilall &3 8 Lolodl Ll
gl (Jo dizmo Ologl (8 3] lilio paboll

Ugwogll aliall Lalall W g Galall Gl sgesl (oll oj) 13] syl Olghall Suaii j)S .5
{alall oLl Gbgll adgaig (e g0l

(399 jail .6

]
:Jlio

@lahll odm ] Jawgll 1Sy Cua (@slgb 10 (1o scbao dcgano (a1lgb olisl JUall (3l
g «udgll adgeiy sio pahball @lb ] Jowgll .dmsgl (8 Loledl small UL (Jo wlgSlg
.aualallg dolo3l acbaall Llgs

U lpueil khaa) (lhas)

OTIS terminal  Floors

Highest floor: 7

Lowest floor: -2

Change floor range

Floor number | Name Front door Front door publicly accessible | Time model for front door | Rear door | Rear door publicly accessible | Time model for rear door | Description
7 VP v r r r Cx0 floor
& Restaurant v v Ma_Fr_07-17 v I Ma_Fr_07-17 Public
5 Offices-4 I~ I I r Staff
4 Offices-3 v [ [ I staff
3 | Offices-2 v [ [ I Staff
2 Offices-1 v [ [ I Staff
1 Conference Iv I I I Invited visitors
o3 - - - -
-1 Maintenance v [ v I Restricted
-2 Servers v [ [ I Restricted
- 3 H - . < . - . - . -
ULl (Jola) Otis 1 dwvla (oilbodl dvwviso (Jgin (RoSI 21.2

do adoll

85aaall Otis (ailas Jlas] Jdidwll (3Say Cus dnniall Jgaall elli -li] &aisS awall i cany
dawlgy "Ujiol" 13m syani winy dusl4id3l digag gl @8ladl (Jola "(Jjie" 13yaaig «d8lay (Jolal
:GWilaa] &M

sclaall dcgano .1

Gl .2

oWl .3

Usuiiiall Gle wny (Jgogll (8 pSaill plai Jrec (8 d8ladl Jola) Jjiell (@lb ayaai sic &l ban
UJgdall abg oy ccuudl 13g)g .o W (@ilbll iaclaall degano seudpdl guaiy OLLII JlAs]
aw3l Q) Gl (o (eSy O uadyg «delyall wwiyiy &)l daaiall

LelS &MUI Olasadl <lin] 6ygpay dahio OlpS sl 3usSl (§91ge (599 yail
dole (le jalai) dgu] alini dola Otis Wljlia (sT Il d8LsJL (dyjgpall &Ml duaiall Jganll saa
Ugwgll ;9 pSalll Jsac dgalg (o dcboall cygy

Ugdall ;8 ACE/AMS (19S5 Oloslei gal) cbamiall Jganll (ngSi Jga dole Ulogleo (le (Jguanll
.(rabgoll Ol duawniall
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Jleadl 2130 jluo

duosnie Joda < Ol < (ueSiI< duuwiyl daflall

=13l

debooll wygh dole saa idouninll Jgaall yajlaid daaw (9

scbioo dcgono :lgdl dblanl

~aa Jlo] Jan -livd pei 399 jailg gl dode e dula ;8 Agaje ljai yail
.Otis DES ayaai saa (Jéall ggi doilall (o

Elevator Group Jausl igoauil (Jaa 9

Tab:Elevators 3aa (9 ydpe wild (o

Janll 13m0 by (o by Cun cacbonll gy @ole (le 13019 38go san @ubgall dcgans (L6
.paaiall

o b wih o

Uidell Gilb il dglanyl

By diiase (Joan LY dgaa (Jis (599 ail

Jjedl (@alb ssa Jaall ggi doilall (o

Home floor (JAsl iwoauil (Jaa 9

Tab:Elevators 3aa (9 ydpe daild (o

Uaall 13m jaby () way Cun acbaall Lygyi dode (le 13558 Bgo saa @ibgell dcgano (,9
Aay ! &landl s (ggSy Ul way (o laill Gloiio Ju6 (o pladiwdl Jrguil .yaniall

obh wih o

agyal ub ;AU duflondl

5aya danie (Jgbn <Ly (dgaa Jba (G99 jail

29 Wl san(Jdadl ggi dailall (o

Exit door Jasl cpemill (Jan (,8

Tab:Elevators 3aa (9 ydpe daild (o

Jaall 3o jekay (o way Cus (debaall gy dode (le 13949 (2890 san @bgall dcgano (9
Jdy | dglaadl ani oSy Of way lail Gleiin (18 (o plsdiwdl Jrguid .yanioll

o b wih o

GlElayl lola) dwola Otis Oljlia

do adoll

OlLAI o dm ayani @i 13] .duwliall Otis wilbgl LAag Otis 4 dwla dlly OljLA dulel 1861
s2u00)l Olily oy dode e jLidl GUKS jelhind (aebow)l (gl dole e dnio (Jgias
Maic . (golaubl < guabgell GLly < duigl deilall) golaub3l jlgall 21p0 9 GBUaYI (lols)
Jogwgll ;8 pSaill plai lede dawlgs loayaai <l2l]g loayani (Sey

.Otis Ugaie WlsliY lAog had OljLAll odm ()5S

5van Gass Joha Wiy arda Uda 990 sl 1

Otis Gljla sas Jaall ggi doilall o .2

.Otis (85Ug) ladg ol Otis flag 1 JUell Juw (le dolall elivows JasT dpemill Jén 0 .3

Tab:Elevators 3aa (9 ydje dajld (o .4

OTIS option 8 (,J] OTTS option 1 (po GlLAIl sal san daulsgll ggi &ajld (o .5

Gl by () sy Cun aebaall gy dodle (le 150)0 a8go soa @ibgall degono ;8 .6
.03o LAY

il

Ulpueil haa) (lhaa) Wad il .7
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Otis scloal) lgisgSig UMigAas Ll

do adoll

L9 sclaall ulglg (31lglallg Otis sclino Glegona) (Jowgll (§g8n (posdi duassS pwsll 13> oy
Al OWgai 2o lgan sic dEgqub ST dayylay of Bl LYl Llola ()] GMygalll (juei e
OlBladl Glola (J] lginss daic iy LUl (Jguog)] wayyei Glale (9

duw L3I bgpidl

dliao) sclbao degono 2o JoiSe dif .jlgall jya0 ;8 MAC 8aag (le Otis Compass plai syaai j
.(lgs @A)l DET 8jgal; dlioo) wl+@ilb algjlg (lgy yolall DES jlgay

Jlgadl 2130 jluo
OMygaill < plbaid]l Ol < dudyl deilall

a3l

cagaa (1gad <lind (syaa) D,) 699 Jail gl (39290 (hgai pawl ool (seadll pawl Jan (9
.ay] sliw3l Otis Compass plai +lisi] @i (s3] MAC pawl 3aa MAC dojlé (,8
Otis a0 gl dodc (§g9 jail
Jrgadll J] gidls] 8 wep il sclaall dcganal DES/DER saa Otis scbao daild (,9
(lhad salg DES/DER (le (soiny (ol (igaill Sl il lan)
@lebll sja (9 53350)l aclaoll decgono (§lgb jglai -
Ul @alghll elli 18 Ulg3l saa (Gilebll sja 6 LalAl LlWlg Lole3l LW (nages)l (& .5
ol 13m0 (8 lgiraudi sy
i Losic 0dm scbaoll deganal loayani ey ) GUl @lghllg Ulgdl odo (gl had -
1o jlgall 210 ;9 syaaill dbl8 (JgSi (g Ygll dysloy UgSiw jlgall jpno (9 > syaad
ol Wig3lg @lghll aian syaail @Galghll US @ljlg @lghll US (=i i)l 999 sail ol .6
B3alg dpo loaysad <]

Nw o

.gall khaa) (laaa) W@aed il .7
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IDEMIA Universal BioBridge (pgSi

(o Bosch (po Jgwgll 9 pSaill daliil g0 Ja=ll IDEMIA &jiognl 8jgadl (1193 wall 1dm cauny
.BioBridgeg MorphoManager (Ji4

Wl O3l (8 &jgpall (ngSill pleo ducyall pLudl odm Jolisi

Bosch (jo Jgogll 9 pSalll plbi -

MorphoManager -

MorphoManager (9 BioBridge (uowill (uoe -

daliae OBl Olauuiig OLisl usSil Oldee -

Bosch (jo Jguogll (9 pSaill pUisi (9 BioBridge slac]

pUaly IDEMIA & jiogunll 8jgadl buy (U1 OLLWI 8acld -Liv¥ ACS (6 alWl Olghall Juaii i
lpa (] AW oLl saclds OLLS Gueh Ol sacld pgai .Bosch (o Jgwgll ;8 pSaill
rua=dl

Gl a3l (Bosch) yosub @i -

(IDEMIA) (jsosdimoll a1jgi dcgane -

Jgadl 2ij0 jluo
IDEMIA Glily 8acld (ugSi < Glgadl < (uoSill < AMS duugyl dojlall -

IDEMIA Oy 8acld (31gSi (599 jail .1
IDEMIA BioBridge GUly 990 jlgall 2150 soby

i;g IDEMIA - BioBridge Data Provider - X
T 0
© BOSCH

Invented forlife

Database instance IDEMIA database definition User distribution groups

5

IDEMIA BioBridge Data Provider

erver (name or 1P acdressk
W16-TAMS-EN Selection Person class User distribution group
Dzl nes:
Employee Employee
ss 01 esssss External personnel External personnel
--------- @® cecscs Visitor Visitor
Connect |
Delete database Assign user distribution groups
Synchronize database Use pictures of access control badges for image comparison

Exit

Wl Ologleall Jaol (oLl 8acld Juio sja ;0 .2

J SQL Server Gl 83acld Juio (Ju2iii piy Cun JiguesSl IP (jlgic giLfJ._péJoJ|[o_w|:|o.)|A'J| -
lao piy SQL Server (usuis (1S 13] «lao)l capsall pwl 13m (jgSy 38 .ACS

(ACE :(,51,1631) ACS Olily 8acld (Jubo :0LLWI 8acld Juio -

(sa :81i831) ACS Ol 8acld (o Jgduo wlua pwl :padiwall pwl -

ACS Gl -Li5T LaiygS5 o3 oS «Jgdumall Ll jgpo dalS :jgpell dalS -

Sy 09aT Gin (583l pSaill polic gron (ihei piy .Jlaidl jLisd JUail (59 jail .3

IDEMIA GLly 8acld waypni sja (,9

a8 8elyall lam (ulaa Jol

IDEMIAg Bosch & lily geai il GLilwl acld pwl :ldemia Glily 6acld -

6ALI§L?Q}O|93|MJUL4 aolipdl daiy (s OLLl 8acl8 poiiwo pwl :ldemia psdiwe pwl -
oLl

oSy &g8 Idemia paiiwo pawl jgpo &als Jasl .1

22

22.1
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b (8 ol pwl ji=inwg dilidiwall (1gSUl plgo (9 led] alisiw .lu jopll dalS g§s .2
lgilaas

Olily acld -Liu] §q6 jail .3
B91go (399 yail .dnal -Liu3l dlac il 13] lo lwyl 2ipo oSGaw

Jlgall 210 (3Ue agyd (G99 Jail alaiy OLLASl JloS] vic 4

Ureddiuell 21jgi Glegose sja (9
Glola) (o sdiwall (Ju=iy pgai MorphoManager OIS (ye 8jlic (posiiwall g1jgi Olegoso ()
)] lit=i (Jai .MorphoManager -Moc gi dyiogul! 8¢lyall 8jgal (o Ulegane (J] (slaic3l Olly
Bosch (jo Jgogll (9 pSaill debail 9 yasuidl &L
-l duloc lgo saiug asub di6 ACE (JSJ jLisdl Gl saa "syaai" sgesll 6 .1
dcgano sgoc (9 dllaell @il ] odm yasidd] 418 pwl jwil o3ysal Ced paw JSI .2
) -Uso 3diuall 21 jgi
Bloi (Gt T way aosdiwell @1jgi degoang yasuidl di6 slowl (T baY -
-0 sdiuwall @1jgi Olegone (=i (599 Jail (Qu=ill Jlisl sic .3

VisionPass (jo ogagll (,lc W)=ill digg)l délby jguo judgi
dgm OlElay jgw» plasiwl VisionPass (o ogagll e Wy=ill duaiiy IDEMIA 8¢136 6}@;3! alowd)
:ACE Ol 8acld (o OBladl (lola
o.).QLle(_,_C).\.tSLJb pdg ygoll dijlanl Jgogll ;9 pESaill Oljlb jgo psdiwl G99 jail >
.p2ail a8 dioljall dlac (5 IDEMIA BioBridge Glily j9g0 5380 1S4
Wygb l8g Jail (§p2iuy 28 dyinall jgall OUly &oS (le iy ol 1and

Olﬁll .II L“jl“n ---9 Olu."“JI““II

do adoll

calo" gl) cayyei alo <Lik| ell=d (dyjiogull diggll )] A8LLIL OBl plsaiwd blaaj s 13]
03 Jowall OBl (Olauuii of) (§uwii (ressis MorphoManager 9 ("Wiegand wayy=j

had CSN wayy=i (MIFARE quiai (J] duwilly .dogesnll Olapwiill e dole 8plai JWI Jgandl pody

.0 9c 0
Card HID HID Class HID MIFARE Classic | MIFARE | MIFARE
Family Prox iClass DESFire | DESFire
Seos EVO EV1
Card 2k/2 1K 4-byte NUID | 2k 2k
Variant 16k/2 1k 7-byte UID 4k 4k
Prox | 16k/16 Seos 4k 4-byte NUID | 8k 8k
32k(16k/2+16k/1) 4k 7Tbyte UID
32k(16k/16+16k/1)

dogc o)l IDEMIA Ollay :22.1 (ausdgill JSuidl

pladl sl

Wiegand way =i walo < 8)la3l (J| Jaiil MorphoManager (,9

uauaro Wiegand waypei walo <Liby ddLsl (599 ail

oUail] Lgosdiuy il d8layl duiaig (Guuilll Ologlee Jaol dlall w13 jlgall Ulaipe (,8
cale (Jan (8 dowl Jaol qolaill (,8 jagoe osuaai pi (s3] Wiegand waypei calo plsdiwd
:aJ I MorphoManager jlga Oleypo (9 Wiegand cayy=i

sHogul jlgall wayyei walo < yla31 -

padiwel |l dwluw < 3jlo3l -

Nwih o

22.2
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Mifare Classic CSN
aJWl Juolail Jaslg Wiegand User CSN Element paic wasl .1
(JUoJl Juw (lc) CSN w3l -
32 Johll -
Reversed :(igaill giog -
Uolg=ll saxio aibg)l Olslac] dnaw (9 (spogull jlgall Lasyei calo < 5jlo3l (Jos .2
MIFARE Classic jLiad] dila saa
Mifare DESFire CSN
Wl Juolaill slitiwly Mifare Classic (ngSi Jiloo (pgSil
56:Jolb)l -
Wiegand juic paidiwa) CSN poic vl -
tpwdl e lawl Jasl -
56 Jaol Jghll L6 -
Reversed (Jasl :(ugaill gog ;6 -
Uolg=ll saxio gibgll Olslac] dndw (9 (spiogull jlgall Lagy=i walo < 5jlo3dl (Jous -
Mifare DESFire 3DES jLiad| dila saa
iClass 26 BIT
Standard 26 bit-HID PACS lduwo saanll =il wale saa .1
.=} MorphoManager [14.4.3.9] - [} X
 Home 3 H Logs @ Reports
|
Operator Ad‘d E:l D:éts Rd?::m 4 Import kel Export
W Key Policy Name - Description MA2G MASG M3DF
- . . Automatcaly generated random 64 bit Interpreted Interpreted Raw
E:';P‘:tnc Device CASI-RUSCO 40 bit 19 bit Faciity / 19 bit Badge Raw Raw Raw
HID Corporate 1000 - 35 HID Corporate 1000 35-bit Raw Interpreted Raw
(@ siometric pevice HID Corporate 1000 - 48 HID Corporate 1000 48-bit Raw Interpreted Raw
Wiegand Profiles HID Corporate 1000 - HID PACS HID Corporate 1000 - PACS Raw Interpreted Raw
- ISO/IEC 14443 CSN 32 bit 32 bit Card Serial Number Interpreted Interpreted Not Supported
o user Policy ISO/IEC 14443 CSN 56 bit 56 bit Card Serial Number Interpreted Interpreted Not Supparted
y ISO/IEC 14443 CSN 64 Bt 64 bit Card Serial Number Interpreted Interpreted Not Supported
Access Schedules Kastie 32 bit Kastie 32 bit Rawr Interpreted Raw
User Distribution Matrix 56 bit 54 bit User ID Interpreted Interpreted Raw
4 Group Mifare csn Interpreted Interpreted Not Supported
™ User Authentication MifareDesfireCSN Interpreted Interpreted Not Supported
Mode OnGuard Wiegand 64 8 bit faciity, 48 bit card number, 8 bit ssue code Raw Raw Raw
5 Operator Role Standard 26 bit 8 bit Ste/16 bit User code Interpreted Interpreted Raw
Standard 26 bit - HID PACS 8 bit Ske/16 bit PACS Interpreted Interpreted
. Notifications
™ clents
Q Scheduled Reports
& card Template
(i3 card Encoding Log
@| EventLog
Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password
M (§g9 jail .2
JWl §gq9 yail .3
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7 MorphoManager [14.4.3.9] - [m] x

LI (5 Administratio gt Logs @ Reports
A
Operator Add Wiegand profile elements
L i Keypokcy wiegand Elements
. . . & > v
T Biometric Device Add = Edt Delete |MoveUp Move Down
Profile
Type Name Length Bits Extended
@ Biometric pevice Partty Bt 1 0 Even priority 1, Derived from bits 1,2,3,4,5,6,7,8,9,10,1...
] | Wiegand Profiles Fixed Site Code 8 1-8 Value s 232
HID iClass/i... User ID 16 9-24
L <4} User Policy Partty Parity Bt 2 1 25 0dd priority 2, Derived from bits 13,14,15,16,17,18,19,...

", Access Schedules

User Distribution
4 Group

[ User Authentication
i Mode

» Operator Role
‘ Notifications
= clients

() Scheduled Reports

| & | card Template

i MA2G Mode: Interpreted MASG Mode: Interpreted M3DF Mode: Raw
(& card Encoding Log

©| Event Log « Back Next Finish © Cancel @

v

Connected to hitps;//127.0.0.1:42100/  Logged in as Adn _Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out - Change Password
BT (G99 jail
Fixed Facility Code pouwll (d3al
HID iClass SEP User ID jhull saa
BT (G99 44l
24..1 J]16..1 (o padiwall Wyeo Jgb jic
walal (spogull jlagadl Olslac] dadw (9 (spogul jlgall cayyei wale < 8513l (joud
Standard 26 BIT-HID-PACS saa Wiegand wayy=i
(Ueolg=ll sa=io @bgll Glolac] dndw (9 (sHogu] jlga)l wayy=i wale < Bjlo3l gous .10
HID iClass juiddl dila saa
doinisnll Ololeall dndw (J] (Jai s GJWI (§g9 jail 11
a9lbsl (999 yail .12
wiegand.site code propagation (LQJAS!I Ala) dwlwn) dawso daloo wanl .13
1)) lgiasd Gic 14
~lgil (598 yail .15
il dwluw < 8)1331 (Jas 13> JaiSall Wiegand wayyei walo (Jasl .16

© N o oA

iClass 35 BIT

HID Corporate 1000 35 BIT lduwe soaall taypeill calo saa .1

B (999 jail .2

W1 (598 jail .3

d93alg Fixed Company ID paisll jlw ssa .4

d8dalg User Card ID Number paisll pgow ssa .5

Ule «y dw Al paisll Juolai ;99 HID iClass/iClass SE PACS Data paisll phw wosl .6
qEgv

Card ID Number :pw3l -

32 :Jgldl -

Uolg=ll sa=io @bgll Glslac] dnaw (9 (sHogul] jlgall ayyei walo < Bjlodl os -
HID iClass jliadl dila saa

dainiell Gleleoll daaw (J] (bai i JWI (G99 pail -

ddLs| (§g8 yail -
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wiegand.site code propagation (L_éJAS“ dla) dwlun) damwiso deloo Lasl
1G] leiasd Gic

=lgil (§99 Jail

pddiuoll dwluw < 8)la31 (s 13> JoiSall Wiegand wayyei talo (Jas]

iClass 37 BIT

Wiegand wasj=i waloe < 5jla3l

Q3 Lypei Lale d9LS] (G99 ail

37 Jgladl

EvenParityBit 1 (JUoJl Juw (lc) :pawdl

1 :éuglgIl

18 :(J gladl

Even :gubgll

1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 :UJJLLI.IS” Cu

W G99 sl

1l Lo (e painll Juolai ;89 User HID iClass/iClass SE PACS Data paisll sl
UserID :pawdl

35 :Jobll

W (598 s

Parity Bits 2 :(JUel Juw (le) :pw3l

2 :dyglg3l

19 :Jobll

Odd :gusgll

19,20,21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37 :U.ULI.US” Cu
I (G598 4l

Uolg=all sa=io gibgll Glslac] dndw (9 (sHegul jlgall Laypei Lalo < 8)lo3l (o
HID iClass jliadl dila saa

dianiell Glelaoll daaw (J] hai Gis W (G99 ail

ddLs| (499 jail

wiegand.site code propagation (L_C')JASI dla) dwlwn) danio daleo wanl

1] laiosd i

lail 599 1ol

p3diluwol | dwluw < 81831 (o 13 (JoiSell Wiegand wayy=i walo (Jaol

iClass 48BIT

HID Corporate 1000 48 BIT lauwo Soaoll caypeill calo saa

B (999 yajl

W (596 il

dd3dalg Fixed Company ID pai=l]l jhw saa

dddalg User Card ID Number paizll phw saa

Ui oy dwolall paisll Juolai 99 HID iClass/iClass SE PACS Data paisll paw cani
TR

User :pw3l

45 :(Jglall

Uolgall 33zio pigll Glslac] dnaw (L6 (spiogull jlgall aspai talo < 8)l33l (ous
HID iClass jliddl dila saa

1
2
3
4
5
6
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daniall Olalaoll dndn )] (i Gis JWI 36 jail .8

a9lsl 999 yail .9

wiegand.site code propagation (W3l dla) dwlwa) dnnie delso wanl .10
1 o] lgiesd e -

Agil 598 331 .11

paidiuall dwluw < 851331 (pow 13m0 JeiSall Wiegand wayyei walo JaosT .12

HID Prox

Standard 26 BIT lauo saaall wayyeil walo soa .1

BT (@99 jail .2

S (G99 jail .3

Fixed Facility Code powll Qial 4

HIad (G99 jail .5

24..1 L)1 16. .1 (4o podiuwall Wymo Job jié .6

calal spiogull jlgall Olslac] dadw (8 «(spiogul jlagall Laspmi walo < 8)la¥l (pasd .7
Standard 26 BIT saa Wiegand wayy=i

Uslgall 3amio abgll Glslac] dndw (6 (spiogall jlgall caspni walo < 8jlo3l (o .8
Jiadl Olla saa

ol @By -

dasaiall Olalaoll dndn ] (i Gis (JWI Gg8 4ail .9

a9bsl (999 yail .10

wiegand.site code propagation (a3l dla) dwlwa) &nnie daleo wasl .11

L) leiasd e -

il (598 il .12

o 3akurall dwluw < 81331 (3o 13m JaiSall Wiegand wayyei walo Jaol .13

weill 2169 jlial 22.3
do sdoll

ewl @)l odm WGyl dalide (Gpar slaicdl Glly Llola syani dypiogull :3a)l 6jgad Sy

a83laall glsgl of cayyeill glsgl

Gl slaiedl Gl Jola dosdy o cuuny «dypiogy Olily gl @8lny )il pvg dawley -
(sylall

ello)l il (o aSWI padiwall Lle way sl dupiogn Ollug @8lny yyeill gbg dbwlg -
yyiogull sleicYl Glly JYa (po d8lal) (éuball

biad dyjiegy OlLly Wyeill pbg dhwlyy -

MorphoManager (,9 glsg3l 0dm (gSJ @axS pwall 13> abgs

a8yl duisil aypei calo sliii] JI deuly (5jgpall (o d8ladl sleicl OLlw w3l (Gloi) Loic

-Urw il lgépwiig

Jlgadl 2ip0 jluo
MorphoManager (,9 &jla31 wyguill dole (,9

dyyiogun Olily gi d8Uay 22.3.1
Gub (e gl A8yl b pquail wayyei (Jgosaiuwall iyl 13] 13> (aniell 48slaall gibg Wil ©8
&ypiogull slaicdl GUly
jlaadl (ueSi (syogu < 8jla3l (J] Jail MorphoManager (.6 .1
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cardorRBiometric JUall Juw e dim (spogul jleall (oS Ll Jasl .2

| EECUUHEEE iy User Management @ Biometric Identification W Onsite/Offsite 8 TransactionLogs @0 Reports

Editing Biometric Device Configuration

Enter details for the Biometric Device Configuration

Operator
Name:
‘,‘ Key Policy
Description:
== Biometric Device
Configuration Configuration Mode: Express »
m Blometric device Log Retrieval Enabled: @
Set Time/ Log retrieval interval: 300 (seconds)
Wiegand Profiles
Duplicate check on biometrics: O (Does not apply to Morpho 3D Face. Only applicable to new
- user adds or rebuid operations)
ef) User Configuration
MorphoAccess heartbeat interval: 30 = (seconds)
) Access Schedules
Key Policy: Default v

n User Distribution
:

Group MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, MorphoWave Compact/XP, MorphoWa

' User Authentication Allow Remote Enroliment: O
4 Mode
Default User Configuration for Remote Enrollment:  Default
# Operator Role

Notifications

Clients

JI ﬁ

C] Scheduled Reports

Card Template

Card Encoding Log

Event Log

Exception Log

s 0= B

System Configuration « Back Next » Finish @ Cancel

sHogull jlgall Slslac] digizall daanll J] Jai Gin (JWI (G99 pail .3

ﬁ Administration 4y User Management & Biometric Identification B Onsite / Offsite 8 TransactionLogs a Reports

_ Editing Biometric Device Configuration

Biometric Device Settings

Operator
‘\]‘ Key Policy General Settings
Wiegand Profile: i
= Biometric Device 9 iClass268IT v
Configuration Langs . =
m Biometric device Realtime logging enabled: O

Wiegand Profiles

-,
ef) User Configuration

Sic dyjiogull Bjgal) dissa (I dwai waypeill walo san Wiegand wayyei walo (J] iy .4
.BioBridge slac]

AsHogull aall Olslac] jlgall 21y (J] (hai Gin (JWI G99 jail .5

dosall .MorphoManager (giligg dulaall clégylal l38g (spiegud] aall @8 (u=iy pd8 .6
Recommended o dps g3l

Uolgall sasio gibgll Glslac] aiblib (J] (i Gin (JWI (§g0 jail .7

i) dylac lgosaiug LUl @8layl duisi jLial &ila )] d9LbYBL (spiogu jLisd] &l san .8

dwouniall Ololeall dndw (] (i Gis S (G99 jail .9
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B MorphoManager [154.15) - o x

Operator

W FevPolicy

T Blometric Device
Configuration

] sometric device

Whegand Prohies ]
1
-}.i. Ui+ Canlagii Fatios ws. b i _nude L] Morphaiifave CompactP
o bometric_suth_ue ] P es
T, Acoess Schedules ez blomeric_ph_de ° Morphoitane 5P

User Distribution
! Group

B, er Authentication
4 Hode

5 Operator Role

The paramesers on ths page ane not valdated and sent drecty 5o all HA Sigma, MA Soma Lite, HA Sgma Lse +, MA Sgme Extreme, MA v MD, VisorPass and MorphaiWave dewices:
‘ [ J ! | asigned this Bomeyc Device Sonfigurason, a4 .
5 -

M chents

ig) Scheduled Reports

Back Mext  w Fanish () Cancel O
Connected to Mtps/Tlocalhostd2I0N Logged [ystem strate) Site ID: AE3F-JE50-883E-48C2-93D3-217A-4FCA-5801 ) Log Out Change Passwerd
tdo AW jlga (JSJ .10
s9pall pe (o AAMC J] epilo ddladl ULl (5yla)] Jwpwd (pieleoll (ils (=i @i 13])

(IDEMIA (518 (e Moo poaiwall oSy (o
ucc.per user rules -
ucc.user record reference -
:sal daleo casl VisionPassg WAVE é:lyall (sjlga) duuidy .11
ucc.biometric_auth rule=0 -
gi MorphoWave SP gi MorphoWave Compact/XP jlgall ggi J san bl odow 8 -

VisionPass

“lai] §o8 il .12

o saiwell 13m paiiwaell 483bas gibg (pusi

8y Jola JSJ allo @8lhay hyyei Ly &8lay (el elyle winy ACS (8

.ddiwell ddsboe gibg < Byla3l (J] Jaiil MorphoManager ;¢ .1

181 Olowdl (ueiy @6 .2

Enabled (J]| @bgll (ju=is p& -

Download to Device (,J] adgeill @8ge doila)l (ju=i @8 -
dyiogull Ol dbwlgs sadl alowdl jLiad] &la saa

Uuoli (193 (o d8lbyl dbulgy ol aloadl jLiadl &la soa -

Wl dijlbe wlb Jibei

psaiuall (oS < 8yla3l ()] Jaiil

ddLs| (§99 jail

OUlwl of ddlal) odel ALl Crod (531 25g)] ewl 53a (3diuall d83boo @bl duuill

- &y o gu|

loi] o6 1ail .6

o »w

aaly
140 dntuall , Ul Olauuiig Olisi juial -
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diogy Olilyg @bl

o S dypi0gy slaicl Olilyg d8lay plodiwl psdiwall Lle woy O 13] &JWI Olslacdl (e

.48 Ual) aranll ellall il

jlaadl (1gSi (spegu < 8jla3l J] Jail MorphoManager ;8 .1

sHoegull jlgall Olslac] digisoell dnawnll JI Jai Gis JWI G99 jail .2

ale &jiogull djgalll disaa N dwai waypeill alo san Wiegand =i walo (J] iy .3
.BioBridge slac]

Uolg=ll sa=ie gibgll Glslac] digizall daawnll J] bai Gis JWI G99 jail 4

il dglac lgosaiug Ul d8Uadl auiai) jLiAN] &ila soa

lgi] (599 15l .6

o

o ddiuwoel 1w psdiwell d8sboo gibg (pu=i

@8y Jola JSJ allo 8l hyyei Ly @8lay (e elyle winy ACS (8

p3diwell (pgSi < jla3l (J] Jail MorphoManager ;9 .1

(;o Contactless Card ID + Biometric saa padiwell ddobae pibg (J] duwill .2
.dailall

slgil (5o jail .3

a2l
140 dnanll ,oBlad| Olauwiig OLiai jial -

biad dyjiogu GLily

slaicdl Olily dhwlgs pgquail (e waypeill (osaiwall Lle (ueiy S 13] dWl Olslacdl (ic

it & jiogull

jlaadl (eSS (spegu < 8yla31 J] Jaul MorphoManager ;9 .1

(srogrl jlagall (1953 pyai diginall dadall J] Juad (s JWI (G99 4ail .2
sic dypiogull Bjeal) disaa (sl duwai wayyeill wale saa Wiegand wayyei walo (J] duuill
BioBridge slac]

Unolg=ll s a=io gibgll Glslac] digizall daanall J] i Gin JWI (599 pail .4

dailall (Jo Biometric only daa ((Jolg=ll saxie gbg)l (J] duwill

lgil Bod jail .6

o

(o daiwell 13m psidiwall d8sboo gibg (=i

8l Jola JSJ allo @8lay Cayyei Loy d8lay (s elide way ACS (8
p3aiwall (pgeSi < 8jla3l (J] Jaiil MorphoManager ;6 .1

.dojla)l (o Biometric (l:many) daa padiwell ddsboo giog (J] duwidl .2
slgil Go8 yail 3

MorphoManager (,9 BioBridge slac]

daw Lw | bgidl

ity gl Jd ol galy . eliSub (9 MorphoManager psla (;le MorphoManager Cuyli oJ
.3 pe 8 acluwollg MorphoManager

dolc bbb

] alini Morphomanagerg Bosch (jo Jgwogll ;8 pSaill dolsil (ju BioBridge dgalg plasiwd
:MorphoManager ;9 L bo (ngsJ

dypiogul Bjgadl BaeSi -

(sHogull jlgall -

22.3.2

22.3.3

22.4
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Wiegand wyy=i Olale -

pdlwall (pgsSi -

p3iiwell ddsboo gibg -

plaill (pgsi -

Morphomanager (s Jail (ODBC) agidnll OLll 83cld Jlail slac] wuay «elld (J] d9lb3L
ACS 20 lgSjliy LUl ULl 8aclég BioBridge

LA w3l L8 oo (pgSill plge aren Liwg o

dypiogudl 8jgadl (j9Si 22.4.1
capai losic ST gl salg (spiogu jlaa) dolall GlslacYlg Slaleall (spiogull jleall (gSi sany
ilas (19S5 (Bubl) podiw B)193l (8 (spogrl jlaadl pwd (6 Land pUaill (J] &jiogu Bjgal
OB Uagl Belpa) @9Ls) duisi go IDEMIA (po dpiogy 66148 8jgal piris bl JWI <ljal o piay

=lya3l

(sHogul jlgadl (oS < 8yla3l (JI Jaul MorphoManager .9 .1

SN (sHogy jlea (0eST -l ddLs] (g9 jail .2

paaiwg ¥ s 13] .(s)ial) cang (J] A8LsYL wayyeill wale) lwl JasT Wl dblidl Gle .3
(88l gl/g dyingn L) wayyeill glbgly goill cany pwl pladiwl ogi Lild wawgll Jaa
belyall 8jgal (po dcgonal

SHogudl jlgadl Glslac] ] Juai Gin JWI @G99 Jail .4

-l dglos) @1lw Gbg (8 ailisl s3I Wiegand wayyei calo san -

Ugogll (,9 pSaill gibg Glslac] dnaw J] Juai Gin S (G99 jail .5
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B Administration UserManagement @ Biometric Identification | Onsite/ Offsite 8 TransactionLogs ¥ Reports

Editing Biometric Device Configuration

Access Control Mode Settings

Operator

_|‘ Key Policy Access Control Mode: Integrated By Wiegand / Panel Feedback v

== Biometric Device
Configuration
Panel Feedback Mode: LED Feedback (2 Wire) ~ | (Panel to Biometric Device)

m Biometric device
Panel Feedback No Response Timeout: 3000 (in miliseconds)

Wiegand Profiles
- 1000 (in 10s of miliseconds)
ef) User Configuration

25000 (in miliseconds - please refer to the MorphoAccess Sigma Series
Access Schedules Administration Guide for further information)

Duress Wiegand Mode: Disabled
n User Distribution -
i Group Duress Wiegand Profile: Standard 26 bit

' User Authentication
4 Mode

& Operator Role

i - N 9600
‘ Notifications

— Clients

O Scheduled Reports
& card Template
Card Encoding Log
9] Event Log

9] Exception Log

N System Configuration “ Back Next " Finish © Cancel Q

VI olial «lyadl 2451 .OSDPg Wiegand (o (JSJ AMC Glaag Gllyal acliy @lagall 0dm 9
1l o) AMC eSaj 8ang g9i 2o (8919l

Wiegand J AMC Glaag (J] duwdidb

Integrated by Wiegand (J| Jgogll ;9 pSaill @bg (ic .1
LED Feedback (2 wire) (J] dagll Olad=i gidg (Jic .2
gil (39 jail .3

OSDP _J AMC Glaag ()] duudl
Integrated by OSDP (J| Jgogll ;9 pSaill gibg (jic
LED Feedback (2 wire) (J| dagll Glad=i gib9g (jic

dio3l OSDP 5Lid jLiadl &ila soa

9600 sgWb ¢l (Jomo (pusi

(sHogudl jlaadl ol aly (Juolaill (Jo 3ol
.MorphoManager (jo agall =lgil (§99 ail

o U hwh L

lgalus]g OSDP asilao sUbAl (8 LiSiwl

16l WS Lwlwdl alisall Gusi 8ale] Jglad (OSDP (sjlay (pol Jlail L] (o (Sl @) 13
; G 2 Up=i 1'dg cla go Lo !
(asioll (MBTB) MorphoBioToolBox aolip T\MI

(=i Bale] < jlgadl Olslac] J] Jail MorphoBioToolBox aolipy (9
wlw3l OSDP aliao saa

il ailao (uad 53Le] (599 i

NDw L
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MorphoBioToolBox :lgilh p& .5

IDEMIA &Spid) iaill acadb (bail d3uasi ST O3l (Glais Lo

a2l
150 dnduall, (spiogull jlgall -

(syiogull jlgall 22.4.2
pacld 9 OMawl) ddylho olyai GUI dpiogull sleicdl Olily ClS 13] o dypiogull 8jgadl pisi

plsaiwl Gaa US) Jauy byl kaiai mg oLl

=0yl

(sHogull jlgadl < 85la31 (J] Jaul .MorphoManager ;.6 .1
aa (sHogw jlea LY d9Ls] (§g9 yail .2

U831 Gle jlgalb dw Al auw bl Juolaill Jasl .3

8jgadl degane (daslall (o) -

IP glgic/caudnll pawl -

@l Gbg (8 disaa (s3I (spegull jlgall (eSi (daflall (o) -

1 MorphoManager [14.4.3.9] - O *

fr Home [IEENINEENN It User Managemen @ Biometric Identificatic ® Access Logs @ Reports

-~
Operator Enter the details for this Biometric Device
)y Key Policy Name: MaSigmaMult
Descl :
= Biometric Device Tipton
Profile Location:
Asset ID:
7] Biometric Device
Export Value: | ]
Wiegand Profiles Time Zone: (UTC+01:00) Amsterdam, Berin, Bern, Rome, Stockholm, Vienna B4
-~ Hardware Family: MA Sigma, MA Sigma Lite, MA Sigma Lite +, MA Sigma Extreme, MA VP MD ~
4L User Policy
Serial Number:
' Access Schedules Hostname\IP Address: :MASanaMuhI ]
3 User Distribution Port: (o |
+ Group Biometric Device Profie: Express ~
B User Authentication Include in Time & Attendance Exports:
Mode Change User Onste / Offsite Status:
% Operator Role Onsite Key: No Key
Offsite Key: No Key
‘ Notifications
-__ Clents
(o) Scheduled Reports
& | Card Template
(8 card Encoding Log
EJ Event Log « Back Next » Finish & Cancel @
A
Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D £ Log Out Change Password

slgil (399 jail 4
leizgSi i Ol Guw GUI 8jgadl "(sogull jleadl" jloa @ipo 31 o puy .
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7 MorphoManager [14.4.3.9] - O *

[ RISIEN 3¢ User Managemen @ Biometric gs @ Reports

- @ X v s C e ) @ o @ q
Opesator Add Edit Delete  Refresh Synchronize Getlogs View Synclog SetDate/Tme Rebuid Reboot SetOffine  Show Al Fiter
[ Key Poiicy Name + Description Location Biometric Dev... Synchronizati.. Status

MASIgmaMulti Express £ Required Sy... @0nine
= Biometric Device

Profile VEionPassMDPL Face Regocnition AC3 Default Synchronized ()Onine 0
7] Biometric Device

Wiegand Profiles
4L User Policy

Access Schedules

User Distribution
+ Group
. User ication
Mode Detsils  logs = Queued Tasks(4)  Failed Tasks (0) FEANEES
R Operator Role MASigmaMulti
‘ Notifications Description:
Hardware Type: MA SIGMA Multi WR
Serial Number: 20195M50001431
-
= Clents Firmware version: 451
i I \IP Add MASIgmaMulti: 11010
(o) Scheduled Reports i 0/ 5000
& | card Template Time Zone: (UTC+01:00) Amsterdam, Berin, Bern, Rome, Stockholm, Vienna

Synchronization Mode:  Automatic
Synchronization Status:  Required Synchronization

[z card Encoding Log e SEatis .

©| Eventlog

w

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password

P 3Alwwoll (pgsSi 22.4.3
Oldbio pgral (o sdiuel lgitei LU Jgwoll (G98a (o pja (e djlc podiwall (19S5 Oldec (]
.Ulégl ! (_,_Qg glogl (sl (esbg lgoladiwl g Aoy LU dupiogudl djeadl (sl lguai Jguogll

=1yl
.aiwoll (jeSi < 8yla3l (J] Jaiil MorphoManager (,6 .1
. aa paAilwe (PoST slivY ddLs] (§g9 jail .2
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1 MorphoManager [14.4.3.9] - O *

GG (5 administratio R TRV Managemen ¥ Biometric Identificatic ® access Logs a Reports

-~
Operator Enter the details for this User Policy
) Key Poicy Name: !I |
Description:
= Biometric Device
Profile Access Mode: Al Biometric Devices and Clents
@] Biometric Device [] Alow MA 500 database selection during user enrolment "
Access Schedule: 24 hours, 7 days a week o
Wiegand Profiles Extended User Detais: [] Display extended user detais
S user poiicy wiegand Profile: Standard 26 bt v
User Authentication Mode: Express i
% Access Schedules Show Photo Capture Page:
n User Distribution
: Group
User Authentication
- Mode
= Operator Role
‘ Notifications
™ Clients
(o) Scheduled Reports
& | Card Template
(3 card Encoding Log
@] EventLog «  Back Next » Finish & Cancel @
A
Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password

il Ologleall Jaol (o sdiue dwluw d8Ls) jlgall gpo ;8 .3

canvgll (Gjlial)g podiwell dwluw) pawdl -

Per User (Jgogll gibg -

Bgouo Jgogll lgsd 19Ss (il OlBgdlg pLSI pSay Uguog o -

(sregull jlgall waypei dalo (Jal (Jo disaa (53l dwai Wiegand waypei walo -

@b () 8jgadl jlgadl gosiime Ly poiiww LUl (Gl cuusy padimell é8sboo gibg -
Cayeill @ibg jLial ewall gail .(eld )] g GlEladl gl dagll of 2ol gl 2ol dauny
Uwolaill e (Jguanll

) slgil (999 jail .4

d8slanll glisgl plaaiwd . (Many :1) padiwell d8sboo gibg dus sl padiwel | dw b (jgSuw

Uga o laill (o syje) MorphoManager paaiue (o 2aly .810Ls] podiwoe Olwluw Gdul (spa3l

-ealual | dw i lgiuss (Sey LU dalizell yailadll gros

a2l
144 dnanll =il gibg jLisl -

(o dailwall 21jgi Ulcgono 22.4.4
of dujiogull 6:1jall jgal (o Olegasa L] (o sdlmall (il (o siiamall 2167 Olegana 09s]
.MorphoManager s)Moc
sdw LS bgyddl
ACS (6 U831 (e 5alg (ol &8 (J] (jpodimall aijgi Olegano (Jo dcgoane US (mai way
lgoaiing gari 46 JSJ 831 (e 83alg (mosdiio aijgi degono Gl (JWlg
lyadl
Uro saiwnall @1jgi degoan < Byladl (J]| Jaiil MorphoManager .9 .1
g0 (M0 SAlwo 2)jgi degeno LY d8LA] (599 ail .2
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1 MorphoManager [14.4.3.9] - O *

i Home - it User Managemen ¥ Biometric Identificatic B Acces: as a Reports

Adding User Distribution Group
~
Operator Enter details for this User Distribution Group
W Key policy Name: _m
Description

= Biometric Device
Profile

Cj' Biometric Device
Wiegand Profiles

4L User Policy
' Access Schedules

User Distribution
' Group

B User Authentication
Mode

= Operator Role
‘ Notifications
-__ Clients
(o) Scheduled Reports
& | Card Template
(8 card Encoding Log

O] Event Log

Back Next » Finish Cancel @

W

Connected to https;//127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out - Change Password
& piogull 8jgadl 3y3a5 dginall dndnll (J] (hai Gia JWI (G99 jail .3
21jgi dcgano (9 Uolabdl lgosatunw LI &yiogull jgadl 0ig) dnyll jLiadl OLlA soa 4
03D (JrodAiuel|
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1 MorphoManager [14.4.3.9] - O *

ft Home [EmIENUNNEIENS St User Managemen @ Biometric Identificatic ® Access Logs @ Reports

Adding User Distribution Group

-~
Operator Select Biometric Devices

W Key policy o Select Al i Clear Al 4 Fiter

= Biometric Device N Description Location Model
Profile MASIgmaMult MA SIGMA Multl WR

. . . | VisionPassMDFL Face Regocnition AC3 VisionPass
Cj' Biometric Device
Wiegand Profiles

4L User Policy

Access Schedules

User Distribution
' Group

B User Authentication
Mode

= Operator Role
‘ Notifications

-__ Clients

() Scheduled Reports
& | Card Template
[zE card Encoding Log

EJ Event Log < Back Next » Finish & Cancel Q

W

Connected to https.//127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9IA-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password
“lgil (300 ail 5

BioBridge -J ODBC slac] 22.4.5
do sdoll
.MorphoManager BioBridge plaaiw lwlwi Wph (ODBC) agidoll GLLWI dacld Jlail a=j
9o a) Logall (saiill aoliy dalire OUly aclgd L] Jgwgll 63390 daop dgalg ODBC iy
OdbCDriverl7SQLServer
0 BIS Gwii bilwg e u2edd] paolipy sagy BIS J duwily -
BIS\3rd Party\OdbCDriverl7sSQLServer
www.microsoft.com (po (il aolip (bjih pb AMS J dauwddlb -

Olily oo L)

(ODBC) agidall Gl aclgd JLaid (DSN) Olly jsuno ewl L]
.dggls] Olgal saa Windows (,8 eSaill dagl 6 .1

.dojlaJl (jo ODBC Data Sources (64-bit) daa .2

Uil DSN (ygull dode san .3

2023-09 | 5.2.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.2 ar | IDEMIA Universal BioBridge (pgsSi 155

=/ ODBC Data Source Administratar (4-bit) ®

User DSN  System DSN  File DSN  Drivers  Tracing Connection Pooling  About

System Diata Sources:

Name Platform  Driver Add...

Remove

Configure

An CIDBC System data source stores information about how to connect to the indicated data provider
Ej; A System data source is visible to all users on this machine, including NT services

Cancel Apply Help

i aelip swoand d9Lsl (§g9 jail 4
slgil (§99 jail @i (Ju2uii golipS ODBC Driver 17 for SQL Server saa .5

Create New Data Source X

Select a driver for which you want to set up a data sounce.

Name Wersion Comp
ODBC Driver 17 for SQL Server QiR XX I | 1ot
SQL Server 10.00.17762.01  Micro:
< >

< Back Cancel

0L jowna) AWl Juolaill Jasl .6

Sl jsuaa) lawl w3l -

(sybial) wwgll -

10 13i831) Olll 8acld puwlg ACE ULly sacld Cuydi pi Cua pguesSIl pwl :pslddl -
(ACE\<L__.,.! wolaJl ACSpula>

Microsoft S0L Server DSM Configuraticn x

This wizard will help you create an ODBC dala source that you can use to connect to

)35 SQL Server

= What name doyou want to use to referto the data source?
SOL Server

Name: |

How do you want to describe the data source?

Description: | ‘

Which SQL Server do you want to connect t2?
Server: |VM-WZD19-EN-EHT\B\S_ACE v ‘

Next > Cancel Help
< LUl (596 jail .7
Jodall i Ologleo 2es) jlga pipo jobsy
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Micresoft SQL Server DSM Configuration X
How should SQL Server verify the authenticity of the login D7
%
y:
s (O With Integrated Windows authentication.
$OL server

(O With Azure Active Directory Integrated authentication.

| ® With SQL Server authentication using a login |0 and password entered
by the user.

oWlth Azure Active Directory Password authertication using a login 1D
and password entered by the user.

o) With Azure Active Directory Interactive authentication using a login 1D
entered by the user.

Login ID |\dem|a |

Password |nuoo| |

< Back Mext = Cancel Help

wJ9ds (rowi Wyeo plasiwl SQL Server ddsbos go voa .8

:aJWl Ologleall Jaol .9

Wails di] .LACS (9 diygSi i LS Idemia Olly dacld podiwo pwl :Jesall Jrowi Wby=b -
.Idemia

ACS (8 diygSi aic ddemia Olly 8ocld psisiwel lgiuei pi Ul jgpall dalS ;jgpell dals -

< JWI @G99 jail .10

LA OUl soa (JWI jlgall i 6 .11

Idemia saa g :Jd] dslpiodl GLW] Bocld pusi -

duuidoll ANSI Ol8joo plasiwl -

Glpdaillg dadalall yilggllg dcjlall ANSI pud plasiwl -

ddlagd] dSwil IP dds -

READONLY (J] (@il (o suadll (jic .12

Microsoft SQL Server DSN Configuration s

Change the default database to:

[1dermia |

B
SOLServer Mior server

SPN for mimror server (Optional):

[] Attach database filename

| Use ANS| quoted identifiers.
| Use ANSI nulls, paddings and wamings
Application intent:
READONLY ~

] Multi-subnet failover.
[ Transparent Network IP Resalution.
] Column Encryption
Enclave Attestation Info:
[ Use FMTONLY metadata discovery.

< Back Next > Cancel Help
< Ul (590 yail .13
JUB3l O saa (JWI jlgall gipo ,6 .14
Ollyl (58 pads pladiwl -
Wiadl Olily dasy duaii -
pslJl dolguiu daill -
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Microsoft 0L Server DSN Configuration x

\E%
O sevr

[[]Change the language of SGL Server system messages to:
(Default)

Use strong encryption for data.

Trust server certfficate.

Perform translation for character data.

[] Use regional settings when outputting cumency. numbers. dates and times.

[[] Save long running queries to the log file:
C:\Users\ADMINI~1\AppData‘Local\ Temp ' QUERY Browse:

Long query time (miliseconds): 20000

[] Log ODBC driver statistics ta the log file:

C:\Users\ADMINI~1\AppData‘Local\Temp STATS Browse...

Connect retry interval {seconds):

ODBC Microsoft SOL Server Setup bt

<Back Cancsl Help
lgil o8 a1 15
paslall OUly galy (JWI jlgall @1p0 9 .16

Anew ODBC data source will be created with the following
configuration:

Microsoft SQL Server ODBC Driver Version 10.00.17763

Data Source Name: ACEldemiaSQLServer
Data Source Description:

Server: VMW 2016ENBISERT \BIS_ACE
Database: Idemia

Language: (Default)

Translate Character Data: Yes

Log Long Running Gueries: No

Log Driver Statistics: No

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: Mo

Use ANS| GQuoted Identifiers: Yes

Use ANSI Mull, Paddings and Waminas: Yes
Data Encryption: No

Test Data Source... I OK Cancel

alah olhliadl Jlas] (o oSl ..l jouae jLial (§g9 yail 17
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SOL Server ODBC Data Source Test *

Test Results

Microsoft SQL Server QDBC Driver Version 10.00.17763
Running connectivity tests...

Attempting connection

Connection established

Verifying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

.ODBC slac] allao (3o asal @i «(Olpusil aron bhasl .18

BioBridge pUsi (pgsi 22.4.6
.BioBridge dgalg plasiwd Jgwgll (9 pSall dalsiy dyglhall daiiall Olslacdl awall 3o Chiay
G L1 b |
154 daawnll ,BioBridge ) ODBC slac| g2aly .BioBridge J ODBC slac] i
=l a3l
WUl (peSs < 8)la3l (J]| Jaul .MorphoManager .9 .1
BioBridge wuguil dodc 3o .2

9 MorphoManager [14.4.3.9]

ft Home [EIENIRNEIERN 3t User M

Operator Time & Attendance Communications Engine  System Functionalty SystemManagement Gateways ConnectorService BioBridge PrivacyMode MorphoTablet PasswardRules Card Finger Template C Display Optons  Morphowave  Duphcation Contral
W Key Policy MorphoManager BioBridge Settings
= Biometric Device System: Mone ~ ‘Confiqure
Profile
Wiegand Profile:
(@ Biometric Device Grouping Mode:
Wiegand Profiles Enable Forced User Pokcy: Enabled
. Default
A user pol =
2 oy User Synchronization Start Time: 100 A
", Access Schedules User Synchronization End Time: S
" User Distribution Delay Between Each User Synchronization (| 3
4 Group Alow User Sync Whie User Cache Is Refreshing: Enabled
W, User Authentication User Cache Schedule: Sunday Monday Tuesday Wednesday Thursday Friday Saturday
% Operator Role 12:00 1:00 AM 2:00 AM 3:00 AM
) 400AM [ S:00AM | 6:00 AM 7:00 AM
@ votifcations FO0AM SmaM o0 10
- Cents 12:00 [ 1:00PM - 2:00 PM 3:00 PM
4:00 PM 5:00 PM 200 PM 7:00 PM
(& Scheduled Reports 8:00PM [ 9:00 PM 10:00 11:00
&3 Card Template User Distribution Group Mappings:
Access Grou| User Distribution Grouy
@ card Encoding Log s o
@| EventlLog
Q| Exception Log
U4, System Configuration
O Save O Cancel
Connected to https://127.0.0.1:42100/  Logged in as Administrator (System Administrator) Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password
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MorphoManager Universal BioBridge susa (qoUadl dosuioll dailall giy0 L;3 .3
(2957 G954l 4
-(&uio ylon @ipo yobdy

MorpheManager Universal BicBridge Connection x |

Please select the provider in the dropdown list below.
Provider: ODBC -

@ Use basic connection string
‘0ODBC Data Source

Please enter the DSN name the ODBC data source you would
like to connect to:

DSN: |ACEldemiaSQLServer

Logon details
Please enter the logon details for the ODBC data

Username: |ldemia

Password: [' voves|

(O Use advanced connection string

Connection string

Cancel

daliiall 830U (0

ODBC saa 9gell douwiall dajlall gipo ;8 .1

.ODBC slac] (yo (DSN) GLLUI jouao pwl Jasl .2

lam 3y aai @i LS jgpall dalSg (Tdemia) podiwall pwl Jasl (Jeaal Uaaws Juolas (o .3
.ODBC slac] (,8

Ul (39Si jlgall gipo (J] 8092l (@91ge (599 jail .4

Uil (eSi jlgall gij0 (9

U8g (9 disaa (s3I Wiegand waypei walo doilall (jo saa :Wiegand cayy=i walo (J] duwily .1
3w

i@penill miog
)] MM Universal BioBridge (osalwe (el MorphoManager (le winy S slacdl lam sany
:ad Wl OlyLall sal sl .MorphoManager (o 3iiuo g1jgi Olegano
MM Universal BioBridge (3o Jguogll (sgime Glcgoao Wlali gbgll 3o (Gillbyw :Jlali -
cdwaj dpowd] albuno lgga) S 13] (MorphoManager (9 (o saiuwell @21jgi Olcgoao 20
lgwai o MM Universal BioBridge ;9 Jgogll (sgimwe Olegoan (1S5 o) 13] :(sga -
Saii dll ol (9 ¢liSkyd MorphoManager (9 (o Saiwoll 21jgi (Ulcgoan) degoso
p3aiuall dwluy Oligei (8 Ggay (usil

331 Glslac3l
15111831 Lgasd sic AWl Olslacl Jy eliSey O31 plaso (9

B)glaall dailall (po 89 3aall psiiwall dwluw BioBridge (Jusuwi Wi gjanll paiiuwoll
Uoai U1 padiwall dwluw Wils podiwld i jUisdl dild Gosa 3]
Per User pw3l

(Bl (o (G 3] poaiwell diolje Wyne Jubiith paud () | lgiil (1Bgg =3y Gibg
o 3aiuall dioljo
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8Lj J] 598w Lgislg qplaill 3jlgo plgj W1 pall 8obj (5 §iw p3Alwell dioljo
(o saiwel | gron Eyaail pjl gl

jlgio JSuy psaiuall diolje Wyne i pipw LAl 3o (uSei ic dioljos alowdl
853U ] o3l 13m (59 8uw - adiuoll CiBgall (ujalll 6)513 Cyani go|  Cyaad LT p sdiuall
Wil ylge Gle Oldb)l soc| 8ol (ujadl 53813

S Ulily oclgd ploaiwl aic slacdl 1am Jubei (pusiuwall (1o 0 dAiuoll
-pxdiwall G8gall (pjaill 8)S13 Cysai lgud iy il GBg3lg pl3I 83513 Cyaai (Jgaa
ason (8 813910 (957 Ul Ly (@81 Olgimo lel (le Jgunl Gdgoll (jaill
qeandl 83uS Ll aclgd OIS dalaiSl <ol (@leiy Layd (3SJg L83l 0 MAiuoll
g (J] dalaJl jpg

0o saiuall a1jgi dcgane Oliyas
] (ACS 830aall golaub¥l OLS) Olegasoll aran (i (po 3SU (O lig=ill Jgas e -
.(MorphoManager (,9 83320) (o 3aiuell 21jgi Glecgono

[m} X

9 MorphoManager [14.43.9]

operator c Gotenays | Comecior Serice BOBGDe  Prvacy Mode  MarphaTablet Password Rules Card Template Mansgement  Figer Templte Captre Optons  Dilay Optons Marphotave  Duplcaton Convel
W Key Policy MorphoManager BioBridge Settings
= Biometric Device System: MarphoManager Universal BioBridge ‘Confiqure
Profile
Wiegand Profie / : Defaut v
) Biometric Device Groups Mode: it
Wiegand Profiles Enabie Forced User Polcy: [ Enabled
. Defat
L User Pol
& o User Synchronization Start Time: 1200w (3
) Actess Schedules User Synchronization End Time: LusoP S
“ User Distribution Delay Between Each User Synchronization (/%
Group Alow User Sync Whie User Cache Is Refreshing: Enabled
-, ::jr:umennrmmn User Cache Schedule: Sunday Monday Tuesday Wednesday [] Thursday Friday Saturday
Operator Role 12:00 [ :00am [ 2:00am [ 3:00 am
Haonan [so0m [ anna 00 M
‘ Notfications Maonam [ a:00 aM n; 11:00
—— B o0 Fumew B0 o0 o
[ &:00 pm 5:00 PM aanpM [ 7:00 M
& scheduled Reports Heooem [9:00pm 10:00 11:00
& Card Template User Distribution Group Mappings:

Groups n Group

(@ Card Encoding Log
@] Eventlog
Q] Exception Log

), System Configuration

© save | QGancel

Connected to https;//127.0.0.1:42100/ _ Logged in as Administrator (System Administrator) Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out - Change Password

BioBridge (Jiowil (Juoc (pgSi 22.5
do adoll
plai osdiuwe) diogy Ollaw L] d)A (o eliSey JiguaS jlga gm BioBridge Juawill (Jrec ()
+ljal 3 (4o BioBridge (iawdl sac sloc] dilac (1355 .Jgwgll 8 @Saill
MorphoManager (JJ] Jusuws Jodio d8L5] -
Usowil| olga) MorphoManager (Jyoc JigueS djgal (nosi -
Ueowd! Jeoe jlaal - -

daw L3I b g pidl
Ao gl Jrowd] Syaily lgio pgéi ACE (Joc dhao (JS (le MorphoManager BioBridge Cuydi
IDEMIA &alsi3
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Morpho Manager ()] (aawi (J2iio ddlLs] 22.5.1

Al

.MorphoManager Jyoe Cdi Jdo ;9 89)lg)l Oleyeill 24l

g ogo Active Directory oadimo Ollwa i ol wluwd :dlaadle
Urauwill plgo) MorphoManager (Juoc jiguoS jgal (j1955 22.5.2

Al
C: :(o13i031) MorphoManager Cudi Jdo 9 .1
( \\Program, Files (x86) \Morpho\MorphoManager\Client
UgéueS ID1.ECP4.MorphoManager .AdvancedClientConfig.exe talall 3di

MorphoManager Client Configuration [15.3.2.7]

Basic
Server connection details

Hostname
hocalho st

Port
42100

Save Close

ausall pawl (s Morpho pals tapde pwl Jaosl (bl gl &l 6 .2
& lg) LAdg (o3l jgpall dalSq padiuall pwl gl Active Directory psiiwl ((po3l Cudill .3

.Morpho
Ut Ol wguill dode (le [l3l ddle Cuddill Glilas) ay ogs 3] el (o Sy 4
dgaall

 MorphoManager Clent Confguraton (5327 = % |
Login options

Remember my usermame and password
Whaps T80 chard liarchan, | wand o pre-popuiats 59 e
B partsed Papich Bzt iy s By b | peoveade
Pkt

Lername

AdEniralIr Atoe

Passwadd

Autpmats: kagin

Wham tha cheet lunchri | mied! B0 butomatialy iog e with e
T e pameeed | prowacs

@D

Operator override

et b alice B Gpevaios B chinge onnacion detsl fom
Thok il b pubge

@D rukied

Gl pwall 8 Juowill Jsuise) lagilast (131 jgpell dalSg psaiwall pwl JasT -
ves | GSlalil Jgasl Jasui aliso (ueiy pd -
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C: :010831) MorphoManager Cuii Jdo 9 .1
( \\Program Files (x86) \Morpho\MorphoManager\Client
UgduwweS Start ID1.ECP4.MorphoManager.Client.exe talall 3di
Mooll < 8jladl J] Jail .2
Urec pgueS saa .3
RIST (G99 yail 4

1 MorphoManager [14.4.3.9] = O X

5 Administration %4 User Management & Biometric Identification B Access Logs a Reports

~

=5 Operator Enter the details for this client

MName: | |

Description: | |

ij Key Policy

Biometric Device X
Profile Location: |

ﬁj Biometric Device
| Wiegand Profiles
™~
£f) User Policy
5 Access Schedules

ﬁ User Distribution
i Group

- User Authentication
“4 Mode

% Operator Role
a Motifications
M| gients

() Scheduled Report:
@ u eports o Back Next H) Finish (@& Cancel @

low PO e L

Connected to https://vrmw10enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-48EF-ATDE-AZAD-14A0-CAZD 2 Log Out - Change Password

(sILial USuiy cawgllg adgall Jaslg woglhall hawill Juoe pwl Jasl .5
(___,Jlﬂl 999 jail .6
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7 MorphoManager [14.4,3.9] — O >

g Administration &y User Management i Biometric Identification 2 ss Logs Reports

A
& Operator Select the tabs displayed on this Client
. - Tab Mame
L]ﬂ Key Policy
Administration
= Biometric Device User Management
Profile
Reports
m Biometric Device Access Logs
Onsite/Offsite O
= I Wiegand Profiles Biometric Identification
i~
4§l UserPolicy
( \" Access Schedules
ﬁ User Distribution
1 Group
- User Authentication
"4 Mode
% Operator Role
‘ Notifications
[ S & Changing the visibility of tabs requires a logoutrestart of MorphoManager
L5 Cients
) Scheduled Reports .
© o 4 Back Mext D Finish (& Cancel @
lis = ol T L &

Connected to https://vmw10enltsc-copy:42100/ Logged in as Administrator (Syr  Site ID: 1C33-52E8-2C9A-48EF-ATDG-AZAD-14A0-CAZD 5 Log Out > Change Password
saawdl] Jaoe Gle lpoge aup U1 wugill Olode) doy Wl jLiadl Olls saa .7
Byladl -
Odggull Bylal -
gyyladl -
‘Joogll Olaw -
sriogul il —
HWl (§g9 yail .8
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9 MorphoManager [14.4.3.9] — m} *

5 Administration ¥y User Management & Biometric Identification B Access Logs a Reports

-

=5 Operator Configure Camera for this client

ij Key Policy Camera: Mo Camera ~

= Biometric Device
Profile

ﬁj Biometric Device
| Wiegand Profiles
~
efl UserPolicy
5 Access Schedules

m User Distribution
i Group

- User Authentication
“4 Mode

% Operator Role

a Notifications
™ Giients

(v) Scheduled Report
c] u eports ) Back Next b Finish () Cancel

I md T L

Connected to https://vmw10enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-4BEF-ATDE-A2ZAD-14AD-CA2D [ Log Out = Change Password
dajlall (o No camera saa :lpolSIl J] Al .9
Wl @§q9 yail .10
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1= U

1 MorphoManager [14.4.3.9] — O had

5 Administration 2y User Management & Biometric Identification B Access Logs Reports

~

E  Operator Configure key policy for this client

L-,]j Key Policy Key Policy: Default ~

Biometric Device
Profile

([J siometric Device
| Wiegand Profiles
~
ef) User Policy
5 Access Schedules

“ User Distribution
i Group

' User Authentication
“4 Mode

% Operator Role
‘ Notifications
M gients

(v) Scheduled Report
© “ eports 4) Back MNext M Finish () Cancel

'

L P L

Connected to https://vmw10enltsc- copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-48EF-ATDE-AZAD-14A0-CA2D 2 Log Out  Change Password

doilall (o Default saa rdumus Pl dwludl ] dudl .11
W (590 yail .12
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1 MorphoManager [14.4.3.9] — O bt
5 Administration &y User Management Biometric Identification A Access Logs a Reports
~
& Operator Enrollment Devices
. 3D Face Enrollment
Key Poli
L]j v v Marpho 3D Face enrollment: None ~
= Biometric Device Marpho 3D Face enrollment biometric device: search
Profile
Contact Enrollment
ﬂj Biometric Device . . X
Marpho Finger biometric enroliment: Selected MorphoAccess ~
| Wiegand Profiles Morpho Finger enrollment MorphoAccess: |MA5igrnaMth' Search
~ Contactless Enrollment
£f) User Policy
Morpho Contactless Finger biometric enrollment: Any MorphoWave Desktop (USE) w
) Access Schedules Morpho Contactless Finger enrollment MorphoAccess: | Search
ﬁ User Distribution 5G Face Enrollment
i Group Morpho face biometric enrollment: Selected MorphoAccess i
- User Authentication Morpho face enrollment MorphoAccess: VisionPassMDPL Search
“4 Mode
Smartcard Encoding
% Operator Role .
. Morpho Smartcard encoding: MNone ~
a Notifications Morpho Smartcard encoding PC/SC device:
Morpho Smartcard encoding MorphoAccess: | Search
™ Clients
(*j Scheduled Reports .
© P )  Back Next b Finish (&) Cancel
v
= 2 -

Connected to https:/fvmw0enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-32E8-2C9A-48EF-ATDE-AZAD-1440-CAZD 2 Log Out ~ Change Password
Ueawid] Jac dhno (le dolaaiwl sy (531 (spiogad! Jaswill (5516 soa .13
il (599 jail .14
MorphoManager (guli (alei .15

aal
160 dsauall ,BioBridge Juawill (Juoc (ngSi -

Urowd | (Juoce jlial 22.5.3

C: :514i831) MorphoManager Guii Jds 8 .1
( \\Program, Files (x86) \Morpho\MorphoManager\Client
ID1.ECP4.MorphoManager.BioBridgeEnrollmentClient.exe calall 3di
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9 MorphoManager BioBridge Client [14.4.3.9] - m] XK
User Management Showing users: No users matched the filter criteria (0 total users)
Enroll Edit - Encode Card % Delete Encoding . Fiter | 1 Refresh
Tag ID Search
TagID First Name Middle Name Last Mame Groups Enrollments Disabled

DN

Details Logs Biometrics Hide Details

e P =

Connected to https://wmw10enitsc-copy:42100/ Logged in as EnrollUser (ACE AC  Site ID: 1C33-52E8-2C9A-48EF-ATDE-AZAD-14A0-CA2D 5 Log out > Change Password

J9pe dolSq psiiuwall pwl Jls] ] daladl g9 (po Urswdl &bl slesiwl eliSay &l (po oSG .1
o) | (S50

dwisill O Uadellg ogaall

liow) dogcaoll Windows (Jisidu dalail
.Bosch ACS lgac sy il lgwai Windows 10 Oljlaw] IDEMIA pcsy

liow) pgcanall Microsoft SQL Server jlowol
SQL Server 2017 go pgecaall jlowl

Ugwog pliai JsSJ aalg IDEMIA ol
bhad I3alg IDEMIA plai pesy (of Bosch (o (Jgwgll GO pSadl pllai gL

.d6Uoy Jola sJ 53alg IDEMIA &8 Uny

IDEMIA plai (53)g «d@dlay Jola (JSJ 6532i0 GBlUay Bosch (o Jowgll 9 pSaill dalail o
«sl) dallo d8lay Jol (uei piy BIS go disljell sicg (Jaawi| sic (JWlg bhad 53alg ddlay pcoy
a8layl jlan @3 13] .IDEMIA (J] "Oljluw adgo” gl "C8ge" gl "UJgwg" goill (o (1 = &)l Cua
Olaa3l Jaw (9 Jrawillg lgad) Jlw)l poimund (4a3

IDEMIA & L8 Uy Llola a2l o831 aall
O lal Glola (3o 100,000 (J] (s Lo wisyiwl BioBridge MorphoManager (jSwob

Ugwgll Olcgass sa=) 03] aall
pig ((osaiwoell 21jgi Ulegoan) Jgogll Glegano (o 5000 (J] by Lo IDEMIA plsi pcsy
.Bosch (jo Jgwogll ;9 pSaill plbi 8 gyasuidl OGUS (J] Olegosall 0dom (Ju=i

22.6
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lelujii i il lgall <lol
a8 (po JOT Uyl §ppiuy taalg jlga ()] WL 1000 -
GBI pazy Ljdl @Gpaiuy :jlgs do (J] 6 1000 -

e Lwd3l IDEMIA plii pcay 3

USuiy salg pwd 8 GBlagl Llola and ACS plhai e jiei IDEMIA plhi aos el Losic
wolud3l G duoljl] dalbll duogasll SIS 13] JaT puwd (0 Jgwogll (8 pSalll (i (o Bofge
ADEMIA ol a0a5 )8

.0aag PIN joj dbuwlgs Jguogll / duslyid 3l &6 Uadl
.dl=d ddlny 48415 Ui Wy .03ag PIN joj dhowlg (Jguwgll IDEMIA plai pesy 3

IDEMIA plUsi (,9 bh2iall guo) daybsg
AMC @Saj Olaag dawlgy Wl dogeso pe IDEMIA plai (8 bl auo| darbsg

aypeill juleo (o o3l aall

;831 (e adll caypeill pyleo IDEMIA plai (6 (aswill i
Jodl pwdl -

Alile)l ol -

UaAdd] a8 -

.88ladl Jola ()] dismo 8onlg et d8lay -

Gyl e s gymoall O3LJI
.0SDPg Wiegand 8138 8jgal (lc (jglbino jlgall (JUa)l Juw le) (syla)l dla pqlas 3

doleiwilg bUis3l awill

8olclig IDEMIA OLly 8acld Wiy pgai () cliSay dDEMIA (Jo dybolial @A 8 leiwl (48
.IDEMIA DataBridge ;g0 8la1 plaaiwl Lgiliy]

8¢136 8jqal (] arno USuin (STl Ollac aren Yyl (o 33U spiogull jlagall jlgall @ipe (9
oylall (peSi sl acld (dinljall plgo (saal Cldid 13] .IDEMIA

(sHogul jlgaJl (J] Jaiil MorphoManager (.8 .1

Sl jlgadl soa .2

Ll 8ale] G99 jail .3

:IDEMIA (,8 d83Laoll glsgl ao ACS @8l willsg (59195
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H B ‘ C)\ 4 - '(::]; > - % < e m’ Division: [efsutil -
) — ) - Offidal pass
« Main menu Last name:  Visitor11 Firstname: Firstname1l
Birth name: Date of birth: | Tu 03/16/1976 £ © Passport
Wisit (7 Driver's licence
Sl Street, no: Zip code [ City: @ Identity card
Phone: () Other:
% CELTEGS Car license Mo.:
Employee ID: | yigitor - Company: Number:

Card no.:

Reader.. ﬂ

Additional data | Authorizations | Form Photo ISignature|

Attendant:
Remark:
Expected arrival:
Date of arrival:
Visited person:

Location:

E] Reason:

Tu 077182017 12:00 AM = Expected departure:

]

Date of departure:

[ Extended door opening time

Card no. Application type

PIN lock Collecting date Code data

Read card ... Ll

Withdraw card

obol JBodl Jgbn ;9 bo dlandeg (Joplil ojgjy (s3I @8gellg 8Ll (o wuudl Jlas] 1Sy
odm (j18 gdgiall Byaliall a1jlig @dgiell Jgwgll a1yl Jeanll (9 Ol Jls] )i 13]
Ging (0 allo Jganll (9 LA jelaiw auyleill
(i sie plaill dbwlgs 8yalaall aylig Jeuoell a1yli Joanll (9 dball OIS aylgill Jlas] eiig
HlPl dygm d8lny (o lglindg pgio JS JI (uplfl Olily

WEI wlgdl aia) Jgbl OlEgl (pusi &ilSe] il Wlis (OB Uadl jlgall 2110 20 Jll g LoSg
o Olaliadl (59 (JUadl Juw le sLJ.QJJJT Jgog Jloa) ellig
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Access profils: | | [~ Keep authorizations assigned
Assigned access authorization Bvallable access authorizations Fiter: 0r o
Hame [mac Time model | valid From walid until Hame [mac [ 7ime model [ wvision

e

EE BE

=

4] | -
Valid from: = until; = |

Time: model: I(wwthout time model) : j T Tour moritaring vI

Card no. |Application type | PIN lack. |Created on |Last printed on Mo, of prints ICode data | Read card ... d
Canfiscate card

Registerad: = |Blacked: 9 [Mo authorizations: B |Last access: |Pegasys: = |
[Boschrdr Common  [1of 1 changed [10/20/2014 03:15:33 PM | 55

L9 aliadl Jgogll J1gai dailall (po &sjall Jowgll OMygai syaai (jSey ol «Wdgyall (L8 dgylisiall
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Gl OlE Ly ylgall 2130
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< o Division: | pe e

<+ Main menu ~Reqgister card

@ isitars

| Reqister card | 3 |

Deregister card

Read card | 3 | Card no.:

Delete card | Last name:

First name:

Date of birth:

Lk

Shaw list ===

Gaoawid] oy dygm d8lay aouwsd 1)1 (G99 4ol
Gl (Jwall 9 dyggll Oldloug Ual&i-ill |oLw§”>!L,) llw asdgall Jlodl sl gl i aic
dgell ddlny (e WBy=il pUaill auis 1dmg .d8Uadl BUISI Wog duggll d8ly pd) 2o ((rabgoll
AWl lgall Olape (§lbi (8 lelmai 1Sy @ (o9 Si1j d8LasS

<<« Hide lisk

Card no, Inuse MName First name Lsage tvpe Division

Wow aulll &gl UBloy aian aumas ool gpwl USiy (plPl &g OBlay (usi dilac +lja3
SWHlgadl 2ip0 (9 ooa le IS (Pl OBl odo (uei el s

ne ol jlga g1p0 (5318 (so) 0w dyggll d8lhay auo sicg .dyggll @8lay S o) )Ll &lgi ,9g
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(09 Sl 63led el Jal o

Visitor pass

Hlj adgai dclib

OLa] Jj Lle gapll jlgall aipo (6 Olgo3l b (sginy
S Jgog (o S 0o Pl 85lgid pladiwl JIPI Jraiuy s3I gasidd| gaiuy (spal jool daa

.dijolsog ddgwwg tibgq

Firsl- and lasiname

Steven Visitor

Company

Proo? of authanty
for plani area

Reglstration plate

Paszad card

Contact person

=hane Department

Reason of vslt

Wisht appaintment

D Yeg [] Mao

Type of officia
Passport

HMumber of offical document

accep! the terms
and condifions overleal

Sign of wisior

denty card with phota seen 7

] res [] Hhe

Sign of plant protective force

To compiete from wisibad person

Amival at
Ceparture at

To sign on visied parson
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JWiidl Slalw sylsl 27
6‘&;’.‘mJlI-n-I --I |- ' 0)1-.’. " mm 27.1
Gthii (@)l 0dm ;89 slouwll (e clawlg (bleo (uailw (e Olylul jlail Olalw Gasy Jaiis
& Wl aclgall
Lo bW Oyl Caual 8)8gi0 Gljla Wlio Lallb 65LalL had dewgall jSISDI SIlo) pow) -
(b leall e (po louo3l
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G99 . Olylul o @Gblia) dijgSi @i (s Gludwil wuijill 26 yasdid] jan AMC (Jglay (b leall
gy apaall &JWI 838610l dahioll (je Cindl piaw (LBlai (§bliall (5] Aiol dla

:AMCq MAC L,s Slo=)l wlwa

10l caw dahie (o agpallg Joaall Gldac S (9 salg AMC jlga pSai (1

i3l JUaidl aie MAC jlga JUa (o dagmuai (jSayg dolall didyb (le a2l AMC jloa pgdy <=
:dalise AMC 8jgal (e lgio agpallg Oljlul caw (§blio (saa] (J] Jgasll Ollac @yjgi @iy (2
pac dla 9 Jrodill sic . Cpidl pe ueddl dla 8 AMC jlga allal a2l MAC jlga pgéy <=
ol el ¥ (8)g (WU By lgiyesSi Jla) Jgwgll AMC djgal aows (il Jlaidl

U9 JLiAdl &l buidi cliSosd Baalg Oljlw aw dahio Wil 8ss2io AMC Glaag ilS 1]
AMC jlga (195 (,9 LAC wlwa
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AMC 4-W | Inputs | Outputs | Teminals |

Name: [AMLC 441
Desecription: |ApC ;I

Communication to host enabled:

— Controller interface
Interface type: |UDP
PC com port:

Bus number:

|P address / host name:

ERENg

Port mumber: {70001

Program: ILEMVE?EE.HUN WIE, AMC-4w j

Power supply supervision: [

Mo LAC accourting: [

Division: ICummun j

Ohluwll v jJBo pjbi

27.2

Date 08.11.2013 , 14:51:23

Parking lot list

Page 1
Parking area Zone Wehicle count State
Main Park 21
Zone A 30 full
Zone B 9 =
Zone C 12 -
Building A 39
Fone A 30 full
Zone B 9 =
Building B 39
Zone & 30 full
Zone B 9 =
dawgoll Oljlud] jUsGl dalw d)ls] 27.3
do ddall
015 OlSpell Gasgeill Olluwll Gl dabio 6 Ol s Skl sac bus Jdiall (Sok
:J Ul Juw le (wlall e paall
Olialddl -
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OLleYl (593 (o poladdl Jguwg -

aWwl olaljall -

Jlgadl 2uj0 jluwo

Bblall < plill Ol < dusl dojlall

Al

Ollu] Gaw dalio syoai .1

S syaall sasll ] 831 aall sgoc (9 desdll sl (Oljlud] o @Gblie sja 6 .2
.dabioll 0dm (9 Oljlull aw

° Division: | (et

B Q « <

Access control area

Al
¥
X

A

« Main menu

Areaname: | PO1

% Authorizations
Description: | |

53 e | Refresh number | | Synchronize counter |

max., number of cars: Mumber of subareas: | 3 Parking time ched:

Parking areas

'(:} Reset areas Subarea ¢ Description Max Actual Info
7 unknown

Random
sCreening

He11ZENTP

Gblio (19S5 saa .@Gbliall (ngSi L9 Olslacyl (sguoall saall sgosll 8 Glslacyl Jbod -
oloT byl 8 &lyluul

Olylu] slaei Ollec gron d33a0 pe (sguodll Ball sgoc (L8 0 dpanmll dogdll Gini -
Ursidl] (je dabgio

asly
25 dnduall ,Oljlul) Gblio (ugSi -
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Olbygallg dublyoll O3ga bylal

ablpall O3ga ()] dosdbo

Gle el Cun (OB LY 66148 djgal dllai «uuiyl jaall Joa jluo (e 8jlc &blpall Aga ()
yl=d dayplay (5)lall 0gijlj O dola Wl d8lhy osal wdlpe goill (o Uolabll

0wy (g had wasill (p1ped lgoladil piy (89 Ualaall aid wbljall OBy dclhiwly yul
Uoog @8l J] LA aling 98 «Jalaall aid (Jo Wbl

pall (o (a8l sl lgiy Gupsill pull G8g 2o 8:1yall 8jgal (po degono (o dubljoll Aga ()5S
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Gle Ol Jiedi 0dm 83300l aloawdl Slgime gjla @a5 LUl O8Il delbiwl .dy81 40l
(Olygall (6 lgliau izg «any3l

Glygall ] dosibe
lolinwig dyygo S sLii] piyg .(izeo ayylig Gl8g (9 dblpell dgal jore (ye 8yl dyygadl ()
Slasll Gl @lei golped (plall 8 a8 (LSS

dwblpall Odga Layp=i
@blpall O3ga Lasypni < @idlpall Gga soa

28

28.1

» = -
O A ‘ o4 < @ 1
« Main menu Define guard tour
MName : | Building 1 perimeter
g Define
guard tours Description: | A route around the perimiter of Building 1
Manage Mo, Description of reader Time on the way Total time Max. delay Startzeit +/- -~
guard tours [
1 BPR.HI-1: BPR. HI 00:00:00 00:00:00 00:00:00 3 min
I 2 BPR.HI-2: BPR. HI 00:10:00 00:10:00 00:02:00 v
| 3 BPRHI-1: BPR HI 00:10:00 00:20:00 00:05:00

Add reader Delete reader

.u8lpall ga) Lawl JasT (ol Luaill Jasll ;6 -
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28.3

A | Q 'CE"{ { @ Division:
« Main menu Define routes

MName : | Route to lab

H . Define routes

Description: | Direct route to the laboratory

e,
g, Correct routes No. Description of reader

BPR. HI-1: BFR. HI: Common
2 | BPR HI-2: BPR HI: Common
3 FPBEWZ2-WIE1-1: FPBEW2-WIE1: Common
4 FPBEWZ2-WIE1-2: FPBEW2-WIE1: Common

Add reader Delete reader
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