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1 Use latest software

Before operating the device for the first time, make sure that you install the latest

applicable release of your software version. For consistent functionality, compatibility,

performance, and security, regularly update the software throughout the operational life of

the device. Follow the instructions in the product documentation regarding software

updates.

The following links provide more information:

—  General information: https://www.boschsecurity.com/xc/en/support/product-security/

—  Security advisories, that is a list of identified vulnerabilities and proposed solutions:
https://www.boschsecurity.com/xc/en/support/product-security/security-
advisories.html

Bosch assumes no liability whatsoever for any damage caused by operating its products

with outdated software components.

Note that for the CONETTIX B6800 Central Station Software Receiver, the latest applicable

release refers to the software on the host machine, as there is no device for operation.
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System overview

The CONETTIX B6800 Central Station Software Receiver (CONETTIX B6800-SR) is a
software-based IP receiving platform. The system runs on commercial off the shelf (COTS)
Windows servers or workstations. The CONETTIX B6800-SR replaces the Bosch D6600 and
D6100IPV6 hardware receiver products for IP applications but retains the product
functionality.

Notice!
Public Switched Telephone Network (PSTN)
The CONETTIX B6800 Central Station Software Receiver does not support PSTN.

Supported IP protocol:

- CONETTIX IP

Maximum number of supported accounts:
- 10,500 accounts

Supported communication formats:

Product/Device Supported control panel communication
formats

B Series and G Series control panels Modem 4
Contact ID

B465, dialer capture Contact ID/SIA DC-05
SIA DC-03
Bosch Modem 2e, Ill1a?

Pulse 3/1, 4/2

Supported automation formats:

- 6500 Mode

- SIA Mode

Supported input message formats:
- Modem 4

- Contact ID

Notice!
UL 864 and UL 2610 compliance
Suitable for use as a Fire and Security-Signaling Central Station Software Receiver.
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3 System Components (UL)

The main components of the CONETTIX B6800 Central Station Software Receiver
(CONETTIX B6800-SR) are shown in the diagram:
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4 Installation requirements for UL applications (UL)
To comply with UL 864 and UL 2610, the system must follow the requirements listed in this
section.
UPS

The equipment for which the Central Station Receiver is installed shall be provided
with an uninterruptable power supply (UPS) with sufficient capacity to operate the
computer equipment for a minimum of 15 min. If more than 15 min is required for the
secondary power supply to supply the UPS input power, the UPS shall be capable of
providing input power for at least that amount of time.

The UPS shall comply with the Standard for Uninterruptable Power Systems, UL 1778,
or the Standard for Power Supplies for Fire-Protective Signaling Systems, UL 1481.
For maintenance and repair service, a means for disconnecting the input to the UPS
while maintaining continuity of power to the automation system (when applicable),
shall be provided.

The UPS shall be suitably rated for the equipment involved.

System power

A power conditioner used with the system shall comply with the applicable
requirements in the Standard for Power Units Other Than Class 2, UL 1012.

The power source for the equipment shall be with the rated voltage range 100 - 240V
AC.

The equipment shall be protected by supply line transient protection complying with
the Standard for Surge Protective Devices, UL 1449. The transient voltage surge
suppressors for single-phase, 120/220 V AC systems shall have a marked rating of 330 V
or less. The transient voltage surge suppressors for 3-phase, 480 V AC or higher-rated
systems shall have a marked rating of 400 V or less.

Communication

All ports of the signal processing equipment that are connected to communication
circuits contained within the central-station building and not connected to the
telecommunications network shall be protected by isolated loop circuit protectors for
communication circuits. These protectors shall comply with the requirements in the
Standard for Protectors for Data Communication and Fire Alarm Circuits, UL 497B. The
transient protectors shall have a marked rating of 50V or less.

Communication circuits and network components connected to the
telecommunications network shall be protected by secondary protectors for
communication circuits. These protectors shall comply with the Standard for Secondary
Protectors for Communications Circuits, UL 497A. These protectors shall be used only
in the protected side of the telecommunications network. The transient protectors shall
have a marked rating of 150 V or less

Installation environment

The installation of all equipment used at the central station shall be in compliance with
the Standard for Central-Station Alarm Services, UL 827.

Equipment shall be installed in a temperature controlled environment. A temperature-
controlled environment is defined as one that can be maintained between 13 - 35° C
(55 - 95° F) by the HVAC system. Twenty-four hour of standby power shall be provided
for the HVAC system. The standby power system for the HVAC system may be supplied
by an engine driven generator alone. A standby battery is not required to be used. A
maintenance contract that provides for restoring operation of the HVAC system within
24 hr, 7 days a week shall be in place.
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— The installation instructions shall specify that supervising station processing control
equipment or the enclosure housing the control equipment be provided with a
permanent means for connection to the branch-circuit supply which shall include
provision for installing the supply conductors in conduit.

—  No other software other than the operating system software and anti-virus/security
protection software shall be installed on the primary and backup B6800 virtual
machines (VM).

Notice!

NOTICE TO USERS, INSTALLERS, AUTHORITIES HAVING JURISDICTION, AND OTHER
INVOLVED PARTIES

This product incorporates field-programmable software. In order for the product to comply
with the requirements in the Standard for Control Units and Accessories for Fire Alarm
Systems, UL 864, certain programming features or options must be limited to specific
values or not used at all as indicated below:

Program feature or option Permitted in UL 8647 (Y/N) Possible settings Settings permitted
in UL 864

UL 864 programming requirements

For IP Communications to a B6800-SR Receiver

Enhanced Comm Yes Yes / No Set to Yes

Path # Network Address Yes IPV4 address or Program a valid IPV4
hostname address or hostname

Path # Receiver Supervision Time** | Yes 200s, 300s, 1hr Select the Receiver

Supervision Time required
by your AHJ (200 seconds
or 300 seconds)

Path # Poll Rate Yes 0, 5 to 65535 Program as necessary
seconds®

Path # Ack Wait Yes 5 to 65535 seconds | Program as necessary

Path # Retry Count Yes 1 to 255 Program as necessary

* Set the Path 1 Poll Rate to 65535 for 24 hr.

B6800-SR Settings

Setting Options Requirement for UL

Alert Sounds Enabled Enabled/Disabled Set to Enabled

Use the following parameters for commercial fire alarm installations. Check with your local
Authority Having Jurisdiction.

UL 864 programming recommendations
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Notice!

UL 864 Commercial Fire Systems requirement

UL 864 10" edition certificated G Series systems cannot be used with any of the following
third-party interconnections: access control systems, end-user mobile apps, building
integrations software, or Public Address systems.

Required Programming for holdup alarms

When using the system for hold-up operation, a hold-up point should be assigned to a point

as follows:

—  P## Point Type set to 24-hr, P## Point Response set to 0 (Point is constantly armed
regardless of the status of the system.)

—  P## |nvisible Point set to Yes (Keypads do not display alarm activity from this point.)

When using the Conettix Modem4 format, the unique point text should be set to “Hold-Up”’,

or equivalent language per the AHJ.

When using the Conettix ANSI-SIA Contact ID format, because the Contact ID system

doesn’t provide custom text, the hold-up point should be associated as a “hold-up” point at

the receiving station. Set Area # Delay Restorals as follows:

— Area # Delay Restorals = No (Restoral report is sent when point restores.)

Required Programming for Panic point type

When using the system for a panic operation, a panic point should be assigned as follows:

—  P## Point Type set to 24-hr, P## Point Response set to 0 (Point is constantly armed
regardless of the status of the system.)

—  P## Invisible Point set to Yes (Keypads do not display alarm activity from this point.)

When using the Conettix Modem4 format, the unique point text should be set to "PANIC", or

equivalent language per the AHJ.

When using the Conettix ANSI-SIA Contact ID format, because the Contact ID system does

not provide custom text, the panic point should be associated as a "panic" point at the

receiving station.

—  Silent Bell set to Yes.

—  Area# Delay Restorals set to No (Restoral report is sent when point restores.)

Required values to achieve 200s (UL) supervision interval
Applicable for both IP and cellular communication.

Requirement Parameter
Supervision interval for IP and Cellular Panel Wide Parameters > Enhanced Communications >
communication is 200 seconds (UL) Receiver Supervision Time set to 200 seconds
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5 System hardware and software minimum
requirements

Microsoft Windows system for the Host system

Software

- Windows 10 Professional version 22H2

—  Windows Server 2019 or Server 2022

Processor

- Intel Core 17 10th generation or higher

RAM

- 16 GB DRAM compatible with motherboard

Storage

- 500 GB SSD hard drive for UL 864 with 100GB free for the B6800 installation

Hardware

—  Keyboard and mouse with access to the Host system, either directly or remotely as
needed.

—  Host Hardware must comply with UL 62368-1

Network connectivity

—  Ethernet port: 1000 Mbps capable

Notice!
NIC support
The CONETTIX B6800-SR only supports 1 Ethernet NIC (Network Interface Card).
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6 Requirements for failover system

Hardware requirements for failover system

—  Main receiver server (500 GB storage)

— Redundant server (2 Ethernet ports for inbound/outbound traffic)

— Redundant router for supporting 2 independent ISPs

— Redundant storage (mirrored or RAID)

- Server software

—  Failover clustering software that supports failover within 30 seconds of the primary
server failure, notification of the failover and notification with 200 seconds of the
backup server failure.

- Anti-virus software

Server software requirements for failover system
- Windows 10
- Server 2019
- Server 2022

Dashboard

- Windows 10 Professional

—  Workstation with a web browser for configuring the CONETTIX B6800 Central Station
Software Receiver
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Installation

When you are ready to install, download the CONETTIX B6800-SR Zip file software package
(.zip) from the Bosch product catalog website. Extract the files from the Zip file on the

computer where you want to install the B6800.

To install the B6800 software:
1. Locate the B6800 Installer.exe file.

2. Right-click and select Run as Admin on the B6800 Installer.exe file. The installation

wizard starts.

[T N I
& EEEE'I' Caonettix B6800 Central Station Software Receiver

Version 111132

Welcome

Selup will metall Conetlic BER00 Cerval Station Software Recaiver on Wis computer. Duing e nglalleion,
Hyper-¥ will be inzialed and enatied {ilit is nol already), which is required Tor Conetie BES00 Cenlral Station
SoMware Receieer, Chek Inetal o contrue of Clage 1o cantsl (e inatallation.

Winsta Close

3. On the Welcome screen, click Install to begin the installation. A check of the system

prerequisites starts.

TEEE § O
& EEEE'I' Caonettix B6800 Central Station Software Receiver

Version 11110

Setup Progress

Procazsing. Prerequigile Chiok

‘Cancal

4. The CONETTIX B6800 Central Station Software Receiver consists of a Virtual Machine
(VM) that provides the B6800 system. Hyper-V software used for the VM must be enabled on

the host:

— If Hyper-V is not enabled on the host prior to installation, the installation wizard will
automatically configure the required Hyper-V components. When the Setup Progress
screen shows, the Hyper-V configuration will require a restart to finish. Click Restart.

— If Hyper-V is enabled on the host, the restart step is skipped and the installation starts.
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ﬁ Conetto: BR300 Central Station Software Receiver Setup - 4

Welcome to the Conettix B6800 Central
Station Software Receiver Setup Wizard

The Setup Wizard will install Conettix B6BI0 Central Station
Softwara Receiver on your computer, Click Mext to contirue
of Cancel 1o exit the Setup Wizard.

BOSCH

Back E Cancel

5. Click Next.

ﬂ Conetti B6800 Central Station Software Receiver Setup - x

End-User License Agreement
Please read the following license agreement carefully

END USER LICENSE AGREEMENT 2

IMPORTANT-READ CAREFULLY: This End User License

Agreement [“License Agreement”) is a legal agreement between
the regional Bosch entity in the territory where you are located
(“Bosch”) and end user (on behalf of itself or an employer, as
applicable) (“Licensee” or *you") for the Bosch software product
accompanying this License Agreement or identified on the splash
screen [the “Software”). It does not apply to other Bosch

products, or to other software provided by Bosch, all of which are
govermned by their own terms and conditions, w

E7]1 accept the terms in the License Agreement

Prinit Back E Cancel

6. Review the End-User License Agreement and select the checkbox to accept the terms.

7. Click Next when finished.
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‘ﬂ Conette BE300 Central Station Software Receiver Setup - *

Installation Type
Choase to install the BE800 as a Standalone System or in a Fadover System

[C]Enabie this 86800 tn become part of 8 Falover System

) o

8. On the Installation Type screen, select 1 of the options:

—  For a standalone system, leave the checkbox unselected. Click Next to go to the
Destination Folder path step 12, page 15

- For a B6800 Failover System component, select the checkbox to show more options on
the screen.

‘ﬂ Conettic BE300 Central Station Software Receiver Setup -

Installation Type

|
Choase to install the BE300 a5 a Standalone System or in a Faiover System

| EZlEnable this B6800 to become part of a Falover System

(®) 15t BES0D Server
Expaort B6&00InstalationAssets.zip to the following path:
Cr\ProgramData‘86300InstalatonAssets.zip
Change... |

(D) 2nd BSE0D Server
Import BEE00Instalationassats. zip from the fallewing path:
C:\PropramData\eea0ninstalationAssets. 2ip

Change...

) o

9. Select 1st B6800 Server to select the Windows Program Data folder as the destination
path for the B6800 installation assets file export.
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ﬁ Conetto: BR300 Central Station Software Receiver Setup -

Installation Type
Choose to install the B6B00 as a Standalone System or in a Falover System

[A] Enabie this BABOD to become part of & Faiover System

() 15t BES00 Server

Export: BEENInstalationdssets.zip bo Bhe: Folloeving path:
ProgramDatalB53000nstalationAssets. zip
Change...
(®) 2nd BE00 Server

Import BeB00Instalationassets. oip from the following path:
C:\ProgrambData\Bea00instalationAssets. 1ip
Chenge... |

o

10. Select 2nd B6800 Server to select the Windows Program Data folder as the destination

path for the B6800 installation assets file import.
11. Click Next when finished.

ﬁ Conetto: BR300 Central Station Software Receiver Setup -

Destination Folder
Click Mext to install to the default folder or dick Change to choose anather.,

Install Conettix BS30D Central Station Software Receiver to:

|c:Program Fies\Bosch)
Change... |

e et ] [ oo

12. On the Destination Folder screen, accept the default folder path for the installation or

click Change and enter a different folder.
13. Click Next when finished.

Bosch Secuity Systems B.V. UL System Manual
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‘ﬁ Conette BE300 Central Station Software Receiver Setup - *

Resources
Configure resources for B&300 server

CPU: Min: 1, Mo 16
The number of logical processars for this
2 Logical Processors wirtual machine. Defaultis 2 (Recommended).

Meary: (M Macaz The amount of RAM far this virtusl machine,
el Defaultis 4 GB.

Digh: Min: 100, Maw: 775
The amount of disk space for this virtual
00 GB machine. Default is 100 68,

) o

14. On the Resources screen, accept the default resources or manually set the CPU,
Memory and Disk Space resources for your B6800 system:

—  CPU: Default: 2 Logical Processors

- Memory: Default: 4 GB

—  Disk: Default: 100 GB

15. Click Next when finished.

‘ﬁ Conette BE300 Central Station Software Receiver Setup - *

Network Configuration
Spedfy a network for BEED0 server

You can select an existing virtual switch or ceate a new virtual switch by spedfying a
mtwork adapter.

Realtek Gaming GbE Family Contraolier

o

16. On the Network Configuration screen, select the network device to use.
17. Click Next when finished.
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ﬁ Conetto: BR300 Central Station Software Receiver Setup -

1P Address Configuration
MAssign TP settings to BEBID server

You can get IP settings assigned automabcally if your network suppor is this capabiity.
Otherwise, you need to ask your network administrator for the approprizte IP setings.

(®) Obtain an IF address automatically
() Use the following IF address

[P address: |
Subnet Mask: I
Gateway: |

[7] Obtain DNS server address automatically
Preferred DS server: I
Alternate DNS server: I

o

18. On the IP Address Configuration screen, select Obtain an IP address automatically to
automatically assign the IP address and DNS Server (if available for your network) or select

Use the following IP address and manually enter:
- IP address

—  Subnet Mask

-  Gateway

For example:

ﬁ Conetto: BR300 Central Station Software Receiver Setup -

1P Address Configuration
MAssign TP settings to BEBID server

You can get IP settings assigned automabcally if your network suppor is this capabiity.
Otherwise, you need to ask your network administrator for the approprizte IP setings.

() Obtain an IF address automatically
(®) Use: the following IF address

[P address: |19116-B. 1,202
Subnet Mask: |255.255.255.U
Gateway: |192.1&B. 1.1

Obtain DNS server address automatically
Preferred DS server: [trrt
Alternate DNS server: |1.0.0. 1

o

19. Click Next when finished.
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‘ﬁl Conette BE300 Central Station Software Receiver Setup - *

Port Configuration
Configure the ports of Receiver 1 and Receiver 2

Receiver 1
Panel Listener Port W
Automation Listener Port [7eo0
Receiver 2
Panel Listener Port [770
Automation Listenier Port [0

) o

20. On the Port Configuration screen, configure the ports for Receiver 1 and Receiver 2 (if

Receiver 2 will be used):

- Panel Listener Port: port number monitored for incoming events. Defaults: 7700
(Receiver 1), 7710 (Receiver 2)

— Automation Listener Port: port number monitored for software receiver events.
Defaults: 7800 (Receiver 1), 7810 (Receiver 2)

21. Click Next when finished.

ﬁ Conettix BE300 Central Station Software Receiver Setup - b

Time Server Configuration
Assign a NTP server for BES00

The B5300 runs as a Virtual Machine (VM) running on this Windows hast server, It wil
mat synchronize time with the host howewver,

Fease configure your own Time Server (MTP), or choose a public time server from the
avafable list provided. (The BE300 wil need to be able to reach the Internet for the
public TP servers to be reachable.)

Primary Tme Server (NTP): [ paol.ntp.org ~|
Backup Time Server (NTP): | ul

- G

22. On the Time Server Configuration screen, configure your time server to synchronize
time with the host or select a public time server from the drop-down list. Note that to use a
public time server, the CONETTIX B6800-SR must have access to the Internet.

Note that the B6800-SR does not support the input command for Time Sync from the
automation software as was done in the D6x00 hardware receivers. The B6800-SR uses NTP
servers to set the time on the receiver system. The servers can be the public facing servers
at ntp.org or a local NTP server on the network

23. Click Next when finished.
Note: If an error is returned after clicking Next, make sure to retry it before continuing, as it
is attempting to reach a Time Server. Check the entry and try again.
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ﬁ Conetto: BR300 Central Station Software Receiver Setup - 4

Server Configuration
Name the BS80D Server

Server name

This is the Host Mame [

— NetB105 name for the BEBI0
anly aphanumeric characters and hyphen () are albwed, o e el
The maximum lengh & 15 characters.
Domain name
[Be800-SERVER For a standalone system,

uzng the Sarver MName is

Oniy alsharumeric characters and hyphen () are alowed, ecommended, For 8 Falover
but must not begin or end with 2 hyphen. Twe System, refer o the
maveﬁm;egeufaﬁmrmm: The Instalation Manual for mare
s lenglh of sach label i 83 characiers, and s il details for how to use a FQDN
daman name can have 3 mavmum of 253 characters, which vweould be recommended,

e s

24. On the Server Configuration screen, accept the default names or enter different names.
If you enter different names, use the correct naming conventions, which are listed here:

Server name
The Host/NetBIOS name of the B6800 virtual machine.
- A maximum of 15 alphanumeric and - (hyphen) characters can be used for this name.

Domain name

The name that users will enter when connecting to the B6800 system via a browser. This
name can match the Server Name.

— A maximum of 256 alphanumeric and - (hyphen) characters can be used for this name.
— A hyphen is not allowed consecutively within the name

— A hyphen cannot be the first or last character of the name.

—  The maximum label length is 63 characters.

For more information, see the video about the Domain name, which is available here in the
Bosch YouTube playlist:

- B6800-SR training

25. Click Next when finished.

ﬂ Conetti B6800 Central Station Software Receiver Setup - x

User Password Configuration
Allows you to configure unique passwards for spedfic users

Enter the password for the following users
Username:  root

Password: ||seessssss |

Confirm Password:  [ssssssses |

Username:  loguser

Password: || [T —— |

Confirm Password: || BEEEREEES |

[l Backup user credentials to the folowing path
C:¥ProgramData).be&0d_credentals_badwp

Change..,

o o
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26. On the User Password Configuration screen, enter and confirm the passwords for:

- root

- Add user for log file management, page 46 access to the B6800 log files.

—  Select Backup user credentials to save the passwords to a file. Click Change to save
the user credentials in a different location.

Notice!

Backup user credentials in case of loss

It is important that these credentials are backed up. The file will also contain credentials
unique to your installation, which might be needed by support or for an update to your
system. Save them to a secure location for future use.

27. Click Next when finished.

‘ﬁl Conette BE300 Central Station Software Receiver Setup - *

Ready to install Conettix B6800 Central Station Software Rec...

Clhck Install to begin the nstallation. Chok Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

= G

28. The B6800-SR software is now ready to install. Click Install.

ﬁ Conettix BE300 Central Station Software Receiver Setup - b

Installing Conettix BGB00 Central Station Software Receiver

Please wait while the Setup Wizard instals Conettix BES00 Central Station Software
Recefver,

Stahus: Loadng virtual hard disk. This may take a while...
|
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ﬁ Conetto: BR300 Central Station Software Receiver Setup - 4

Completed the Conettix B6800 Central
Station Software Receiver Setup Wizard

Click the Finish button to exdt the Setup Wizard.

Back Cance

29. On the completed installation screen, optionally click the link on the screen to view the
log file.

30. Click Finish to close the completed installation screen.

[T O
e EEEE'T' Conetftix B6800 Central Station Software Receiver

ersion 1.1.1.13

Installation Successfully Completed

Close

31. Click Close to exit the installation wizard.

After successful installation of the CONETTIX B6800 Central Station Software Receiver, the
defaults are:

— 2 receivers: Receiver 1 (enabled), Receiver 2 (disabled).

— 2 automation profiles: Automation Profile 1, Automation Profile 2

- 1 admin user

A B6800 system supports up to 2 receivers. A second receiver is optional and can be
enabled if required. Note that the second receiver is not related to the second B6800
system for failover.

Notice!
Disable sleep or hibernate settings on host
Make sure that the host machine does not have Sleep or Hibernate settings enabled. If

these settings are enabled, the system goes offline for panel accounts and no longer
receives events.
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7.1 Verify installation

After the installation finishes successfully, you can check that the B6800 is ready for use. It

will take a few minutes before the system is completely ready for use the first time. Some

further processing and connections are pending by the installation program.

To check the status of the B6800 application:

1.  Open Hyper-V Manager on the host from the Windows Start menu.

2. Double-click the B6800 to open in the console.

3. When the Server Name: prompt shows, the application is ready to use. The Server
Name will be the name that was entered during the installation.

7.2 Run System Manager

To access the B6800 System Manager for the first time:

1. On the host, access the Windows Start menu.

2. Open the Bosch folder.

3. Open and run the B6800 System Manager application.
4. On the sign in screen, enter:

admin (Username field): not case sensitive.
Bosch123! (Password field): default password.

5. Click Sign In.

6. On the first sign in, you must change the default password. Enter a new password.
7. Re-enter the new password to confirm.

8. Select Submit.

The admin password is changed and is active for the next log in.

Training videos
Videos that show an overview and demonstrate how to use the system are available here:
B6800-SR training

7.3 Run Monitor (Dashboard)

To access the Dashboard for the first time:

1. On the host, access the Windows Start menu.

2. Locate the Bosch folder.

3. Locate and run the B6800 Monitor. Automation will not be operating or showing events
yet, but the Dashboard should run if successfully installed. You can install and
configure the Automation Simulator to make automation operational for testing or
debugging.

7.4 Modify setup

After the installation, you can change the CONETTIX B6800-SR Host Address, Panel Listener
Port (UDP) and Automation Listener Port (TCP/IP) parameters for Receiver 1 or Receiver 2.
Use the B6800 Modify Setup application to modify the parameters.

To access the B6800 Modify Setup application:

1.  From the Windows Start menu, locate the Bosch folder.

2. Locate and run the B6800 Modify Setup application.
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7.5 VM Performance on Hyper-V in Server 2019

The performance of the VM in Server 2019 can be degraded depending upon a setting for
the Hyper-V Scheduler settings for the OS.

For B6800 Failover you need to change the Scheduler to the Classic setting for best
performance. You may also see a better performance for all other VMs that are running in
Hyper-V.

To change the scheduler type to classic:

1. Open a command prompt with administrator privileges.

2. Enter bcdedit /set hypervisorschedulertype classic

3. Reboot the server for the changes to take effect.

Read about the details here:

HyperV 2019 VMs 2x slower than HV 2012 host VMs - Virtualization - Spiceworks Community
and more details here:

Manage Hyper-V hypervisor scheduler types | Microsoft Learn
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8 Configure the system

The following sections in this manual explain how to set up the CONETTIX B6800 Central
Station Software Receiver system after installation.

To configure your system for use:

1.  Add Operators. Refer to Configure your operator, page 26.

Enable the license. Refer to Licensing, page 28.

Configure Receivers. Refer to Configure your receiver, page 30.

Configure automation connections. Refer to Configure your automation profile, page 36.
Using the provided receivers (Receiver 1, Receiver 2), import existing panel accounts
from the Bosch B6200 software to the CONETTIX B6800-SR system. Refer to Import
panel accounts, page 30.

6. Add Panel Accounts. Refer to Configure your panel account, page 39.

ok owbn

Training videos
Videos that show an overview and demonstrate how to use the system are available here:
B6800-SR training
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Operators

The Operators summary page shows a list operators that are configured in the CONETTIX
B6800 Central Station Software Receiver system. After successful installation, an
Administrator (ADMIN) operator is available to use for initial log in and configuration of
system parameters other operators.

Notice!
Administrators only
Standard operators cannot view or access the Operators page in System Manager.

9.1

Use the Operators page to view and to manage operators in the system.

Administrators (ADMIN) use this page to manage the current operators of the CONETTIX

B6800-SR.

Operator management tasks for administrators include:

— add, modify or delete operators

— assign roles to operators

- reset passwords

- deactivate operators

The supported operator roles are:

—  STANDARD: operators can only view panel accounts, events and dashboard pages of
the CONETTIX B6800-SR. Standard operators can change their own password.

—  ADMIN: operators can do all the receiver management and the account configuration
tasks in the system. An ADMIN role can change all passwords for all operators in the
system by assigning operators a temporary, 1 time password.

Note that the default ADMIN account is required and deletion of this account is not allowed.

Add operator

Administrators manage all other operators (STANDARD and ADMIN Role).

To add a new operator:

1. Select Operators from the System Manager menu. The Operators summary page shows.
2. Select Add Operator. The Add an Operator dialog shows.

3. Enter the following information for this operator:

- Username

—  First Name

- Last Name

- Password

- Confirm Password

4. Select the Role for this user.

5. Select Submit to add the operator.

Once the operator is added, ADMINs may modify the parameters on the Configure your
operator, page 26 page.

Password requirements

Operator passwords must be 8-64 characters long. For security, stronger passwords will
contain more mixed character combinations, making the password more difficult to
decipher.

The password must contain at least:

- 1 lowercase character

- 1 uppercase character

- 1digit
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9.2 Configure your operator
To view and to configure operator parameters:
1. Select Operators from the System Manager menu. The Operators summary page shows.
2. Select the -& pencil icon of an operator to view or manager their configuration

parameters. The Configure Your Operator page shows.
3.  When finished configuring the parameters, select Save & Close to save your changes or
select Cancel to exit the page without saving any changes.

General operator configuration parameters
First Name: operator first name.
Last Name: operator last name.
Access operator configuration parameters
Set a New Temporary Password: enter a password for temporary use. This password is a 1
time use password that is not saved in the system. Operators use this password for their
first log in and then must change their password.
Confirm Password: re-enter the temporary password to confirm.
Active: select to change the operator status from Active to inactive. When added, operators
are Active by default. The Active toggle shows on the Operators summary page, but you
cannot enable or disable the parameter on the summary page.
Role: select ADMIN or STANDARD for the operator type.
Password requirements
Operator passwords must be 8-64 characters long. For security, stronger passwords will
contain more mixed character combinations, making the password more difficult to
decipher.
The password must contain at least:
- 1 lowercase character
- 1 uppercase character
- 1 digit
- 1 special character

9.3 Modify operator

Operator information added by an administrator during configuration includes:

Username: unique ID created for the operator after assignment by the system during
configuration. After assignment by the system, no changes are allowed to this entry.

First name: operator first name.

Last name: operator last name.

Set a New Temporary Password: enter a password for temporary use. This password is a 1
time use password that is not saved in the system. Operators use this password for their
first log in and then must change their password.

Confirm Password: re-enter the temporary password to confirm.

Administrators manage all other operators (STANDARD and ADMIN Role).

To modify an operator:

1. Select Operators from the System Manager menu. The Operators summary page shows.
2. On auser row, select the & pencil icon. The Configure Your Operator page shows.
3. Make changes to the operator configuration.

4. When finished making changes, select Save & Close.
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9.4 Deactivate operator
Administrators manage all other operators (STANDARD and ADMIN Role).
Creation of an operator enables the Active toggle.
To deactivate an operator:
1. Select Operators from the System Manager menu. The Operators summary page shows.
2. On auser row, select the g pencil icon. The Configure Your Operator page shows.
3. In the Access operator configuration parameters, deactivate the operator by selecting

Active. The toggle icon changes color to indicate that the operator is now inactive.

4. Select Save & Close.
The operator is not deleted. Administrators can re-activate a deactivated operator, by
accessing the operator parameters and selecting Active. The toggle changes color to
indicate that the operator is now active.

9.5 Delete operator

Administrators manage all other operators (STANDARD and ADMIN Role).

To delete an operator:

1. Select Operators from the System Manager menu. The Operators summary page shows.

2. On an operator row, select the # trash can icon.

3. Select to confirm the deletion. Select Cancel to cancel the deletion.

4. For a delete action, a confirmation dialog appears. Select OK to confirm and process
the delete action. Select Cancel to stop the delete action.
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10 Licensing

To use the CONETTIX B6800 Central Station Software Receiver, you must obtain and

activate a license for the system.

Licensing options:

— Demo License: a free 30-day 10 Account license, which can be renewed up to 2 times
for a maximum of 90 days, can be obtained from the Bosch Remote Portal.

—  Full License: a full license can be purchased with a variable number of accounts.

Each of these licenses are activated in the Bosch Remote Portal. If you are going to use a

Full License, place the order and wait to receive the Software Order ID before proceeding to

activate it.

10.1 Activate a license

Overview

For either a Demo License or Full License, access the Bosch Remote Portal to download the
appropriate CONETTIX B6800-SR license. Make sure that you have a login set up for the
portal.

Once logged into the Bosch Remote Portal, you will be able to retrieve a Demo License or
Full License that was purchased.

Access Licensing

To obtain the System Info File required for licensing:

1. After installing the CONETTIX B6800-SR, open the System Manager page and log in to
your administrator (ADMIN) user account.

2. Select Licensing from the System Manager menu to access the Licensing page.

3. In Step 1 Retrieve SysInfo File, select Download to generate and download the System
Info File for your system.

Obtain a Demo license

To obtain a Demo License:

1. In the Bosch Services Portal go to Software Licensing > Free Demos tile > Activate
Demo License by clicking on the key icon.

2. Upload the SysInfo file (System Info File) and fill-in the required information and click
Activate.

3. Download the license file after the activation is complete. Proceed to Import License to
import the license into the B6800 system.

Obtain a Full license

To obtain a Full License:

1. In the portal go to Software Licensing > Software activation tile > Click on Claim
Software Order next to Step 1

2.  Enter a name for the license and enter the Software Order ID that Bosch emailed to
you. Click Next and follow the prompts to Activate the license with the purchased
options.

3. Download the license file after the activation is complete. Proceed to Import License to
import the license into the B6800 system.

Import License

To import a license into your system:

1. In the B6800 Licensing page in Step 2 Redeem License, select Browse to locate and
select the activated license that you obtained from the Bosch Remote Portal. You will
use this file to upload the license into the B6800.
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2. Select Redeem to upload the activated license. After successful upload, the license is
activated. A current information summary of the CONETTIX B6800-SR licenses shows on
the page. The license subscription information on the page is updated and will reflect

the new license status.
Note: It might take several minutes for the license to be imported. Refresh the page if the
license does not show automatically.
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11 Receivers

The Receivers summary page shows a list of the receivers in the CONETTIX B6800-SR
system. The information shown is a summary of the configured communication information.
Use the Receivers page to view and to manage the receivers.

The receiver gets and sends panel communication through the system.

After successful installation, 2 receivers (Receiver 1, Receiver 2) are automatically provided.
Receiver 1 is activated for use. If needed, you can activate Receiver 2 for use. For example, if
you want to support encryption and Receiver 1 does not need to support encryption.

A B6800 system supports up to 2 receivers. A second receiver is optional and can be
enabled if required. Note that the second receiver is not related to the second B6800
system for failover.

To sort the list:

Click the & up arrow of the Name column heading to sort the list in ascending order by
name.

Click the ¥ down arrow of the Name column heading to sort the list in descending order by
name.

111 Import panel accounts

You can import panel accounts from a legacy Bosch hardware receiver (Conettix D6600

Communications Receiver/Gateway, Conettix D6100IPv6) into the CONETTIX B6800 Central

Station Software Receiver.

First, export the panel accounts to a database file (.db) from a Bosch hardware receiver

using the CONETTIX D6200 application. The next step is to import the accounts to the

CONETTIX B6800-SR.

To import accounts from the Receivers page:

1. Select Receivers from the System Manager menu.

2. Select the & icon on the receiver where you will import the panels.

3.  On the Import Panel Accounts dialog, select Browse.

4. Select the .db file to import that was exported from a Bosch hardware receiver and
select Open.

5. Select Submit to import the file.

After the import completes, select Panel accounts, page 39 to view the imported accounts.

Note that imported accounts that do not have names are assigned a number. You can

rename these accounts on the Configure your panel account, page 39 page.

11.2 Configure your receiver

Use the Configure Your Receiver page to configure parameters for the CONETTIX B6800-SR

provided receivers.

Note that only ADMIN operators can add or modify the receiver configuration parameters.

To view and to configure receiver parameters:

1. Select Receivers from the System Manager menu. The Receivers summary page shows.

2. Select the -& pencil icon of a receiver to view or manage the configuration parameters.
The Configure Your Receiver page shows.

3.  When finished configuring the parameters, select Save & Close to save your changes or
select Cancel to exit the page without saving any changes.

General receiver configuration parameters
Name: enter the receiver name. Default: Receiver 1
Receiver Number: enter the receiver number. Default: 1
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Enabled: select to enable or disable the receiver. The Enabled toggle shows on the
Receivers summary page, but you cannot change this parameter on the summary page.
The Inspector, Translator, and Transmitter versions are shown in this section. The versions
are important for troubleshooting issues with Bosch Support.

Connection receiver configuration parameters

The Connection parameters are configured during installation of the CONETTIX B6800-SR
system. These parameters are read only. The Host Address and Panel Listener Port handle
incoming and outgoing communication for third party applications to the system.

Host Address: |IP address that is listening for incoming software receiver events. Example:
192.168.1.50

Panel Listener Port: port number that is listening for incoming panel communication.
Default: 7700

Virtual Host Address: address of the Virtual Host for failover.

Automation receiver configuration parameters

Transport Protocol: select the protocol to use. Selections: TCP/IP (default), UDP (Bosch

hardware receiver legacy protocol) or None.

When TCP/IP is selected, these configuration parameters are shown:

—  Automation Listener Host Address: CONETTIX B6800-SR Virtual Machine IP address
that is listening for events. Example: 192.168.1.50

— Automation Listener Port: port number that the Automation Software uses for
communication with the CONETTIX B6800-SR. Valid entries: 1-65535, Default: 7800
(Receiver 1), Default: 7810 (Receiver 2)

The Automation Listener Host Address and Automation Listener Port are read only as these

parameters are configured during the installation.

When UDP is selected, these configuration parameters are shown:

-  Automation S/W Host Address: Automation Software address that is listening for panel
account events. Example: 192.168.1.50

—  Automation S/W Port: port number on the Automation Software that is listening for
panel account events. Valid entries: 1-65535, Default: 10000 (Receiver 1), 10001
(Receiver 2)

When None is selected, there is no automation software in use. The Dashboard will only

show system events for viewing.

Automation Profile: automation profile to which the receiver will report. Default:

Automation Profile 1. This parameter is read only unless Automation Profile 2 is enabled for

use in the system.

Timeout (secs): enter the number of seconds to wait for a reply after sending an event to

the automation software. In combination with Max Transmit Retries, this parameter

determines the time before an error condition occurs. Valid entries: 1 - 60, Default: 4

Polling Interval (secs): enter the number of seconds for the automation software polling

interval. Valid entries: 0-255, Default: 30

Max Transmit Retries: enter the maximum number of allowed consecutive errors when

transmitting to automation software before indicating an error condition. Max Transmit

Retries allows recovery from network anomalies when sending events to automation

software. Valid entries: 0-5, Default: 4

Modify Automation receiver configuration TCP/IP parameters defined during installation

After the installation, you can change the CONETTIX B6800-SR Host Address, Panel Listener
Port (UDP) and Automation Listener Port (TCP/IP) parameters for Receiver 1 or Receiver 2.
Use the B6800 Modify Setup application to modify the parameters.

To access the B6800 Modify Setup application:

Bosch Secuity Systems B.V. UL System Manual 2024-04 | VO1 | FO1U403701



CONETTIX B6800 Central Station Software

32 en | Receivers .
Receiver

1.  From the Windows Start menu, locate the Bosch folder.
2. Locate and run the B6800 Modify Setup application.

Substitution receiver configuration parameters

Max Error Count Until Disable: enter the maximum number of consecutive errors that can
occur before a panel account is disabled. Set to O to disable this option. Valid entries: 0-99,
Default: 20

Max Error Count Until Warning: enter the maximum number of errors until a substitute
alarm occurs. Set to O to disable this option. Valid entries: 0-9, Default: 3

Customization receiver configuration parameters

Alert Sounds Enabled: select to use audible and visual alerts in the Dashboard for
unacknowledged events. Note that an operator can temporarily silence the alerts in the
Dashboard. Default: Enabled

When this parameter is enabled, an audible sound and a visual (color) change to the Mute
button occurs when the automation software is Offline.

Use Virtual Account: select to use a virtual account instead of the panel account number.
This parameter sends the virtual account number with all messages instead of sending the
panel account number. For example, if a panel has different areas with different account
numbers, you might want to use the virtual account number.

If this parameter is disabled, the virtual account number is used only when sending internal
messages. Default: Disabled

Input Encryption Enabled: select to enable AES encryption for incoming information to the
receiver. Configure all accounts on a receiver to use the same encryption key. You can
manually enter an encryption key or generate an encryption key automatically.

The input encryption key is configured for UDP in Remote Programming Software (RPS). The
RPS parameter configures each receiver destination with a unique AES encryption key,
which is used by a control panel. For automation, the key value must match the value that is
configured in the panel. Valid entries: 0-9, a-f, A-F, Length: 32, 48, 64

Caution!

Changing the encryption key can disable communication

Make sure that you know how encryption will affect communication before making any
changes to the key.

To enter the encryption key manually:

1. Select to enable encryption.

2. Enter the hexadecimal format for the encryption key.
3. Select Save & Close.

To generate the encryption key automatically:
1. Select to enable encryption

2. Select the key encryption format:

— AES128 (32 characters)

— AES192 (48 characters)

— AES256 (64 characters)

3. Select Generate Key.

Refer to
, page 22
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11.2.1 Mapping 3/1 and 4/2 pulse protocol parameters
The CONETTIX B6800 Central Station Software Receiver receives pulsed protocol messages
from the IP dialer capture devices such as the Bosch B465 and C900V2. The receiver
processes the Pulse 3/1 or the Pulse 4/2 protocols and translates the protocols into the
correct reporting output. After translation, the receiver sends the output to the automation
software.
To configure the parameters:
—  Enter the value for the 3/1 or 4/2 pulse event code. Valid entries: 0-9, A-Z, \
To restore the default values:
—  Select Reset to Defaults.

Mapping overview

The field values are mapped to the way events are identified when displayed, recorded, and
sent to the Dashboard for automation. The values do not identify events.

The 3/1 protocol sends three digits to identify the account and one digit to identify the
event as shown in this example:

0 0
DACR {] B

Component Description

A Handshake

B Kissoff

C Account number (123)
D Report digit (4)

E Account number (123)
F Report digit (4)

G First round

H Second round

Table 11.1: Typical 3/1, double round, Pulse Format Signal (Account number 123 sending a reporting
code of 4)

The 4/2 protocol sends four digits to identify the account and two digits to identify the
event.
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The first digit typically identifies the event and the second digit identifies the point/zone or
operator as shown in this example:

¢ o
DACR {} b

Component Description

A Handshake

B Kissoff

C Account number (1234)
D Report digits (12)

E Account number (1234)
F Report digits (12)

G First round

H Second round

Table 11.2: Typical 4/2, double round, Pulse Format Signal (Account number 1234 sending a reporting

code of 12)

Incoming event code Event identity
A, Other Alarm

(0] Opening

C Closing

\ Cancel

R Restore

T Trouble

Table 11.3: Mapping value event identifiers
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Each value that is sent from the control panel can be a value of 1-F. There is no universal
rule as to what type of event (Alarm, Trouble, Closing) each of these values represents.
Including the way that the event is identified as the value is displayed, logged, and output to
automation. The receiver adds the identifying information based on the configuration that is
set in 3/1 Mapping and 4/2 Mapping field values.

Example: If the value of the incoming event code value is F, the event is output as Trouble
Point F. If the value of the incoming event code value is 0-9 or A, the event is output as
Alarm Point 0-9 or A.
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12 Automation profiles

The Automation Profiles summary page shows a list of the Automation Profiles in the

CONETTIX B6800 Central Station Software Receiver system. After successful installation,

Automation Profile 1 is activated for use. If needed, you can activate Automation Profile 2

for use.

Use the Automation Profile page to view and to manage the configuration of the connection

to the automation software.

An Automation Profile contains the details about a third-party software package that

manages automation for the CONETTIX B6800-SR. The software runs on Microsoft Windows

systems to process Bosch D6500 or SIA Mode protocols. The message processing includes:

—  Acknowledge (ACK)

—  NAK: force the receiver to transmit the last message again. After 3 successive tries, the
message is skipped.

- No response

Automation receives the translated events from the CONETTIX B6800-SR, and then performs

the required action. For example, notify the fire or the police department.

To sort the list:

Click the & up arrow of the Name column heading to sort the list in ascending order by

name.

Click the ¥ down arrow of the Name column heading to sort the list in descending order by

name.

12.1 Add automation profile

To add automation software:

1. Select Automation Profile from the System Manager menu. The Automation Profiles
summary page shows.

2. Select Add Automation Profile. The Add Automation Profile dialog shows.

3. Enter this information:

- Name

4. Select this information:

—  Message Format (6500 or SIA)

5. Select Submit to add the automation software.

Once the automation software is added, configure the other parameters on Configure your

automation profile, page 36.

12.2 Configure your automation profile

This page contains the configuration parameters of the connections that send information

from the CONETTIX B6800 Central Station Software Receiver to automation software.

To view and to configure automation software connection parameters:

1. Select Automation Profiles from the System Manager menu. The Automation Profiles
summary page shows.

2. Select the -& pencil icon of an automation software to view or manager the
configuration parameters. The Configure Your Automation Profile page shows.

3.  When finished configuring the parameters, select Save & Close to save your changes or
select Cancel to exit the page without saving any changes.

General and message format automation profiles parameters

Name: enter the automation software profile name to use. Default: Automation Profile 1
Message Format: select the supported message format. The software receiver configuration
must match this selection. Selections: D6500, SIA
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When SIA is selected, the header and trailer parameters are view only. When D6500

message format is selected, you can change these parameters:

— 6500 Header Character: enter the expected header character for the incoming D6500
messages in decimal value. Example: header character of 0x14 is defined as 20. Valid
entries: 0-255, Default: O

— 6500 Trailer Character: enter the expected trailing character for the incoming D6500
messages in a decimal value. Example: trailer character of 0x14 is defined as 20. Valid
entries: 1-255, Default: 20

Output Encryption Enabled: select to enable output encryption from the CONETTIX B6800-

SR and the automation software. The key value must match the key value that is configured

in the panel. Valid entries: 0-9, a-f, A-F, Length: 32, 48, 64

To enter the encryption key manually:

1. Select to enable encryption.

2. Enter the hexadecimal format for the encryption key.

3. Select Save & Close.

To generate the encryption key automatically:
1. Select to enable encryption

2. Select the key encryption format:

— AES128 (32 characters)

—  AES192 (48 characters)

- AES256 (64 characters)

3. Select Generate Key.

Customization automation profiles parameters

Trim Account Number: select to remove the reported leading 0 on account numbers from
messages. Default: Disabled (not selected)

Use Extended S Protocol Format: select to include the S protocol instead of the normal
Bosch D6500 Mode output. This parameter enables use of 6500 Mode database, while
providing the external S protocol in 6500 Mode. This selection sends Modem Illa2 messages
in SIA format.

Modem llla2 format provides more information for alarm management in SIA Mode, but not
in 6500 Mode. In some legacy systems, SIA Mode might have been in use, which might have
created issues with database management.

Default: Disabled (not selected)

Include Point/User Text: select to include the text programmed in the panel for the Point
and the User Name when sending to the automation software in SIA Mode. Mode. Default:
Disabled (not selected)

Send Sub-User Data: select to include sub-user data with the SIA protocol. Sub-user data is
used for access control (access control cards, token ID numbers) and represents the
physical users of the system. Default: Disabled (not selected)

Send Final Packet Separator: select to send the ending front slash (/) from the message
with event modifiers in SIA Mode. Default: Disabled (not selected)

Send SIA Fire Restore Extended: select to enable the automation output to differentiate
between Fire Restoral after Alarm and Fire Restoral after Trouble, Missing, or Supervisory
for SIA message type. Default: Disabled (not selected)

Send Format Id: select to send a unique output message type for each protocol instead of
the traditional message type. Default: Disabled (not selected)

The message type is based on the message format ID (Bosch D6500 or SIA Mode) in use, as
shown in the table:

Bosch Secuity Systems B.V. UL System Manual 2024-04 | VO1 | FO1U403701



en | Automation profiles

CONETTIX B6800 Central Station Software

Receiver

D6500 message type Traditional Unique
ContactID a a
Modem ll1a2 1 A
Modem 4 1 A
Pulse 3x1 1 P
Pulse 4x2 1 S

SIA S S

SIA message type Traditional Unique
ContactID a a
Modem llla2 <tab> A
Modem 4 <tab> A
Pulse 3x1 <tab> P
Pulse 4x2 <tab> s

SIA <tab> <tab>

12.3

Delete automation profile

To delete an automation profile:

1.

w

Select Automation Profiles from the System Manager menu. The Automation Profile
summary page shows.

On an automation profile row, select the f trash can icon.

Select to confirm the deletion. Select Cancel to cancel the deletion.

For a delete action, a confirmation dialog appears. Select OK to confirm and process
the delete action. Select Cancel to stop the delete action.
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13

13.1

13.2

Panel accounts

The Panel Accounts summary page shows a list of the control panel accounts for a selected

receiver or all receivers in the CONETTIX B6800-SR system. The page lists summary

information for each configured panel account. Use the Panel Accounts page to view and to

manage panel accounts.

A panel account is associated with a control panel. The panel account can have a linked

NNC number. The NNC number is obtained from the panel or module that is communicating

with the system. The NNC number can also provide the panel network location for older

control panels.

To sort the list:

Click the & up arrow of the Name column heading to sort the list in ascending order by

name.

Click the ¥ down arrow of the Name column heading to sort the list in descending order by

name.

You can quickly view the status of receiver panel accounts. The Status column shows

information about the communication state of the panel accounts:

— PENDING: new panel account that has never communicated with the receiver.

—  ONLINE: panel is communicating with the selected receiver.

—  OFFLINE: panel is not communicating with the selected receiver. This status indicates
that the panel account did not check in to the system.

—  DISABLED: panel account is not enabled.

— DISABLED BY ATTACK: panel account is not synchronized or a panel account that has
the incorrect key.

Add panel account

To add a panel account for initial configuration:

1. Select Panel Accounts from the System Manager menu. The Panel Accounts summary
page shows.

2. Select Add Panel Account. The Add a Panel Account dialog shows.

3. Enter or select this information:

- Name

- NNC#

—  Virtual Account Number

—  Supervision and Unit (seconds or hours)

- Virtual Line #

—  Receiver (Receiver 1 or Receiver 2)

4. Select Submit to add the panel account.

Once the panel account is added, modify or add more panel configuration settings on

Configure your panel account, page 39.

Configure your panel account

Use the Configure your panel account page to configure parameters for a panel account.

To view panel account parameters:

1. Select Panel Accounts from the System Manager menu. The Panel Accounts summary
page shows.

2.  Optionally, select a receiver from the Show accounts for list to show the panel
accounts for a specific receiver (Receiver 1 or 2). The default shows all panel accounts
for all receivers.
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3. Select the -& pencil icon of a panel account to manage the configuration parameters.
The Configure Your Panel Account page shows.

4. When finished configuring the parameters, select Save & Close to save your changes or
select Cancel to exit the page without saving any changes.

General panel account parameters

Name: enter the panel account name.

NNC#: enter the unique NNC (Network Naming Convention) Area 1 account number.
Duplicates are not allowed. Valid entries: 0-9, A-F, a-f

Virtual Account #: enter the virtual account number. The virtual account number
communicates with automation software. The virtual account number will identify the
control panel if network connection is lost when a Communication Failure message occurs.
Valid entries: 0-9, A-F, a-f

Enabled: select to enable or disable the panel account. The Enabled toggle shows on the
Panel Account summary page, but you cannot change this parameter on the summary page.
Resync?: select to enable the receiver to re-synchronize the keys automatically when the
next communication with the panel occurs.

Receiver: select the receiver name where the panel account resides.

Customization panel account parameters

Virtual Receiver #: enter the virtual receiver number. The receiver will use this number to

send information from the network account to the automation software. Valid entries: 0-99,

Default: 0

Virtual Line #: enter the virtual line number to identify the control panel and account. Use

this parameter when the automation software is used in combination with the account

number for the control panel. Valid entries: 0-34, Default: O

Supervised: select to enable or disable supervision. When enabled, the supervision Period

parameter shows:

—  Period: enter the number of seconds (secs) or hours (hrs) to wait before the receiver
issues a Communications Failure message. The Communications Failure message
occurs when no message is received from the control panel. Valid entries: 1 or higher

Legacy Time Sync: select to enable the time synchronization for legacy systems, which is

based on time within the hour. This parameter synchronizes the receiver and the control

panel time if the account is a legacy control panel (9000/G/GV2/GV3/GV4v1.x). Note: Time

Sync only applies to Modem llla2.

13.3 Filter panel accounts (quick search)

On the Panel accounts page, you can sort the list of panel accounts by name or NNC
number to quickly search for specific accounts.
To sort and filter the panel accounts:

In the C% search field, enter alphanumeric characters. The search is not case sensitive.
2. Optionally, select the Show accounts for list to select the panel accounts for a specific
receiver. The default is to show all panel accounts.
3. Each character that is entered filters the panel accounts list. Only the panel accounts
that match the entered search characters are shown.

To clear the search, select }{. All panel accounts are shown.
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134 Select multiple panel accounts for delete or key re-sync
To delete or re-synchronize (re-sync) multiple panel accounts:
1. Select Panel Accounts from the System Manager menu. The Panel Accounts summary
page shows.
2. Sort the list as needed to locate the panel accounts for action.
3. Select the check boxes of the panel accounts to process.
4. Choose the action to perform on the selected panel accounts from the drop-down list:
—  Select Delete to delete the selected panel accounts.
—  Select Require Key Resync to re-synchronize the keys of the selected panel accounts.
5. Select Take Bulk Action.
6. For a delete action, a confirmation dialog appears. Select OK to confirm and process
the delete action. Select Cancel to stop the delete action.
13.5 Delete a panel account

To delete a panel account:

1. Select Panel Accounts from the System Manager menu. The Panel Accounts summary
page shows.

2. On an account row, select the T trash can icon.

3. For a delete action, a confirmation dialog appears. Select OK to confirm and process
the delete action. Select Cancel to stop the delete action.
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14 Event history export

Use the Event History page to export a CSV (Comma Separated Value) file of the event

information generated by receivers.

Options on the page enable you to:

- filter events for a specific range of time.

—  export events for 1 or all receivers.

— download a CSV (.csv) file of the events. Download the file to your browser and open
the file in Microsoft Excel or other application for analysis.

Notice!

Acknowledged history events only

The CONETTIX B6800 Central Station Software Receiver history event table in the database
is automatically purged every 30 days. The purge only removes the history of acknowledged
events to conserve VM hard disk space.

Notice!

UL installations

For UL installations without automation, back up log files on a regular schedule for
archiving and long term log storage.

To download event information to a CSV file:

1. Select Event History.

2. Select a pre-defined range for the event information. The default is for the current day.
3. Select All Receivers or a specific receiver from the drop down list.

4. Select Download CSV.
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15.1

Dashboard

The Dashboard shows event information for a selected receiver in the CONETTIX B6800-SR
system. The Dashboard accesses a real-time database for the event information.

Tiles at the top of the Dashboard provide a quick view of system event processing status.
Use the Dashboard to view:

- current event processing

- completed events

—  details of events

—  status of Accounts, System, In Process, Receiver, and Automation

—  Offline events when automation is not available

—  status of supervision

You can also interact with the Dashboard to:

- acknowledge events

- troubleshoot

— silence an event annunciation

Monitoring events

To monitor events:

1. Select Dashboard from the Monitor menu.

2. Select a receiver from the Select a receiver to monitor drop-down list.

The Dashboard shows these event types for the selected receiver:

— In-Process Events: events that are not manually acknowledged or successfully sent to
the Central Station automation software. In-Process Events are shown when no
automation software is configured or the automation software is OFFLINE.

— Recent Completed Events: events that were manually acknowledged or successfully
sent to the Central Station automation software.

Priority events are events that need attention and typically require immediate action. Priority

events include:

- Alarms

- Troubles

—  Supervisory signals

—  Transmission faults

When automation is Offline or not used and events are received, they show in the In Process

Events list, an annunciation sounds, and the Mute button displays in the color red. The

events continue to sound until the events are manually acknowledged by clicking the

Acknowledgment (ACK) button next to each event or the Mute is pressed. As the events are

acknowledged, they will show in the Recently Completed Events list. The annunciation

sound will start for each new event that is received.

If automation is Online, all events are shown in the Recently Completed Events as they are

processed by the automation software.

Offline Accounts list
The Offline Accounts list shows any accounts that currently have a status of OFFLINE. The
list provides details about the account.

Event lists sort order
The In-Process Events list sorts in-process events by date and time (Date/Time column) in
ascending order. The most recent in-process event is shown at the bottom of the list.
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The Recent Completed Events list sorts completed events by date and time (Date/Time
column) in descending order. The most recent completed event is shown at the top of the
list.

15.2 Accounts status

The Accounts tiles show the current status of the panel accounts for the selected receiver.

Accounts

The values in the Account tiles show the number of accounts or control panels per status:

—  TOTAL: all accounts on the selected receiver.

—  SUPERVISED: monitored accounts on the selected receiver.

— UNSUPERVISED: unmonitored accounts on the selected receiver.

— PENDING: new accounts that have never communicated with the selected receiver.

—  ONLINE: control panels that are communicating with the selected receiver.

—  OFFLINE: control panels that are not communicating with the selected receiver. An
OFFLINE status might indicate that the accounts did not check in, the accounts are
disabled or the accounts are Disabled by Attack.

Offline Accounts list
The Offline Accounts list shows any accounts that currently have a status of OFFLINE. The
list provides details about the account.

15.3 System status

The System Status tiles show the current status of the CONETTIX B6800-SR system servers
and license.

System Status: BEE00SK

NONE DEMO

The values shown in the System Status tiles are:

—  System Status: indicates the active server (server name) for the system.

—  FAILOVER: indicates if a failover server (server name) is configured and operating
(ONLINE). If no Failover server is configured in the system, NONE is shown. If the
failover server is not operating due to an issue, OFFLINE is shown.

—  LICENSE: indicates the type of the CONETTIX B6800-SR license in use. A full license
will show as ACTIVE.
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15.4 In Process, Receiver, Automation status

The In Process, Receiver and the Automation status tiles show the current status of the
CONETTIX B6800-SR automation.

Last Update: 7/21/2023, 2:53:26 PM

| 0 ONLINE ONLINE

The values shown in the In Process, Receiver and the Automation tiles are:

— IN PROCESS: number of events that are waiting to process or pending when the
automation software is OFFLINE. These events might require manual acknowledgment
(ACK). For example, a Priority Event.

— RECEIVER: status of the CONETTIX B6800-SR system. The OFFLINE status might
indicate an issue that requires attention.

— AUTOMATION: status of the automation software. OFFLINE indicates that the
automation software did not respond to events. When Automation status is OFFLINE,
the In-Process Events list will show in the Monitoring Dashboard.
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16 Managing log files

Manage the log and the archive files in the CONETTIX B6800-SR by configuring their size and

the number of archive files to store. A configuration file in the shared directory of the VM

contains the logging and archiving parameters.

Modify the configuration file parameters to:

— archive a log file when the file reaches a specific file size. When a log reaches a
specified size, a new file starts and the old file is archived.

—  save a specific number of archive files before deletion or purge.

— compress the archive files to reduce the file size.

Log file location

The location of the CONETTIX B6800-SR log and archive files in the VM shared directory:
- \<IP>\Bosch\B6800\logs

—  \<IP>\Bosch\B6800\\logs\archives

Configuration file for the log and archive files

Open the configuration file (logging-common.config) in a text editor. Configure these
parameters to manage logs and archives in the configuration file:

- archiveFileName: name of the log file.

— enableArchiveFileCompression="true”: enable compression of the archive.

— archiveAboveSize: archive the log file when it reaches this size.

- maxArchiveFiles: keep only this many archive files in the system.

Add user for log file management

To access the log and archive files in the VM shared directory, a LINUX user and an SMB
(Samba) user is required.

The credentials for the log file user are determined by an administrator during the
CONETTIX B6800-SR installation.
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17 Decommissioning the software

When permanently removing software from servers and workstations, make sure that the

removal includes all personally identifiable and sensitive data, such as stored certificates

and credentials.

Examples of sensitive or confidential data are:

—  Personal data (audio and video data, chats, name, first name, birth date)

—  Personally identifiable information (car license plate numbers, IT-shortcuts, customer
numbers)

—  Certificates or credentials

During decommissioning or before disposal, use the proper tools and methods to remove all

relevant data completely and securely.

As a recommended best practice, set servers and workstations back to factory default when

reused in other installations.
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Appendix

This section contains diagrams of the 3 hardware platforms.

B6800-SR System Diagram (Win10Pro Lab Setup)

Uninterruptible Power Supply (UPS) UPS

-

&—& AC Power
@®—=e Ethernet

*—e USB
System Boundary

Utility Power

Backup On-site Generator

Internet Service
Provider

!

O

Keyboard & Mouse

'
'

1 I
p System 1
Il monitor

'
System Database !
.

UPS

Linux Virtual Machine

VM IP: 192.168.1.187 /24

'
Failover & Replication IP
192.168.1.200/24

Keyboard & Mouse

Eoo

1]
Local Area Network

. . [eceno |
B6800-SR System Diagram (WinServer2019 Lab Setup)[f e
Uninterruptible Power Supply (UPS) UPS UPS : E:‘BemEt
Eﬁ) E43 E"} System Boundary

Utility Power

Backup On-site Generator

Internet Service
Provider

!

B 0

Keyboard & Mouse

V

1 '

! System Software 1
Monitar || Receiver

j = |

=T

'

B6800-SR Two Host Setu

Linux Virtual Machine

VM IP: 192.168.1.193 /24

Host IP: 192.168.1.173 /24

Failover & Replication IP
192.168.1.230/24

Keyboard & Mouse

Goo
=moem
Local Area Network

2024-04 | VO1 | FO1U403701

UL System Manual

Bosch Secuity Systems B.V.



CONETTIX B6800 Central Station Software
Receiver

Appendix | en 49

Uninterruptible Power Supply (UPS)

B6800-SR System Diagram (WinServer2022 Lab Setup) R

&= Ethernet

uPs *—e USB

Utility Power

Internet Service
Provider

!

Backup On-site Generator

=)-

Failover & Replication IP

System Boundary
i

Keyboard & Mouse

e

emoe

Local Area Network

Bosch Secuity Systems B.V.

UL System Manual

2024-04 | VO1 | FO1U403701




CONETTIX B6800 Central Station Software

50 | Appendix Receiver

2024-04 | VO1 | FO1U403701 UL System Manual Bosch Secuity Systems B.V.






Bosch Security Systems B.V.
Torenallee 49

5617 BA Eindhoven
Netherlands

www.boschsecurity.com
© Bosch Security Systems B.V., 2024

Building solutions for a better life
202404040957




	 Table of contents
	1 Use latest software
	2 System overview
	3 System Components (UL)
	4 Installation requirements for UL applications (UL)
	5 System hardware and software minimum requirements
	6 Requirements for failover system
	7 Installation
	7.1 Verify installation
	7.2 Run System Manager
	7.3 Run Monitor (Dashboard)
	7.4 Modify setup
	7.5 VM Performance on Hyper-V in Server 2019

	8 Configure the system
	9 Operators
	9.1 Add operator
	9.2 Configure your operator
	9.3 Modify operator
	9.4 Deactivate operator
	9.5 Delete operator

	10 Licensing
	10.1 Activate a license

	11 Receivers
	11.1 Import panel accounts
	11.2 Configure your receiver
	11.2.1 Mapping 3/1 and 4/2 pulse protocol parameters


	12 Automation profiles
	12.1 Add automation profile
	12.2 Configure your automation profile
	12.3 Delete automation profile

	13 Panel accounts
	13.1 Add panel account
	13.2 Configure your panel account
	13.3 Filter panel accounts (quick search)
	13.4 Select multiple panel accounts for delete or key re-sync
	13.5 Delete a panel account

	14 Event history export
	15 Dashboard
	15.1 Monitoring events
	15.2 Accounts status
	15.3 System status
	15.4 In Process, Receiver, Automation status

	16 Managing log files
	17 Decommissioning the software
	18 Appendix

