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1 OOLee onucaHue

KoHgepeHu-cuctema DICENTIS obecneurBaeT cTabunbHyo NPOU3BOAUTENBHOCTb BblCOUANLLETO
ypoBHA. Cuctema DICENTIS ocHoBaHa Ha mynbTuMeaunHon ceteBor apxutektype OMNEO u
Nerko UHTerpupyeTca c 4pYyrumMu cucteMamMu, KoMnoHeHTaMu U UT-uHpacTpykTypamu. OHa
OyneT pasBMBaTbLCA MO MeEPE COBEPLLUEHCTBOBAHMA OTKPbLITbIX CTAaHAAPTOB. Pe3ynbtatom
ABNAETCA KOHMEepeHU-cUCTeMA C HENPEB30OMAEHHbIM YPOBHEM KauecTBa, JONTOBEYHOCTH,
6€30NacHOCTU U HAAEXHOCTH.
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2

3apaua:

obecneueHne NPOU3BOAUTENbHOCTU BbICOUANLLEro YPOBHA B NePCNEeKTUBHOW CUCTEME
NMyulwive coBpeMeHHble KOHMEepeHL-CUCTeMbI AOMKHbI 0becneunBaTb NPEBOCXOLHOE KauecTBO U
6e3onacHoe HenpepbIBHOE NMOAKMIOUEHME.

NT-pyKOBOAUTENAM KOH(DEPEHL-LLEHTPOB Pa3IMUYHOro Mmaclutaba — ot HebonbLIUX 3aN0B
3aceflaHWM coBeTa AMPeKTopoB ¢ 10 ycTpoMcTBaMM ANA KOH(EPEHLMI A0 KPYMNHbIX 30aHUK anA
MeXayHapoaHblIX CAMMUTOB — HeobxoaMma yaobHas BO3MOXHOCTb o6aBNATb M NepemellaTb
YCTPOMCTBA NPU M3MEHEHUU NOTPEOHOCTEN.

KoHhepeHLU-CUCTEMbI TaKXXe A0MKHbl ObITb MEPCNEKTUBHLIMU U MaclUTabMpyeMbiMK 3a CUeT
noaaepXKu nobaBneHns HOBbIX YCTPOMCTB U PYHKLIMK, a TaK»Ke NPOCTON MHTErpaumm c
obopynoBaHMEM CTOPOHHWX MPOU3BOANUTENEN, CTAHAAPTHLIMW KabenamMu 1 AONONMHUTENbHbBIMU
noacuctemamu. KoHdepeHL-cucTeMbl OMKHbI 0becneunBaTb rMOKOCTb M MacLITabMpPyeMoCTb
ONA YCTaHOBKMW, 0OCNYy)KMBaHUA, afanTaumnu U paclumpeHms 6e3 AoNoNHUTENbHbIX YCUMTUM U
pacxonoB. Kpome Toro, KOHepeHLU-CUCTEMbI AOMKHbI CTabMnbHO paboTatb B 6onee KpynHOM
UT-uHbpacTpyKType.

K coxaneHuto, ANA yCTaHOBKM, adanTalumMmn U 00CNy>XMBaHWA CleLnanmanupoBaHHbIX CUCTEM C
YHUKaNbHbIMW NNnatopMamMu U NpoToKonaMu 6esonacHoCcTU TpebyroTcA OnbITHbIE
cneuunanuctbl. [Ans obecneueHns nx B3aMMoaencTeusa ¢ obopyaoBaHMEM UMM KOMMOHEHTaMMU
CTOPOHHUX NMPOU3BOAMTENEN YACTO HEODXOAUMbI OMNONHUTENbHbIE UHTEpPMenchl. MHTerpauua ¢
OPYrMMWU CUCTEMAMU UMK NMOACUCTEMAMM MOXKET ObITb CTOXKHOM, JOPOrOCTOALLEN U faXxe
HEBO3MOXHOM. Kpome Toro, naes o «6e30nacHOCTU uepes3 HEACHOCTb» — 3TO TaKXe WMH03UA.
KBanuduuMpoBaHHbIW cnieynanmct no 6e3onacHOCTU NErko MOXeT NOMYyUMTb JOCTYN K CUCTEME,
a UT-pykoBoautenb 6e3 onbiTa paboTbl CO cneunann3aMpoBaHHONW CUCTEMOM HE CMOXKET
BOCCTAHOBMWTb 0€30MacHOCTb CUCTEMbI B AanbHeNlleM. HakoHel, CPOK Cny»bbl BCeM CUCTEMDI
OrpaHMUeH CPOKOM 3KcnnyaTauMu crneymanmManmpoBaHHOM NnatopMbl, KOTOpas He
pa3BMBaeTCA, Kak nnatopma Ha 6ase OTKPbITbIX CTaHAAPTOB. B HbIHELIHUX YCNOBUAX
[OpOrocTofllias COBpPEMEHHAs CUCTeMa yCcTapeBaeT 3a NATb NeT. [1pakTMKa noKasbliBaeT, uTo
cneunann3MpoBaHHas CMCTeMa He NPeaoCcTaBNAeT 3akasunkaM pearnbHbiX MPEeUMYLLECTB.
HanpoTue, nyyline coBpeMEHHbIe KOH(EPEHL-CUCTEMbI CEFOAHA AOMKHbI NOAAEPKMBATb
BbICOUANLLIYIO MPOU3BOANTENBHOCTb LUMPOKOIO CNeKTpa yCTPOWCTB, UCMOMb3YA
MYNbTUMEOUNHYIO CETEBYIO apXUTEKTYPY Ha 0a3e OTKPbITOM NnatopMbl U CTaHOAPTHbIE
npoTtokonbl 6esonacHocTu IP. OTKpbITaA apxUTeKTypa No3BONKUT pasBnBaTb CUCTEMY B Dyayuiem.
OHa Takxxe fonXHa obecneunBaTb 6e3onacHoe M HenpepbiBHOE MOAKMOUEHWE YCTPOUCTB U
onTMManbHOe B3aMMoAencTBUe Mexay KOH(epeHL-CUCTEMOW U APYTUMW CUCTEMAMU U
obopynoBaHueM. MHTerpauua c obopyagoBaHMEM M CUCTEMAMK CTOPOHHUX MPOU3BOAUTENEN
OOMKHbI MPOUCXOANTb DBICTPO M MPOCTO, TaK Kak NpuW UCNONb30BaHWKU NpoToKonoB |P Ha base
OTKPbITbIX CTAHOAPTOB He TpebyeTcA 3HAHUE YCTPOMCTB KOHKPETHOrO NOCTaBLIMKa, UTo
yCTpaHseT 3aBUCUMOCTb OT OHOIO MOCTaBLMKA W COKpaLlaeT pacxodbl Ha obcnyXuBaHue.
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PeweHue 3apgauu: DICENTIS

KoHgepeHu-cuctema DICENTIS obecneurBaeT BbiCOUYanLLIWI YPOBEHb MPOU3BOAUTENBHOCTH,
HenpepbiBHYO paboTtocnocobHOCTb M becnpeueaeHTHYO NPocToTy MHTerpaumn. DICENTIS —ato
caMas nepcnekTuBHasA, besonacHan, HagexHasa, maclTabupyemasn, rMokaa 1 SIKOHOMWYHaA
CUCTEeMa TaKOoro YPOBHA Ha pPbiHKe cerogHA. Kak aToro yaanocb 4oCTUub?

Cny»x06bl. Bce B cucteme DICENTIS HacTpanBaeTcs, KOHTPONUPYETCA U OTCNeXxMBaeTcA
cny>x6amu DICENTIS. OHM BbinonHAOTCA B onepaurMoHHon cucteme Windows paboTatolien Ha
CcTaHgapTHOM obopyaoBaHWU. BmecTo paspaboTku obopyaoBaHus co cneuranbHbiM
nporpaMMHbIM U MUKPOMNPOrpaMMHbIM obecneueHnem ansa co3gaHua cuctembl DICENTIS
MCMONb3YytTCA CNY»KObl, BbIMOMHAOWMECA HA CTaHAAPTHOM 060pyA0BaHWUK U B CTAHAAPTHbIX
onepaLMoHHbIX CMCTEMAX, KOTOpble MOTYT noaaep>xueatb MT-otgen opraHnsauunm B pamkax
CTaHOapTHbIX MT-npoueayp.

CrtaHpapTu3aumna — aTo KnoueBor dakTtop. MMeHHO oHa genaet cuctemy DICENTIS ngeanbHbiM
pelieHrMem ansa npodeccuoHanbHOM KOHMepeHLU-ceT Ntoboro pasamepa — OT OAHOro 3ana Anf
COoBellaHMM ropocKoro cobpaHma Ao MexayHapoaHOro KoHdepeHLl-LeHTpa. HesaBucumo ot
KONMMUecTBa NOAKNOUEHHbIX YCTPOMCTB UNK obnacty nokpbitua, cuctema DICENTIS
npefocTaBnAeT MynbTUMeauiHble YHKLMKM MUPOBOIO YPOBHSA U obecrneumBaeT BbiICOUANLLUI
ypoBeHb 6e30MNacHOCTH, HaEeXKHOCTH, MacLUTabMPyeMOCTH, TMOKOCTU U SKOHOMUUHOCTHU.
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q Pabouue xapakTepuCTUKH

CucteMa MOXeT OAMHAKOBO apheKTUBHO ynpaBnAaTb 1 10, 1 10 000 BbiCTynarWMMK, B 0O4HOM
nometyeHmn unu B 100 pasHbix NOMELLEHUAX, a TakxKe obecrneumMBaeT ecTeCTBEHHOe
HenpepbiBHOE ayAMONOAKIOUEHWE C MaKCUManbHOM pa3bopumnBOCTbIO Peun U ONTUManbHbIMU
BO3MOXXHOCTAMMW ANA KOHPEepPeHUUH.

BoinonHenue cnyx6 DICENTIS B onepaunoHHoM cucteme Windows no3sonsaet Bbibpatb
obopynoBaHue, COOTBETCTBYOLLEE BallMM TpeboBaHMAM K MPOU3BOAMTENbHOCTU. bnarogaps
LUMPOKOMY CMEKTPY AOCTYNMHOro KOMMbloTePHOro obopyaoBaHWA Bbl BCEr4a CMOXeTe HaluTH
onTMManbHoe pelwleHue. Kpome Toro, Bbl MOXeTe UCMONb30BaTb BO3MOXKHOCTHU BUPTyanusaunu
Windows, nossonsatuine NUT-otaeny paamectutb nporpamMmHoe obecneueHme DICENTIS Ha
HECKONMbKMUX BUPTYaNbHbIX MallMHax Ha O4HOM 0bopyAOBaHMK, UTO CHUXKAET CTOUMOCTb
BNafileHMA W ynpoLaeT obcnyxnuBaHue.
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NMepcneKTUBHOE pelleHue

Mocne Npon3BOAUTENBHOCTM CAMOM BaXKHOM XapaKTepPUCTUKOW N0OOM COBPEMEHHOM CUCTEMbI
ABNAETCA rOTOBHOCTb K byayuieMy. CKOpOCTb pa3BHUTUA TEXHONOIMM NPOAOMXKAET pacTu, U
KOMMNaHWW He MOryT MO3BONWUTb cebe 3aBUCUMOCTb OT LOPOrOCTOALLMUX CUCTEM, KOTOPbIe
HeobOXOAMMO MEeHATb Kaxable NATb NeT. [Jo NoABNeHWUA cucTeM Ha base OTKPbITbIX NIaTopm
BCE TEXHONOIrMKU NPefoCTaBNANM OrpaHMUYEHHbIe BO3MOXHOCTU PaCLUMPEHUA U OrPAHUUEHHbIN
Ccpok cnyx6bl. Co3naHne HOBbIX CUCTEM Ha Dase apXMTEKTYpbl OTKPbLITOW Nnatdopmbl
NO3BONAET PaCWIMPATL UX NO Mepe PasBUTUA NNATPOPM, UTO MOBbLILAET UX TMOKOCTb U
yBeNMUMBaET CPOK 3KCMNyaTaLmu.

ToT pakt, uto Windows 1 KomnbtoTepHoe obopyaoBaHKe Nepexunu bonee uetbipex
LEeCATUNETUH NOATBEPKAAET, UTO OHU ABNAIOTCA NYULIMMKW B CBOEM Knacce peleHnAMU. OHK
NMOCTOAHHO Pa3BMBAIOTCA, HE COMPsAXKEHbI ¢ BONbLUIMMM pacxogamu U UCMONb3YHOTCA MO BCEMY
MWPY OaXKe B CaMbIX BaXXHbIX 00NaCTAX NPUMEHEHUA.

Moatomy KomnaHus Bosch paspaboTana cuctemy DICENTIS Ha ocHoBe cny»6, BbIMONHAKOLMXCA
B onepauMoHHon cucteme Windows Ha cTaHAapTHOM KOMMbOTEPHOM 000pYA0BaHMM.
DICENTIS — 3T0 egMHCTBEHHAA U3 MHOIMMX NEPCNeKTUBHbIX CUCTEM, KOTOPble CHOPMUPYIOT
HOBYIO 3Py YCTOMUMBOCTU CUCTEM.
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Be3sonacHocTb

B cucteme DICENTIS ucnonb3ytotcsa obLienpuHATbIE MeXayHapoAHble CTaHa4apThl WX POBaHUA
ONA BCeX ayAuo- U APYrux AaHHbIX. ITO WKMdPOBaHME HaeXHO 3aluuLLaeT OT NOACNYLWWBaHHUA,
HECaHKLMOHWPOBAHHOIO JOCTYNa K AaHHbIM M UCKaXKEHUA JAaHHbIX BO BpeEMSA
KOHbMaeHUManbHbIX BCTpeu. Mouemy?

CneunanvMsupoBaHHoe 060pyOBaHWE C CEKPETHBLIM MPOTOKOMOM — 3BYUYWT HEMMOX0, He NpaBaa
Nn? HUKTO He 3HaAEeT CUCTEMY, 3a UCKMIOUEHWEM creuunanncToB. K coxxaneHuto, obHoBNeHWe
cneunanu3npoBaHHOro obopyaoBaHusa M NporpaMMHoro obecrneueHua gnAa 3auTbl OT
HOBEMLIMX Yyrpo3 6€30MacCHOCTM OTHMMAKT MHOIO YCUIUK Y MPOM3BOAUTENEN, a Takxke Y UT-
crneuranuncToB, KOTopble HEODXOAWMO Pa3BepTbIBaTb 3TM OOHOBNEHWA B CUCTEMAX
opraHusaumu.

Moatomy cuctema DICENTIS ocHoBaHa Ha onepauuMoHHon cucteme Windows, ansa KotTopow
kopnopauua Microsoft HenpepbIBHO BbiNyckaeT 0OHOBMNEHWA, UCNIPABNEHUA OWKOOK K
npegnocrasnaet UT-otaenam MexaHUM3Mbl AnA ObICTPOro U yaobHoro obcnyxuBaHua cuctem 6es
noTepu ynpaBneHus.

Kpome TOro, cBegeHus o besonacHocTu B cpeae Windows goctynHbl ntobomy UT-otaeny,
noaToMy He TpebyeTca LONONHUTENbHOE ODyUeHUEe UK NPUBIEUEHUE BHELLHUX CMELManncToB,
KOTOpble BO MHOTMX CMyYasax HeObXoAWMbl ANA creuranu3npoBaHHbIX CUCTEM.
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7 Hape>XXHoCTb

MeHenyxkepbl COBELLaHWM JOMKHbI MOMHOCTbKO NONaratbCA Ha KOHepeHLU-cUCTeEMY.

Cny>0bl BbINONHATCA Ha KoMnbtoTepe Windows Server, uTo No3BonfAeT BbibpaTb annaparHyto
nnaTopMy, COOTBETCTBYIOLLYHO BallMM TPeDOOBAHMAM K HAlEXXHOCTH, TAKMM KaK pe3epBHbIN
MCTOUHUWK NUTaHWA UNK KoHpUrypauuna RAID ans xecTkux guckos. Ceruac 3akasumkam
[LOCTYMHbI Aa)ke CTaHA4apTHble KOHdurypaumu MK ¢ pesepBupoBaHUEM.
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8 MacwTtabupyemoctb

Cuctema DICENTIS moxeT pacluMpaTbCca AnA NoanepX K KoHdepeHuun nioboro pasmepa.

B 3aBMCMMOCTM OT paamepa CUCTEMbI UMM KONMMUYeCTBa (PYHKLMOHANbHbIX BO3MOXHOCTEW
TpeboBaHUA K NPOU3BOAUTENBHOCTH CNYXO MOryT U3amMeHATbCA. OfHaKo Donblue HUYEro He
MEHAEeTCA, UTO NO3BONAET a4anTUPOBaTb KOMMblOTEPHOE obopyaoBaHME B COOTBETCTBUHU C
noTpebHoCTAMMK cUCcTeMbl BE3 UBMEHEHUA BCEX OCTaNbHbIX KOMMOHEHTOB. [IPOM3BOANTENBHOCTb
KOMMbIOTEPOB PACTET KaXAbIM rofd, NO3TOMY 3aka3unkam Bcerga dbyayT LOCTYNHO Heobxoaumoe
obopynoBaHue.

Cuctema DICENTIS ynpaBnsaetcsa cny»xbamu, kotopble paboTtatoT Ha komnbtoTepe Windows
Server, yto NO3BONAET NPU HEOOXOAUMMOCTU BbIOpaTh Bonee MOLHbIM KOMMNbIOTEP UK
BbINOMHATL CNY>XObl HA pa3HblX cepBepax ANA pacnpeneneHunsa Harpysku npu yBenmueHuu
pasmepa CUCTEeMbI.
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9 F'MbkocTb

C nomouubto nnatpopmbl DICENTIS UT-cneunanucTbl MoryT 4obaBnaTb PyHKLUMKU U YCTPOMCTBA
ONA NPAMOro B3aMMOAENCTBUA C CUCTEMOM C MOMOLLbIO MHTEepdenca NPUKIagHOro
nporpamMmmupoBaHus (API). 3aka3uMKu MOTYT CO3AaBaTh NPUNOXKEHWUA ANA peanusauuu
COOCTBEHHbIX (PYHKLMM, TAKMX KaK Creunannu3npoBaHHblii aneMeHT ynpaBneHusa coBellaHuaMU,
KoTopble MoryT aononHATb cuctemy DICENTIS. BO3MOXXHOCTM HAaCTPOMKU OrpaHuueHbl TONbKO

BallMM BoobOpaxkeHueMm!
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10 Ob6cnyxuBaHue

Cuctema DICENTIS He TonbKo ObICTPO M NPOCTO YCTaHABMMBAETCA U UHTEFPUPYETCH, HO U NErko
obcnyxuBaetcA. Tak Kak OHa B3aUMOAENCTBYET C APYTMMU CUCTEMAMM MO CTaHAAPTHbIM
npotokonam IP u Ethernet, agantauua, peMOHT U HacTporka 6e30NacHOCTU CUCTEMDI
BbINOMHAKTCA TONbKO OOUH pa3. TEXHUUECKUM crnelranmcTam HY>XHO 3HaTb, TONbKO KaK
HaCTPOWUTb, UCNONb30BaTb U 0OCNYXXMBaTb OA4HY CETb, NP 3TOM CTaHAAPTHbIE MapLLpPyTU3aTopPHhI,
Kabenu u KOMMyTaTOPbl MOXHO NIErKO U ObICTPO 3aMEHMUTb. TeXHUUECKHUE CnelnanucTbl MOryT
MCMNONb30BaTb CETEBbIE MHCTPYMEHTbI A8 ObICTPOro NpocMoTpa CBEAEHWUIM O CETU U
NOAKMNOUEHHbIX YyCTponcTBax. [nsa aToro MoXHo ncrnonb3oBaTb DOCENT.

Tak Kak cny»0bl pa3mellaloTcs B onepauuoHHon cucteme Windows Server, UT-otaeny He
TpebyeTcA n3yuaTb HOBble MPOAYKTHI.

Bosch Security Systems B.V. White Paper 2019.01 | V1.0



14 ru | 3KOHOMWUHOCTb DICENTIS Conference System

11

9KOHOMMUUHOCTDb

Mcnonb3oBaHWe CTaHOAPTHbIX OMepPaLMOHHbIX CUCTEM U KOMMbIOTEPHOro 0bopyaoBaHus B
euHOW ceTu Ha base OTKpPbITOM NNaTOopPMbl TaKXKe COKpalllaeT pacxoabl. [loporocrosiiee
crneunannsMpoBaHHoe obopyaoBaHue He TpebyeTcA. BMecTo HEro MoOXHO MCNoNb30BaTh
roToBble NPOAYKTbI, MPUNOXEHUA CODCTBEHHON pa3paboTKu U CyLLecTBYOLME CUCTEMDI
CTOPOHHUX NPOMU3BOAMTENEN, KOTOPbIE MHTEFPUPYIOTCA C MOMOLLbIO CTaHOAPTHbIX Kabenen.
CoBMeCTHOE MCMonb30oBaHWe MHPPACTPYKTYPbl C APYTMMU MPUNOXKEHUAMMU COKpaALLAeT pacxonbl
3aKa3YMKOB, MOCKOMNbKY HET HEOOXOAMMOCTU B pa3BepPTbiBAaHWKW HECKONMbKUX ceTen. KomnaHusa
Bosch v ganee bynet ucnonb3oBaTtb CTaHAapTHble NPOTOKONbI IP, 6e3onacHoOCTU 1 cBA3M, a
TakXe cTaHgapTHoe obopyaoBaHue, UTOObI NPeAOCTaBNATb 3aKa3uMKam BO BCEM MUpPE
onTUManbHOE U 3KOHOMWUHOE peLleHHUe.
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12 3aKnwueHue

Cuctema DICENTIS cosgaHa Ha OCHOBe CTaHAAPTU3UPOBAHHbIX OMepaLnUOHHbIE CUCTEMBI U
KOMMbOTEPHOro 000pyaoBaHUA M NpeacTaBnAeT cobol BbICOKONPOU3BOAUTENbHYHO
NepcneKkTUBHYK CUCTEMY C LUMPOKUMHU BO3MOXHOCTAMMU paCLUMPEHMUA. ITa HafeXKHaA U
b6e3onacHas cucTemMa Nerko UHTerpupyeTca ¢ ApYyrumMu NpoayKTaMu U ABnAetca Hanbonee
rMOKMM, MacluTabrpyeMbiM U 3KOHOMUUHBIM peLLEeHWEM ANA KOH(epPeHLMIM Ha PbIHKE.
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