BOSCH

Application Note

Remote Programming Software
Introduction to WebConnect

1. Overview

RPS 6.14.200 introduces support for remote Cellular connections to Bosch control panels using a service called WebConnect
and a method called WebConnect_Cell. This method simplifies RPS connections to Bosch control panels using Cellular services
without requiring VPN management.

WebConnect_Cell is an RPS panel connection method that uses the local RPS network to secure an internet connection to
Bosch Installer Services, which then establishes and manages the secure cellular connection to the control panel.

Applicability

WebConnect applies to installations running:

e RPS versions: 6.14.200 or higher

2. Configuring RPS for the WebConnect service

To enable RPS to use WebConnect_Cell, you will need to link your RPS installation with your Installer Service Portal Company
using a Company Key that supports WebConnect.

To get your Installer Services Company Key using RPS:

1.

2
3.
4

Open RPS>Config>System.
Select Work Station Specific>Installer Services tab.
Click Get Key to access the Installer Services Portal and link directly to your Installer Services Portal>My Company page.
On the Installer Services Portal>My Company page, do the following to get your Company Key:
a. Click Installer Services Key.
b. Click Get to retrieve and show the Key.
c. Click Copy to copy the Key.
In RPS, return to the Work Station Specific>Installer Services tab.
Paste your full Company Key into the Installer Services key field:
e  Mouse: right-click>Paste
e Keyboard: <Ctrl>+v
Click Apply or OK.
Exit and then restart RPS.
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3. Connect to the panel using WebConnect

The option for RPS to use WebConnect_Cell is only available after RPS is linked with your Installer Services Company.
WebConnect_Cell is then selectable using the same RPS Panel Connection dialog as other methods.

To connect to a panel using WebConnect:
1. In RPS, open Panel View.
2. Select Operations > Connect.
3. Select WebConnect_Cell.
4

Select Connect.

B6512 Panel Communication

BIELRNER /b Connect Cell

BPS Passcode:; | ===

NOTE: The initial connection to firmware 309+
uzes the Cloud 1D as the RPS Passcode. See BPS
Fazzcode help for details.

Status

Connect
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4. WebConnect Operation Dependencies

For RPS to use the WebConnect_Cell service, RPS requires some of the same configurations that are required for traditional
cellular panel connections. This includes any panel cellular port or RPS network customizations.

1. RPS must be linked to your Installer Services Portal Company using your Installer Services Key that supports WebConnect.

NOTE: To browse and get your Installer Services Key from your Installer Services Portal Company, you must have access
to the My Company page on the Installer Services Portal.

2. RPS Panel Data-View configuration requires these 2 specific cellular device details:
a. ICCID/SIM/MEID
b. Cellular Port programmed at the panel. The default for the Port is 7700.

If you have customized your Panel programming for a different cellular port, you will need to update RPS with that panel
cellular port.

NOTE: Cellular Secondary is not applicable for this operation.

ws Panel Data - Edit X
Panelinfo | Network | uomuon Cellular Cloud |
Cellular -
MEID(ESN) or SIM# ¥ Use VPN to connect
Cell Number
IP Address [ Port |7700
Quick Help
Cellular device activation from RPS is no longer allowed. Please contact technical support
Cellular Device
Selecting Cellular will enable reporting, RPS, RSC, automation and Cloud connections.
Selecting Cellular Secondary will enable reporting only.
I !
*=required fields OK Cancel
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3. RPS must be able to reach the Internet.

34

If your network requires specific proxy details to reach the internet, you will need to update the RPS configuration in the RPS

Proxy settings:

a. Open RPS>Config>System.

b. Select Work Station Specific>Connectivity tab>Web Proxy tab.

i B System Configuration

Work Station Specific

Giobalto ol Accourts | [Cannectviy | Firmware |

Cloud

VPN

UOMUON

Web Proxy

Cellular

Network Protocol

[~ Credentials for Web Proxy

I Use Proxy

URL

Port

I¥ Use Default Credenils

User Name: Deomain
Password

I~ Guick Help

Check Use Proxy when the RPS computer is on a network that requires HTTP and HTTPS.
traffic to go through a Web Proxy to access web services.

Check with your IT department for Web Proxy setiings.
URL: Enter the web proxy URL.
Check Port: Enter the proxy port number.

Check Use Default C ials to use the proxy defaul

User Name: Enter a valid user name for the domain below.
Domain: Enter 2 valid domain name for the proxy end user.

Password: Enter the password for the User Name entered above.

OK I Apply Cancel
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